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Abstract— In this paper we are going to present a solution to
one of the location-based query problems. This problem is
defined are as follows: (i) a user wants to query a database of
location data, called as Points Of Interest, and does not want
to reveal person location to the server due to privacy
concerns; (ii) the owner of the location data, that is, the
location server, does not want to simply distribute its data to
all users. The location server desires to have some control
over its data, since the data is its asset. We propose a major
enhancement upon previous solutions we are introducing a
two stage approach, first step is based on Oblivious Transfer
and the second step is based on Private Information
Retrieval, to achieve a secure solution for both parties. The
solution we are going to present is efficient and practical in
many scenarios. We are implementing our solution on a
desktop machine and a mobile device to assess the efficiency
of our protocol. We are introducing a security model and
analyse the security in the context of our protocol. Finally,
we highlight a security weakness of our previous work and
present a solution to overcome it. The paper formally defines
a framework to evaluate the risk in revealing a user identity
via location information and presents preliminary ideas about
algorithms to prevent this to happen. The popularity of
location-based services leads to serious concerns on user
privacy. A common mechanism is to protecting users’
location and query privacy is spatial generalization. The
paper sets out a formal framework within which obfuscated
location-based services are defined.
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. INTRODUCTION

A Location based service is an information, entertainment
and utility service generally accessible by mo-bile devices
such as, mobile phones, GPS devices, pocket PCs, and
operating through a mobile network. A LBS can offer many
services to the users based on the geographical position of
their mobile device. The services provided by a Location
Based Server are typically based on a point of interest.

A database By retrieving the Points Of Interest
from the database server, the user can get answers to various
location based queries, which include but are not limited to -
discovering the nearest ATM machine, gas station, hospital,
or police station. In recent years there has been a dramatic
increase in the number of mobile devices querying location
servers for information about POls.

A challenge barriers to the wide deployment of
such application, privacy assurance is a major issue. For
instance, users may feel reluctant to disclose their locations
to the LBS, because it may be possible for a location server
to learn who is making a certain query by linking these
locations with a residential phone book database, since users
are like to perform many queries from home. The Location
Based Server, which offers some LBS, spends its resources
to compile information about various interesting POIs.
Hence, it is expected that the Location Server would not

disclose any information without fees. Therefore the LBS
has to ensure that LS’s data is not accessed by any
unauthorized user. During the process of transmission the
users should not be allowed to discover any information for
which they have not paid. It is thus crucial that solutions be
devised that address the privacy of the users issuing queries,
but also prevent users from accessing content to which they
do not have authorization.

1. LITERATURE SURVEY

Literature survey is the most important step in software
development process. Before developing the tool it is
necessary to determine the time factor, economy n company
strength. Once these things are satisfied, then next steps are
to determine which operating system and language can be
used for developing the tool. Once the programmers start
building the tool the programmers need lot of external
support. This support can be obtained from senior
programmers, from book or from websites. Before building
the system the above consideration are taken into account
for developing the proposed system.

A. Location Based Service

Location based service is an information, entertainment and
utility service generally accessible by mobile devices such
as, mobile phones, GPS devices, pocket PCs, and operating
through a mobile network. A LBS can offer many services
to the users based on the geographical position of their
mobile device. The services provided by a LBS are typically
based on a point of interest database. By retrieving the
Points Of Interest (POIs) from the database server, the user
can get answers to various location based queries, which
include but are not limited to - discovering the nearest ATM
machine, gas station, hospital, or police station.

B. Private Information Retrieval

In cryptography, a private information retrieval (PIR)
protocol allows a user to retrieve an item from a server in
possession of a database without revealing which item is
retrieved. PIR is a weaker version of 1l-out-of-n oblivious
transfer, where it is also required that the user should not get
information about other database items.

I1l. PROPOSED SYSTEM

In this paper, we propose a novel protocol for location based
queries that have major performance improvements with
respect to the approach by Ghinita at el and Like such
protocol, our protocol is organized according to two stages.
In the first stage, the user privately determines his/her
location within a public grid, using oblivious transfer. This
data contains both the ID and associated symmetric key for
the block of data in the private grid. In the second stage, the
user executes a communicational efficient PIR, to retrieve
the appropriate block in the private grid. This block is
decrypted using the symmetric key obtained in the previous
stage.
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Our protocol thus provides protection for both the
user and the server. The user is protected because the server
is unable to determine his/her location. Similarly, the
server’s data is protected since a malicious user can only
decrypt the block of data obtained by PIR with the
encryption key acquired in the previous stage. In other
words, users cannot gain any more data than what they have
paid for. We also provide results from a working prototype
showing the efficiency of our approach.

A. Architecture
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Fig. 1: System architecture.

B. Modules Descriptions

The users in our model use some location-based service
provided by the location server LS. Each record describes a
POI, giving GPS coordinates to its location (xgps, ygps),
and a description or name about what is at the location. We
assume that the mobile service provider SP does not
interfere with the communications between the user and the
location server. This means that the mobile service provider
does not collude with the location server to attack the
privacy of the user. As a consequence of this assumption,
the user is able to either use GPS (Global Positioning
System) or the mobile service provider to acquire his/her
coordinates. Since we are assuming that the mobile service
provider SP is trusted to maintain the connection, we
consider only two possible adversaries. One for each
communication direction. We consider the case in which the
user is the adversary and tries to obtain more than he/she is
allowed. Next we consider the case in which the location
server LS is the adversary, and tries to uniquely associate a
user with a grid coordinate.

IV. ALGORITHM

A. Initialization

A user u from the set of users U initiates the protocol
process by deciding a suitable square cloaking region CR,
which contains his/her location. All user queries will be with
respect to this cloaking region. The user also decides on the
accuracy of this cloaking region by how many cells are
contained within it, which is at least the minimum size
defined by the server. This information is combined to form
the public grid P and submitted to the location server, which
partitions its records or superimposes it over pre-partitioned
records. This partition is denoted Q (note that the cells don’t
necessarily need to be the same size as the cells of P). Each
cell in the partition Q must have the same number rmax of
POI records. Any variation in this number could lead to the
server identifying the user. If this constraint cannot be
satisfied, then dummy records can be used to make sure

each cell has the same amount of data. We assume that the
LS does not populate the private grid with misleading or
incorrect data, since such action would result in the loss of
business under a payment model.

|Algorithm 1 Initialisation

Input: X, ,,.., X, ., where X, ; = IDq, , ki 5
OQutput: ¥11,....Y 0 .
1K« Kij= _gg‘!{?'qéj, forl<i<nandl <j<m,

where ?; and C; are randomly chosen

2 Y, X, DH(K;;),forl<i<nand1l<j<m,
where I is a fast secure hash function

3 return Yy, ...V, . {Encryptions of Xy 1,... X
using K ;}

Fig. 2: Algorithm
B. Oblivious Transfer Based Protocol

The purpose of this protocol is for the user to obtain one and
only one record from the cell in the public grid P. We
achieve this by constructing a 2-dimensional oblivious
transfer, based on the ElGamal oblivious transfer, using
adaptive oblivious transfer3 proposed by Naor et al. The
public grid P, known by both parties, has m columns and n
rows. Each cell in P contains a symmetric key ki,j and a cell
id in grid Q i.e., (IDQi,j, ki,j), which can be represented by a
stream of bits Xi,j . The user determines his/her i, j
coordinates in the public grid which is used to acquire the
data from the cell within the grid. The protocol is initialized.

C. Private Information Retrieval Protocol

The oblivious transfer based protocol there are 3 major
steps: the user’s query, the server’s response, and the user
decoding. The average time required for each of these major
components are presented in Table V. Based on these
experimental results, most of time is taken by the generation
of the user’s query. This is due to the primality testing of Q0
and Q1. This requirement must be satisfied, otherwise . The
average of the response time and the decoding time are
much smaller in comparison. We assume that the server has
much more computational power at its disposal. Hence, if
there are many users, the server can use parallel processing
to increase the throughput of the protocol. The main concern
is keeping the query time for the user as low as possible, and
on average the user query time is reasonable, given the
amount of data that is exchanged in one round of the
protocol.

Algorithm 3 PIRProtocol

Input: User:[Dg, |

Output: User:C;

. User (QG2)

i, where m; is chosen based on the value of

2 g 4
IDg, .

% Generate random group G and group element g,
such that my divides the order of ¢

&g+ |{g}|/ma

s gt

& Server <= G, g

7. Server (RG2)

& g+ g°

9 User < g,

10: User (RK2)

11 he + g2

122 5 + logph,, where log, is the discrete log base h

1% return (; {The requested (encrypted) data}

Fig. 3: Algorithm
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V. CONCLUSION AND FUTURE WORK

In this paper we presented a LBS query solution that
employs two protocols that enables a user to privately
determine and acquire location data. The first step is to for a
user to privately determine person's location using oblivious
transfer on a public sector. The second step is to involve a
private information retrieval interaction that retrieves the
record with high communication efficiency.

We are analysing the performance of our protocol
and found it to be both computationally and
communicationally more efficient than the solution by
Ghinita which is the most recent solution. We are
implementing a software prototype using a desktop machine
and a mobile device. Future work will involve testing the
protocol on many different mobile devices. The mobile
result we provide may be different than other handset
devices and software environments. Also, we have need to
reducing the overhead of the primality test used in the
private information retrieval based protocol. Additionally,
the problem concerning the Location Server supplying
misleading data to the client is also interesting. The Privacy
preserving reputation techniques seem a suitable approach to
address such a problem.
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