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Abstract— Network Security has become the key foundation
with the tremendous increase in usage of network-based
services and information sharing on networks. Intrusion
poses a serious risk to the network security and compromise
integrity, confidentiality & availability of the computer and
network resources. Human classification of network audit
data is expensive, time consuming and a tedious job. Intrusion
Detection System (IDS) is one of the looms to detect attacks
and anomalies in the network. Data mining technique has
been widely applied in the network intrusion detection system
by extracting useful knowledge from large number of
network data. In this paper a hybrid model is proposed that
integrates Anomaly based Intrusion detection technique with
Signature based Intrusion detection technique is divided into
two stages. In first stage, the network traffic anomaly
detection (NETAD) which is anomaly based IDS is combined
with the signature based IDS SNORT which is an open-
source project. In second stage, Entropy for network features
is used for feature reduction and data mining techniques “k-
means + CART”, to cascade k-means clustering and CART
(Classification and Regression Trees) for classifying normal
and abnormal activities. The hybrid IDS model is evaluated
using KDD Cup Dataset. The proposed assemblage is
introduced to maximize the effectiveness in identifying
attacks and achieve high accuracy rate as well as low false
alarm rate.
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. INTRODUCTION

In recent years, with the tremendous growth in networked
computer resources, a variety of network-based applications
have been developed to provide services in different areas
such as ecommerce services, social media services, banking
services, government services, etc. Due to rapid growth of the
Internet user population all over the world, estimation from
the statistics up to December, 2010 [, found that there are
6,845 Million Internet users worldwide. The increase in the
number of networked machines has lead to an increase in
unauthorized activity, not only from external attacks, but also
from internal attacks, such as people gaining unprivileged
access for personal gain 1, The
[www.gogulf.com/blog/cyber-crime] estimated that more
than five million [l people around the world are victim of
cyber-attacks per year.

A. Intrusion

Intrusion is the unauthorized access or login to the system,
network or other resources 2. Intrusion is a type of cyber-
attack that violates security policy of a system or network. An
intrusion is defined as any set of actions that compromise the
integrity, confidentiality or availability of a resource 4.

B. Types of Attacks

1) Denial of Service Attack (DoS)

It is an attack in which the attacker makes computing time of
memory or resources too busy to handle legitimate requests,
or denies legitimate user’s access to a machine. A common
tactic is to severely overload the targeted system.

2) User to Root Attack (U2R)

It is a class of exploit in which the attacker starts out with
access to a particular host in a network as a legitimate user of
a system by sniffing password or social engineering and can
even able to exploit some vulnerability to gain root access of
the system. Goal is to gain root or administrative access on a
particular system by a non-privileged user.

3) Remote to Local Attack (R2L)

It is an attack where an attacker sends packets to a machine
over a network which the user does not have access to and
make some vulnerability or gain privileges which a local user
would have on the computer.

4) Probing Attack

It is an attempt to gather information about the network of
computers for the apparent purpose of security violations.
Goal is to gain knowledge of the existence or configuration
of a computer system.

C. Intrusion Detection System

Intrusion detection is the art of detecting inappropriate,
inaccurate, or anomalous activity [SANS Institute]. Intrusion
detection system (IDS) plays an important role in network
security. Intrusion detection system (IDS) detects
unauthorized intrusions into computer systems and networks.
It is the process of monitoring the events occurring in a
computer system or network and analyzing them for signs of
possible incidents. Incidents may be malware attacks (such as
worms, virus), attackers gaining unauthorized access to
system through Internet or user of the system gaining
unprivileged root access of the system for which they are not
authorized.

Also it is important from computer forensics
prospects as logs from IDS can be a source of evidence and
become an important part of incident-handling efforts. In
€2010/2011 Computer Crime and Security Survey” it has
been stated that the IDS usage in 1999 had been 42% and this
ratio has become 62.4% in year 2010. This great
improvement shows that Intrusion detection systems are very
important as security technologies (%,

An IDS monitors network traffic of a computer
system like a network sniffer and collects network log data.
The collected network data is analyzed by intrusion detection
model or technique for rule violations. When any rule
violation is detected the IDS alerts the network administrator
by raising alarm. Fig. 1 illustrates the overall architecture of
Intrusion detection system.
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Fig. 1.1: Overall Architecture of Intrusion Detection System
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D. IDS Categorization

According to Fig. 2 the Intrusion detection system based on
the type of events that they monitor is divided into 3
categories;

1) Host Based IDS (HIDS)

Host based IDS monitors the information collected from
single host and the events occurring within that host for
suspicious activity. It detects malicious activities from a
single host. Hence, a HIDS is deployed on a single target
computer and uses processor and memory of that host. This
advantage point allows host based IDSs to analyze activities
with great reliability and precision, determining exactly
which processes and users are involved in a particular attack
on the operating system [, Unlike Network based IDSs,
HIDS can see the outcome of an attack and they directly
analyze the data files and system process that is affected by
attack. The type of characteristics a HIDS monitors are
system logs, network traffic for that host, system activity,
system configuration changes, - application configuration
changes, running processes, system file access and
modification.

2) Network Based IDS (NIDS)

Network based IDS monitors network traffic for particular
network segments or devices. It analyzes activities of
network, transport and application protocol layer to identify
suspicious activity. It can identify many different types of
events of interest. It captures data packets from the network
traffic. One NIDS can monitor and protects multiple hosts
traffic that are connected to a network on which NIDS is
deployed. It is commonly deployed between networks, such
as in proximity to border firewalls or routers, virtual private
network (VPN) servers, remote access servers, and wireless
networks. NIDS performs analysis of the network traffic and
report attacks to a central audit authority I,
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Fig. 1.2; Categorization of Intrusion Detection System
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3) Distributed IDS (DIDS)

Distributed IDS (DIDS) consists of multiple Intrusion
detection system over a large network. It is the combination
of NIDS, HIDS and a central management system [,
Distributed IDS gather audit data from multiple hosts as well
from the network that connects the hosts. All IDS
communicates with central management. Distributed DS
facilitates network monitoring and event analysis. Due to
presence of multiple IDS agents distributed over network
security administrator as well security personnel both gets
broader view of network security. DIDS allows managing the
event analysis resources by centralizing the attack records.
The complexity of DIDS is high due to multiple agents and
their varying configurations and specifications [2,
Distributed or hybrid IDS are new and requires great deal of
support. Their success depends on how intelligently they
gather and integrate audit data from network, distributes the
events and integrates the reporting structure to the central
management.

E. IDS Detection Methods

1) Signature-Based Detection
A Signature is a pattern that corresponds to a known threat
(181 For example, a signature is an e-mail with a subject of
“Free videos!!!” with attachment of “freevideo.exe” is the
characteristic of a known form of malware. Signature-based
detection is the process of comparing signatures/patterns of
known attack with the observed events to identify possible
incidents. The most common form of signature based IDS
used commercially specifies each pattern of events that
corresponds to an attack as a separate signature.

2) Advantages

— Signature based detectors are very effective in detecting
known attacks or threats that are predefined in the
database of IDS.

— Signature based detection is the simplest type of
detection method because it just compares the event data
such as packet with the list of signatures.

3) Disadvantages

— Signature based IDS are unable to detect unknown
attacks or variants of known attacks. For example, if an
attacker ~modified the name of malware in
“freevideo2.exe” from “freevideo.exe”, signature
looking for “freevideo.exe” would not match it.

— Database of signature based IDS has to be manually
revised for each new type of attack that is discovered.

a) Snort

Snort is an open source IDS. Martin Roesch, a software

engineer has developed Snort in 1990 1. It is a signature

based technique because it detects the attack based on the set
of rules that are predefined within the Snort. If any attack data
is found, it automatically drops the packet otherwise the
particular record is considered as a normal one. Snort is rule
based technique that has a language to define new rules.

SNORT detects only profile based attacks that are predefined

in rules.
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Fig. 1.3: Packet Flow through Snort 2
Snort consists of the following four components [2;
1) Packet capture/decode engine
Snort’s packet-capturing engine uses the libpcap packet-
capturing library written in Lawrence Berkeley National
Laboratories. The captured packets are then processed by
decoding engine and decoded packets.
2) Preprocessor plug-ins
Packets are passed through a number of preprocessors to
investigate and process packets before they are passed to the
detection engine.
3) Detection engine
Detection engine tests the data packets for a number of
attributes stated in Snort rules definition file. Detection plug-
ins provides extra detection functions.
4) Output plug-ins
These plug-ins accept alarms that are generated from
preprocessors, detection engine, or decoding engine.
4) Anomaly-Based Detection
Anomaly-Based detection compares definitions of what
activity is considered normal against observed events to
identify significant deviations 6. Anomaly based IDS uses
profiles that represent the normal behaviour of system,
applications or network traffic that are developed by
analyzing the characteristics of typical activity over period of
time [61,

For example, about 80% of network usage of a
system host is during working hours. The characteristics of
current events are then compared with thresholds of the
profiles.

Profiles also consist of behavioural attributes like
emails received by an account, processor usage time, number
of time login to account failed, etc. Profiles used by anomaly
based IDS can be static or dynamic. Static profiles remain the
same since they are created. Dynamic profile is updated
constantly as new events are observed and are more accurate
than static profile.

5) Advantages
— Anomaly based IDS is able to detect new or unknown
attacks or abnormal behaviour. For example, if an

attacker sends large number of spam emails, it is detected
as it would be different from the developed profile of a
computer which has very less amount of email received.

— Anomaly detection has the advantage that no rules need
to be written and it can detect novel or new attacks.

6) Disadvantages

— Profiles can sometimes be inaccurate which results into
generation of false alarms considering normal data as an
attack, for example if for a particular day of the month a
large number of monthly reports are to be send then
within profile this particular activity may be considered
as normal and if during other days the activity deviates
from this number it alarms an alert.

—  Profiles should be updated constantly as new events are
observed and consist of large training data to construct
normal behaviour profile.

a) NETAD

Network traffic anomaly detector (NETAD) is the anomaly-

based approach. NETAD models protocols rather than the

user behaviour because the majority of the attacks exploit
protocol implementation bugs and can only be understood by
detecting unusual input and output. Second, it uses a time-
based model, assuming a quick change in a short time in the
network statistics. It operates in two phases: the first phase is
the filtering of incoming client sessions to distinguish
beginning of sessions. The second phase is the modeling

phase. Filtering phase eliminates the traffic up to 98-99%.

This elimination simplifies the traffic for the modeling phase.

Only the traffic data, which evidence of attacks are included

in is passed to the modeling phase. The second phase models

nine types of packets. Totally 9 * 48 =432 rules are available.

The nine mostly used protocols chosen are as follows 21

— AIl'IP packets

— Al TCP packets (if protocol = TCP(6))

— TCP SYN (if TCP and flags = SYN(2))

— TCP data (if TCP and flags = ACK(16))

— TCP data for port numbers between 0 and 255 (if TCP
and ACK and DP1 (high order bit of destination port) =
0)

— Telnet (if TCP and ACK and DP1 =0 and DPO = 21)

— FTP (if TCP and ACK and DP1 = 0 and DPO = 23)

— SMTP (if TCP and ACK and DP1 =0 and DPO = 25)

— HTTP (if TCP and ACK and DP1 = 0 and DPOQ = 80)

F. Data Mining in Intrusion Detection System

Data Mining refers to the process of extracting effective,
updated, latent, useful, and the understandable pattern from a
large incomplete, noise, non-stable and random data. Data
Mining refers to extraction or “mining” knowledge from
large amounts of data . The typical architecture of data
mining system is shown in Fig.3. It consists of iterative
sequence of steps such as, Data Integration where multiple
data sources are integrated, Data Cleaning where noise and
inconsistent data is removed, Data Selection where relevant
data is retrieved, Data Transformation where data is
transformed into appropriate form, Data Mining where
intelligent methods are applied to extract relevant data and
Knowledge Deployment where mined data is presented to
user.

In intrusion detection system, the information deals
from multiple sources such as network traffic or logs, system
logs, application logs, alarm messages, etc. Due to varied data
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source and format, the complexity increased in auditing and
analysis of data. Data Mining has huge advantage in data
extraction from large volumes of data that are noisy and
dynamic, thus it is of great importance in intrusion detection
system. Data mining or knowledge discovery in databases has
gained a great deal of attention in IT industry M. The Data
mining technology was first applied in the intrusion detection
research area by Lee and Salvatore J.Stolfo, Columbia
University Wenke [, Data mining technique in the intrusion
detection can widely audit data to obtain the model, thus
enabling to categorize data into normal or abnormal
behaviour. Various data mining algorithms such as
Correlation analysis algorithm, Classification algorithm, and
Cluster analysis algorithm can be used to mine data which
identifies data as normal or intrusion.

Database [

Data Integration
Data Source

Data Cleaning Data
Data Selection

Preparation
Data Transformation

Create Model
Test Model
Evaluate Model

Data Mining
Model

Knowledge
Deployment

Model Apply
Custom Reports

Fig. 1.4: Architecture of Typical Data Mining System
1) k-Means
K-means is a partitioning method in clustering technique of
data mining. The k-Means clustering method is used to
partition the training data into k clusters with the help of
Euclidean distance similarity Bl. Simply speaking it is an
algorithm to group or to classify the objects based on
attributes/features into k number of clusters. It will satisfy the
following requirements: each group contain at least one
object, each object must belong to exactly one group.
Euclidean Distance equation to find distance between two
objects is:
D(a,b)= D(b,a)= [a-b|= \/XI=, (bi — ai)?
Basic steps for clustering the data by k-means are:
— Select a number (k) of cluster centers - centroids (at
random)
— Assign every item to its nearest cluster center (e.g. using
Euclidean distance)
— Move each cluster center to the mean of its assigned
items
— Repeat steps 2,3 until convergence (change in cluster

object as initial
cluster center

Fig. 1.5: Basic Operation of k-Means Algorithm 21
2) Advantage
— Relatively efficient in grouping normal or abnormal data.
3) Disadvantage
— Unable to handle noisy data.
4) CART (Classification & Regression Trees)
Classification tree analysis is used to identify the “class” to
which the data belongs. Regression tree analysis is where the
data is continuous and tree is used to predict its value, the
predicted outcome can be considered a real number (for e.g.,
a patient’s length of stay in a hospital, or price of a house).
The term Classification and Regression Tree
(CART) analysis isused to refer to both of the above
procedures, first introduced by Leo Breiman. Classification
and regression trees are machine-learning methods for
constructing prediction models from data. The models are
obtained by recursively partitioning the data space and fitting
a simple prediction model within each partition. As a result,
the partitioning can be represented graphically as a decision
tree. Classification trees are designed for dependent variables
that take a finite number of unordered values, with prediction
error measured in terms of misclassification cost. Regression
trees are for dependent variables that take continuous or
ordered discrete values, with prediction error typically
measured by the squared difference between the observed and
predicted values. The Classification and Regression Trees
(CART) methodology is technically called as binary
recursive partitioning [1]. The process is binary because
parent nodes are always split into exactly two child nodes and
recursive because the process is repeated by treating each
child node as a parent. The key elements of CART analysis
are a set of rules for splitting each node in a tree; deciding
when tree is complete and assigning a class outcome to each
terminal node.
The main steps of CART are
— Rules for splitting data at a node based on value of a
variable
— Stopping when a branch becomes a leaf/terminal node
and cannot be split further
— Finally a prediction for target variable
leaf/terminal node.
5) Advantages
— CART does not rely on data belonging to a particular
type of distribution.
— Itis not significantly impacted by outliers in input data.

in each

G. Feature Reduction

Today most if the intrusion detection systems are focussed on
issues of feature reduction as there may be some data that are
not relevant or noisy. The noisy or irrelevant data results into
lengthy intrusion detection process. It also degrades the
performance of intrusion detection system. Feature reduction
technique can be applied to obtain reduced representation of
data set that is much smaller in volume and yet maintains the
integrity of the original data 1,

1) Entropy —Based Feature Reduction

Entropy is the measurement of uncertainty or randomness [,
Entropy of different network features are calculated to create
anomaly based intrusion detection system. If the entropy of
network features deviate from a predefined range that
indicates the randomness or abnormality in the network
traffic that is anomaly in the network traffic. The value of
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network entropy tends towards 1 when there is high level of
uncertainty in the traffic.

Entropy of packet size of each packet is also an
important network feature for identifying intrusion as in
attack duration, number of similar size packets exceed than
the number of types of packets in normal traffic condition;
hence entropy of packet size distribution decreases during the
attack. During time of attack, normalized entropy values will
deviate from its normal behaviour, and that is used for
detecting the anomaly in the traffic. Threshold is predefined
for entropy values to detect deviation from normal behaviour
i.e. attack traffic.

Entropy for the variable: hi= - pi log pi, where
pi=probability of that variable

H. Obijectives of Present Study

This research focuses on the issue of classification of data in
intrusion detection system as normal or an attack. Snort is a
signature based network intrusion detection system that
detects known attacks by predefined rules. NETAD (Network
Traffic Anomaly Detector) is anomaly based approach is
added to Snort as a pre-processor. Entropy based feature
reduction method is a pre-processing step prior to applying
Data Mining algorithm. The combination of K-means and
CART (Classification and Regression Trees) data mining

algorithm are for clustering and classification of data.

Il. COMPARISON OF LITERATURE SURVEY
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I11. CONCLUSION

(1]

(2]

(3]

(4]

(5]

KDD Cup 99 Dataset is analyzed primarily by Snort
which is signature based IDS and NETAD (Network
Traffic Anomaly Detector) which is an anomaly based
detector.

Here the profile (behavior) based detection is not
performed.

Further anomaly detection is performed with the help of
data mining model after features reduction by entropy
based method of which uses k-means for clustering the
packets and CART for classification into decision tree so
that more number of attacks are detected than current
IDS system.
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