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Abstract— The wireless body area network has emerged as a new technology for e-healthcare that allows the data of a patient’s 

vital body parameters and movements to be collected by small wearable or Implantable sensors and communicated using 

short-range wireless communication techniques. WBAN has shown great potential in improving healthcare quality, and thus 

has found a wide range of applications from ubiquitous health monitoring and computer assisted rehabilitation to emergency 

medical response systems. The security and privacy protection of the data collected from a WBAN, either while stored inside 

the WBAN or during their transmission outside of the WBAN, is a major unsolved concern, with challenges coming from 

stringent resource constraints of WBAN devices, and the high demand for both security/privacy and practicality/usability. In 

this paper we look into two important data security issues: secure and dependable distributed data storage, and fine-grained 

distributed data access control for sensitive and private patient medical data. We discuss various practical issues that need to 

be taken into account while fulfilling the security and privacy requirements. Relevant solutions in sensor networks and 

WBANs are surveyed, and their applicability is analyzed. 
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I. INTRODUCTION 

Recently, with the rapid development in wearable medical sensors and wireless communication, wireless body area networks 

(WBANs) have emerged as a promising technique that will revolutionalize the way of seeking healthcare, which is often termed 

e-healthcare. Instead of being measured face-to-face, with WBANs patients’ health-related parameters can be monitored 

remotely, continuously, and in real time, and then processed and transferred to medical databases. This medical information is 

shared among and accessed by various users such as health care staff, researchers, government agencies, and insurance 

companies. In this way health care processes, such as clinical diagnosis and emergency medical response, will be facilitated 

and expedited, thereby greatly increase the efficiency of healthcare. Based on the WBAN, a wide range of novel applications 

are enabled, such as ever-present health monitoring (UHM), computer-assisted rehabilitation, emergency medical response 

system(EMRS), and even promoting healthy living styles. Specifically, in UHM the WBAN frees people from visiting the 

hospital frequently, and eases the heavy dependence on a specialized workforce in healthcare. Thus, it is a desirable technique 

to quickly build cost-effective healthcare systems, especially for countries that are short of medical infrastructure and well 

trained staff. In addition, in an EMRS temporary WBANs can be rapidly deployed with minimum human effort at a disaster 

scene so that the vital signs of injured patients can be monitored and reported to the remote health center in time, which is 

potentially capable of saving the lives of numerous people. 

 Next, we discuss the general architecture of a WBAN. WBAN mainly consists of tiny wireless sensor nodes that are 

placed in, on, or around a patient’s body. These sensors consistently monitor the patient’s vital signs, such as electrocardiogram 

(ECG), pulse, and blood pressure; or important environmental parameters like temperature and humidity. The sensor monitor 

readings, patient profile, and so on together are called patient-related data. The sensors collect and transmit the patient-related 

data to one or more local servers (or gateways), which may perform further data processing, aggregation, or distributed storage. 

The patient related data from all WBANs may ultimately be sent to a centralized healthcare database for permanent records. 

Thus, the users of patientrelated data can either remotely access the data from the database or query information locally from 

the WBAN, depending on the application scenario. 

Since the patient-related data stored in the WBAN plays a critical role in medical diagnosis and treatment, it is essential 

to ensure the security of these data. Failure to obtain authentic and correct medical data will possibly prevent a patient from 

being treated effectively, or even lead to wrong treatments. In reality, patient-related data is often stored in a distributive manner; 

the open and dynamic nature of the WBAN makes the data prone to being lost. Therefore, it is equally important to protect 

patient-related data against malicious modification and to ensure its dependability (i.e., having it readily retrievable even under 

node failure). 

Meanwhile, we must address various privacy concerns that may hinder wide public acceptance of WBAN technology. 

Especially access to patient-related data must be strictly limited only to authorized users; otherwise, the patients’ privacy could 

be abused. Therefore, data encryption and cryptographically enforced access control is needed to protect the privacy of patients. 

To design data security and privacy mechanisms for WBANs, there are a number of challenges one must overcome, including 

how to make tough balances between security, efficiency, and practicality. Stringent resource constraints on devices within a 

WBAN, especially the sensor nodes, basically require the security mechanisms to be as lightweight as possible. Practical issues, 

such as conflicts between security, safety, and usability, also need to be considered carefully. For example, in order to ensure 
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legitimate access to patients’ data under time sensitive scenarios such as emergency care, the access control mechanisms should 

be context aware and flexible. 

So far, although there are already several prototype implementations of WBANs, studies on data security and privacy 

issues are few, and existing solutions are far from mature. To cope with the dynamic environment of emergency response, 

elliptic curve cryptography (ECC)-based public key encryption scheme is used for authentication. However, there are no further 

mechanisms to protect the security of the stored data and control access to it. In this article we identify the requirements of data 

security and privacy in WBAN. In particular, we point out the necessity of secure and dependable distributed data storage, and 

fine grained distributed data access control. Then we analyze the challenging practical issues underlying these problems. Next, 

we explore the solution space by surveying related work in both wireless sensor networks and WBANs. We compare these 

solutions and analyze their suitability for WBANs, and suggest potential future directions. 

II. WBAN ARCHITECTURE 

The architecture of the WBAN-based health monitoring system at home is multi-tiered – similar to the one described in. Tier 1 

encompasses a set of tiny, smart, wireless sensors that are strategically placed on the user’s body. These sensors sample, process, 

and store information about user’s physiological signals. The WBAN sensors communicate directly to a WBAN gateway that 

may be plugged into either a home server or a wired or wireless network appliance (Fig. 1). The WBAN gateway provides time 

synchronization services (by transmitting periodic beacon messages) and forwards messages to a home server and/or a medical 

server. If a user moves out of the WBAN gateway range, the sensors automatically begin buffering data locally. When the user 

returns and the WBAN link is reestablished, the sensors automatically upload stored sensor and event data. 

 
Fig. 1: System for health monitoring at home 

In order to evaluate the overall system performance and specifically its wear ability, reliability, robustness, and 

scalability we have built a system prototype. The main component of the WBAN-based system prototype and the data flow are 

illustrated in Fig. 2. The prototype features an activity (motion) sensor and a heart sensor. The motion sensors can be used to 

differentiate user activity states (e.g., sitting, walking, running, lying), or estimate intensity of his/her activity. Depending on 

the target application, the activity sensor can be attached to the user’s belt, an ankle, a knee, or the trunk. More activity sensors 

can be deployed to achieve a more robust state differentiation and a better estimation of the user’s activity. Once the deployment 

scenario is determined (exact position of the user’s body), a user-specific sensor calibration may be needed to allow reporting 

of energy spent in calories. The heart sensor monitors heart activity. One version of the heart sensor has a single-channel bio 

amplifier for three lead ECG. This sensor is capable of sending either raw ECG signal (signal is filtered) or R-peak events 

recognized by the on-sensor feature extraction software modules. The other version of the heart sensor interfaces a standard 

Polar belt and it can record each heart beat. As it does not require ECG electrodes (and thus increases the user’s comfort), we 

used this heart sensor in our experiments. The user typically carries the heart sensor in his/her shirt pocket (close to the Polar 

belt). The WBAN gateway is implemented using a standard wireless platform. Finally, the home health server application runs 

on a personal computer. The prototype may be used to monitor recovery and compliance of patients undergoing cardiac 

rehabilitation at home and who have been prescribed an exercise regimen. It can also be used in many other health monitoring 

applications with minimal or no modifications. In addition, the WBAN system is energy efficient, scalable, and its current 

implementation can accommodate more than a dozen sensor nodes. 

 
Fig. 2: WBAN prototype (top) and the data flow (bottom). 

A. Requirements for Data Security and Privacy in WBANs 

The security and privacy of patient-related data are two indispensable components for the system security of the WBAN. By 

data security, we mean data is securely stored and transferred and data privacy means the data can only be accessed by the 

people who have authorization to view and use it. In the following we show the security requirements. 
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1) Application Scenario 

We exemplify the security needs in WBANs by a distributed healthcare application scenario. Suppose Patient is injured when 

traveling far away from his hometown. At first, the emergency paramedic reads Patient’s implanted RFID (Radio-frequency 

identification) tag to obtain his profile and medical records, and a WBAN consisting of wearable medical sensors is established. 

Later, various healthcare workers can directly access the vital sign readings from the WBAN in real time, in order to provide 

better medical care. For instance, a nurse inquires on Patient’s health status from his WBAN and uploads an electronic report 

to the local server in Patient’s room. 

Patient’s PDA has been configured with an initial access policy (AP) that controls who  has access to his medical data 

within his WBAN. The AP automatically adapts to contexts, such as accommodating the reception staff, doctor, and nurse. 

Patient can also modify the AP at his own will; for example, his sensitive AIDS record is only allowed to be shared with his 

nurses but not doctors. Note that medical data is often stored and accessed distributively. Different types of monitoring data 

may be stored in different sensor nodes; before Patient arrives at a place with wireless Internet coverage, those data can only 

be stored locally in his WBAN. Direct local access to cached data in Patient’s WBAN and local servers allows freshly generated 

data to be viewed immediately without delay to facilitate in-time diagnosis. Here, a natural question is how to ensure the security 

of the distributive stored patient-related data from its storage through transfer to access. Before we discuss the security of 

distributed data storage and access, we first analyze the threats faced by the distributive stored data in the WBAN. 

B. Threats Faced By The Data Stored Within WBAN 

The WBAN often operates in environments with open access by various people (e.g., hospital staff), which also accommodates 

attackers. The open wireless channel makes the data prone to being eavesdropped, modified, and injected. These threats have 

already been extensively analyzed in the literature. Since in this article we mainly focus on data storage and access, we illustrate 

the threats from the device point of view. 

1) Threats from device compromise: The sensor nodes in a WBAN are subjected to compromise, as they are usually easy to 

capture and not tamper- proof. If a whole piece of data is directly encrypted and stored in a node along with its encryption 

key, the compromise of this node will lead to the disclosure of data. Also, local servers may not be trustworthy, since there 

are malicious people trying to break into them to obtain patients’ privacy information. They can either carry out the attack 

from the Internet, or simply go to the room where a patient is and wait for the chance to physically compromise a local 

server. 

2) Threats from network dynamics: The WBAN is highly dynamic in nature. Due to accidental failure or malicious activities, 

nodes may join or leave the network frequently. Nodes may die out due to lack of power. Attackers may easily place faked 

sensors in order to masquerade authentic ones, and could take away legitimate nodes deliberately. The patient-related data, 

if not well kept in more than one node, could be lost easily due to the network dynamics. Also, false data could be injected 

or treated as legitimate due to lack of authentication. 

C. Requirements For Distributed Data Storage Security 

1) Confidentiality: 

In order to prevent patient-related data from leaking during storage periods, the data needs to always be kept confidential at a 

node or local server. Data confidentiality should be resilient to device compromise attacks; that is, compromising one node 

helps the attacker to gain nothing or little from the data stored at that node or elsewhere. 

2) Dynamic integrity assurance:  

In WBANs the patient-related data is vital, and modified data would lead to disastrous consequences. Thus, data integrity shall 

be dynamically protected all the time. In particular, we shall be able to not only detect modification of data at end users, but 

also check and detect that during storage periods, in order to discover potential malicious modification in advance and alert the 

user. 

3) Dependability:  

Dependability is another critical concern in WBANs, because failure to retrieve correct data may become a life-threatening 

matter. In order to tackle the threats caused by network dynamics, fault tolerance is required, that is, having patient-related data 

readily retrievable even under Byzantine node failure or malicious modifications. 

III. TECHNIQUES FOR DATA SECURITY AND PRIVACY IN WBAN 

A. Secure & Dependable Distributed Data Storage 

Data confidentiality, dependability, and integrity are the three most important requirements for distributed data storage in 

WBANs. In order to enhance the dependability of the data, error correcting code techniques can be employed to provide 

redundancy. Proposed a secure distributed data storage and sharing scheme for mobile wireless networks, based on the 

Redundant Residue Number System (RRNS). In RRNS, an integer that could be represented by its residues on a set of h moduli 

is represented by h + r moduli, where the extra r moduli are redundant. In Chessa’s scheme a source node S distributes a file F 

among n other nodes. S randomly picks n = h + r moduli, computes F’s residue vector, and distributes each file share to a 

different storage node. An authorized node needs to collect enough residues from the storage nodes in order to recover the 

original file. Chessa’s scheme enhances dependability because the RRNS can tolerate up to s ≤ r data share erasures and up to 

corruptions, and data can be reconstructed using any h of the remaining correct shares. For the same reason, resistance to 



 
Data Security and Privacy in Wireless Body Area Networks 

 (IJSRD/Conf/NCTAA/2016/094) 

 

 
397 

compromise of up to h nodes is achieved. To provide confidentiality, the data shares are encrypted by the public keys of 

authorized storage nodes. However, data integrity is not ensured whenever the number of errors is more than the detecting 

capability. And to distribute public keys to sensor nodes is not a good choice for interoperability. As to efficiency, the length 

expansion ratio is (h + r)/h for each file. But to maintain a potentially large set of moduli would overwhelm a sensor node’s 

buffer, which is not efficient for WBANs. In WBANs a node should be able to dynamically check the integrity of the data 

shares in other nodes before the user retrieves them. Simply using message authentication codes incurs large storage overhead. 

The initial data storage breaks the original encrypted data into n data shares, where each of them consists of a data Block 

generated from (n, k)-erasure coding, and a share of the secret key using (n, k)-secret sharing. Then the data shares are 

distributed to n neighbor nodes for storage. For a node to do dynamic integrity check, each other storage node computes and 

broadcasts an algebraic signature on one data share, so the checking node can verify the integrity by checking the signature of 

the other nodes against its own. In this way any data modification will be detected in time. In new scheme data confidentiality, 

dependability, and dynamic integrity assurance are achieved simultaneously. It is also shown to be fairly efficient, since only 

SKC and algebraic signature are used. The signature size is small, and computation and storage overhead are low. A drawback 

is that it does not allow a third party to carry out integrity checks. This could be inconvenient in WBANs, since we would also 

want the local server to verify the integrity of the data upon collecting them. Sometimes, a stronger form of dependability, data 

survivability, must be achieved, since a more powerful attacker may aim at intentionally destroying/erasing valuable medical 

data (e.g., vital sign readings) in WBANs.  The attacker is assumed to be aware of the origins of the target data, and can 

compromise a subset of sensor nodes in each round. The basic defense idea is to move the data from one sensor node to another 

constantly so that it is harder for the adversary to “catch” the data item. It is shown that constantly moving data around 

outperforms keeping data in one place or moving only once, in terms of data survival probability. In addition, data replication 

and encryption are also employed. 

 
Fig. 3: A Sample AP for the vital sign data from patient’s WBAN. 

B. Fine – Grained Distributed Data Access Control 

Fine-grained distributed access control is another important security service in e-healthcare, since unauthorized access may 

compromise patients’ privacy. With efficiency, scalability, and flexibility in mind, the variety of users’ roles and the potentially 

complex access rules make fine grained distributed data access control a complicated problem. Typically, an AP looks like Fig. 

3, which interprets as “allow access by a doctor from surgery department but not Dr. X, or an analyst or a paramedic, or a nurse 

who is not intern.” In a WBAN access rights to patient-related data are often granted to users based on their professional roles.  

1) SKC-Based Schemes :  

SKC seems to be an efficient choice for distributed access control in WBANs. One of the solution which pre distribution scheme 

to support RBAC. By pre distributing polynomial key shares, the patient can easily establish a pair wise key with any authorized 

entity, and encrypt a copy of his/her data using this key for that entity. Although the patient can exert individual control over 

the entities’ access rights, the patient would need to know the exact set of authorized users when distributing a file, and to 

encrypt one copy for each user in the set, which is impractical. In general, SKC based approaches suffer from three main 

disadvantages: 

 Fine-grained access control is hard to realize due to the high key management complexity. 

 They are vulnerable to user collusion. 

 Compromising a node will possibly expose the data, since if a node cannot store encrypted copies for all possible users, it 

must store the data in plaintext. 

2) PKC-Based Schemes :  

We introduce Attribute- Based Encryption (ABE)[2], an effective primitive to achieve fine-grained access control. ABE is a 

one-to-many encryption method, where the ciphertext is meant to be readable only by a group of users that satisfy a certain AP. 

ABE is collusion-resistant; that is, any set of colluding users will not be able to derive any key belonging to other users. Its 

expressiveness on the AP makes it a good candidate for fine-grained data access control in WBANs. Whenever a node in the 

WBAN generates some data, the AP is built into the cipher text. The key idea of CPABE is to split a secret among secret key 

components belonging to different attributes owned by a user, which are randomized so as to provide collusion resistance. CP-

ABE supports a treelike access policy structure, which is expressive, and it is fairly easy to integrate context related parameters 

as attributes, such as the time. 

IV. CHALLENGES AND PRACTICAL ISSUES IN WBAN 

Problems with the use of this technology could include: 
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A. Interoperability WBAN systems would have to ensure seamless data transfer across standards such as Bluetooth,  

ZigBee [3]etc. to promote information exchange, plug and play device interaction. Further, the systems would have to be 

scalable, ensure efficient migration across networks and offer uninterrupted connectivity. 

B. System and device-level security 

Considerable effort would be required to make BAN transmission secure and accurate. It would have to be made sure that the 

patient ‘’secure‘’ data is only derived from each patient's dedicated BAN system and is not mixed up with other patient's data. 

Further, the data generated from WBAN should have secure and limited access. 

C. Invasion of privacy 

People might consider the WBAN technology as a potential threat to freedom, if the applications go beyond "secure" medical 

usage. Social acceptance would be key to this technology finding a wider application. 

D. Sensor validation 

Pervasive sensing devices are subject to inherent communication and hardware constraints including unreliable wired/wireless 

network links, interference and limited power reserves. This may result in erroneous datasets being transmitted back to the end 

user. It is of the utmost importance especially within a healthcare domain that all sensor readings are validated. This helps to 

reduce false alarm generation and to identify possible weaknesses within the hardware and software design. 

E. Data consistency 

Data residing on multiple mobile devices and wireless patient notes need to be collected and analyzed in a seamless fashion. 

Within body area networks, vital patient datasets may be fragmented over a number of nodes and across a number of networked 

PCs or Laptops. If a medical practitioner′s mobile device does not contain all known information then the quality of patient 

care may degrade Interference: The wireless link used for body sensors should reduce the interference and increase the 

coexistence of sensor node devices with other network devices available in the environment. This is especially important for 

large scale implementation of WBAN systems. 

V. FUTURE SCOPE 

In the future, more detailed analysis of other aspects of the model, including security, will be done. In addition, performance 

optimizations will be considered for various sensing and monitoring applications which generate different network traffic 

conditions and varied requirements. The following issues will be considered for future scope: 

Given the importance of addressing ways to provide smart healthcare for the elderly, chronically ill and children, 

researchers have started to explore technological solutions to enhance health and social care provision in a way which 

complements existing services.  

In this study, we have evaluated the examples of how people could benefit from living in homes that have wireless 

sensor technologies for improved quality of life and outlined issues to keep in mind during their development. We have surveyed 

systems for acquiring and interpreting context information for the ubiquitous deployment of wireless sensor networks.  

Results from these works suggest a strong potential for wireless sensor networks to open new research perspectives 

for low-cost, energy-efficient ad hoc deployment of multi-modal sensors for an improved quality of medical care. In future 

smart home environments, there will be multi-modal sensor solutions that incorporate the benefits described, however, there 

are still challenges to overcome to achieve these context-aware, pervasive healthcare applications. We have provided an analysis 

of these challenges from a healthcare perspective of WSNs 

A combination of different sensing modalities like video sensing, RFID, medical sensors together with smart 

appliances and remote monitoring ability will lead context-aware, pervasive healthcare applications to become within the reach 

of ordinary users. 

VI. CONCLUSION 

Summarizing the above, we can see that the ABE-based access control method is more capable than other techniques of 

achieving all the security requirements. It is fine-grained, context-aware, revocable, and efficient to implement on local servers. 

However, the above mentioned schemes have not satisfactorily addressed the security-safety conflict. Since it is important to 

allow on-demand access policy adaptations during emergency healthcare, a future direction is to design more flexible, 

cryptographic enforced, and attribute based access control schemes for WBANs. 

a. Based on testing, our WBAN-based prototype represents a viable system for health monitoring at home. Our experiences 

suggest potential for high user and patient compliance. The sensors are wireless and unobtrusive. In addition, system features 

such as event buffering and automatic uploads allow users to carry out normal activity. 

b. By providing AEE( activity-induced energy expenditure) and heart rate on-sensor, the system is already very useful for 

home health monitoring. Further research is required, however, in order to correlate activity and actual caloric consumption. 

Additionally, research is required to perform accurate step recognition and determine user activity states through software 

algorithms. 

c. Data security and privacy in WBANs and WBAN-related e-healthcare systems is an important area, and there still remain a 

number of considerable challenges to overcome. The research in this area is still in its infancy now, but we believe it will 
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draw an enormous amount of interest in coming years. We hope this article will inspire novel and practical designs of secure, 

dependable, and privacy enhanced WBANs   

REFERENCES 

[1] E. Jovanov et al., “A Wireless Body Area Network of Intelligent Motion Sensors for Computer Assisted Phyiscal 

Rehabilitation, “J NeuroEng Rehab., Vol 2 no 6,Mar 2005 

[2] D. Halperin et al., “Security and Privacy for Implantable Medical Devices,” IEEE Pervasive Comp., vol. 7, no. 1, Jan. 

2008, pp. 30–39. 

[3] K. Lorincz et al., “Sensor Networks for Emergency Response: Challenges and Opportunities,” IEEE Pervasive Comp., vol. 

3, no. 4, Oct.–Dec. 2004, pp. 16–23.  

[4] C. Jing, D. Shu, and D. Gu. Design of Streetlight Monitoring and Control System Based on Wireless Sensor Networks. In 

Proc. of IEEE Conference on Industrial Electronics and Applications (ICIEA), 2007. 

[5] S. Kulkarni, A. Iyer, and C. Rosenberg. An Address-Light, Integrated MAC and Routing Protocol for Wireless Sensor 

Networks. IEEE/ACM Trans. on Networking, 14(4):793–806, 2006. 

[6] Jagannath, V.M.D. and B. Raman (2007). “WiBeaM: Wireless Bearing Monitoring System.” Communication Systems 

Software and Middleware, COMSWARE 2007, 2nd International Conference, pp. 1-8.  

[7] Lu, B.; T.G. Habetler; R.G. Harley; J.A. Gutierrez; and D.B. Durocher (2007). “Energy evaluation goes wireless.” IEEE 

Industry Applications Magazine (v13, n2), pp. 17-23. 


