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Abstract— Technologies related to Internet of Things (IoT) 

had been broadly used in lots of fields which includes home 

appliances, transportation, logistics, healthcare, smart cities, 

Agriculture, commercial automation. etc. Despite the belief 

human beings may also have concerning the rural process, the 

fact is that modern agriculture enterprise is data-centered, 

precise, and smarter than ever. The speedy emergence of the 

Internet-of-Things (IoT) primarily based totally technology 

redesigned nearly each enterprise including “smart 

agriculture” which moved the enterprise from statistical to 

quantitative approaches. Such innovative adjustments are 

shaking the present agriculture strategies and developing new 

possibilities alongside more than a few demanding situations. 

This research paper highlights the problems which will come 

in IOT devices used in agriculture, as well as the challenges 

expected to come when integrating this technology with the 

traditional farming practices. 
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I. INTRODUCTION 

Internet of Things (IoT) is a mechanism in which objects 

(living and non-living) are mapped with some unique 

identifiers or metadata. The importance of this mapping is the 

transmission of data over the Internet without any human-to-

computer or human-to-human intervention. The IoT is an 

emerging field today and can be used anywhere in the 

automation, agriculture, control and monitoring of any real 

object that exists in the real world, according to Juniper 

Research, more than 13.4 billion IoT devices. Across various 

realworld domains and approximately 185% of the expected 

growth to 38.5 billion IoT devices will be connected to 

society by 2020. 

 The main goal of IoT is generally to bring 

everything that exists in this real world together under a 

common infrastructure. Not only does it give us control over 

these objects, but it also informs us of the current state of 

these objects. IOT is also used in agriculture to control the 

field of cultivation through the use of sensors to monitor, 

control and any intrusion of the IoT provides a mechanism 

for detecting an object in a controlled environment through 

the introduction of a network infrastructure of remote access. 

It creates opportunities to bridge the gap between the physical 

world and computer-based systems. Efficiency and precision 

with little human intervention. Agricultural sensors can be 

used to measure various parameters of the field such as 

temperature, humidity, soil moisture, etc. Farmers can view 

field conditions from anywhere and analyse the data 

accordingly. 

II. REVIEW 

Various software industries and research centres are working 

hard on the use and impact of the Internet of Things (IoT) in 

agriculture and exploring key research issues in this area. The 

review of this section highlights. The IOT Technology which 

are used for farming and what problems will farmer come 

across while implementing and using this technology. 

 
 Data gathered via way of means of clever agriculture 

sensors, on this method of farm management, a key factor are 

sensors, manage systems, robotics, independent vehicles, 

computerized hardware, variable fee technology, movement 

detectors, button camera, and wearable devices. This 

information may be used to music the nation of the enterprise 

in preferred in addition to team of workers performance, 

system efficiency. The capacity to foresee the output of 

manufacturing lets in to plot for higher product distribution. 

A. Precision Farming 

Precision farming, additionally called precision agriculture, 

is whatever that makes the entire technique of farming correct 

and managed on the subject of elevating farm animals and 

developing crops. The key factor of this farming method is 

using Information Technology and diverse different 

technology like sensors, robotics, automation vehicles, 

manipulate systems, automatic hardware, variable price 

technology, and so on. 

B. Agricultural Drones  

Technology has evolved significantly and to a greater extent 

in recent years. Agricultural drones are an excellent example 

of this development. Drones are used in agriculture to 

improve many agricultural practices. Used in agriculture for 

plant health assessment, crop monitoring, pesticide spraying, 

irrigation, planting and field analysis. These drones capture 
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multispectral, thermal and visual images during their flight. 

There are many advantages to using drones, such as high-tech 

conversion for the agricultural sector. From the data collected 

by drones, farmers can get information on plant health 

indices, plant count and yield forecast, plant height 

measurement, tree canopy mapping, field water pond 

mapping, exploration reports, inventory measurement, 

chlorophyll measurement, Nitrogen in wheat, drainage 

mapping, weed pressure mapping, etc. 

C. Live Stock Monitoring 

Owners of massive farms make use of wi-fi IoT programs to 

tune the location, health, and health in their farm animals. 

This record allows them to perceive unwell animals and 

henceforth separate them from the herd, cope with them, and 

additionally minimize the unfold of the disorder amongst 

different animals. It is likewise beneficial for reducing 

exertions charges as proprietors can discover their farm 

animals with the assist of IoT-primarily based totally sensors. 

JMB North America is an affiliation that gives cow checking 

solutions for cow makers. One of the preparations allows the 

cow owners be aware cows which can be pregnant and going 

to conceive offspring. From the calf, a sensor fueled via way 

of means of a battery is eliminated while its water breaks. 

This sends records to the proprietor or the farmer. In the time 

spent with the farm animals giving birth, sensors permit the 

farmers to be greater focused. 

D. Monitor Climatic Conditions 

Climate performs an critical position in crop production. 

Different vegetation require one of a kind weather situations 

to develop and any little expertise approximately weather 

closely deteriorates the amount and fine of crop production. 

IoT answers permit the farmers to realize real-time climate 

situations. The sensors positioned withinside the agricultural 

fields gather records from the surroundings this is utilized by 

farmers to select a crop which could develop particularly 

climatic situations. 

 

III. RESULT 

A. Research Approach –  

We are Trying to find out what problems will come across 

while implementing IOT ecosystem in agriculture and to 

analyze those problems. 

We conducted the survey. 

 
When we Asked people about how much they know about 

Smart Farming 57.1% people know about Smart Farming and 

42.9% people don’t know about smart farming 

 
When we asked people about how whether farmers are able 

to afford this IOT ecosystem 57.1% people said Moderate, 

14.3 % people said More and 28.6 % people said less 

 
When we asked people about how much IOT device is 

suitable for all climatic conditions 42.9% people said More 

Likely, 28.6% Less, 14.3% More and 14.3% Less Likely. 

 
When we asked people about whether farmers are capable to 

adopt this knowledge to use this technology 87.5% people 

said Less Likely and 12.5 % people said More. 
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When we asked How far IOT is reliable for Monitoring and 

Controlling the activities in farm 75% people said Fairly 

reliable and 25% people said Less reliable 

 
When we asked people about Sensors embedded in IOT 

devices are fool proof 50% people said yes and 50% people 

said no 

 
When we asked people about whether farmers should adopt 

this technology 37.5 % people said More Likely and 37.5% 

people said More 25% people said Less Likely 

 
When we asked people about how secured is data which is 

stored in IOT devices 62.5% people said Moderately secured 

12.5% people said More secured and 25% people said Less 

secured 

 
When we asked people about how whether farmer should 

adopt IOT enabled farming or Traditional farming as per 

financial condition 75% People said adopt IOT enabled 

farming and 25% people said Traditional Trading. 

 
When we asked people about whether farmer is able to bare 

the maintenance cost 62.5% people said no and 37.5% people 

said Yes. 

 As per the survey conducted as detailed above it is 

observed that there are still some drawbacks in adopting this 

IOT ecosystem in farming more particularly regarding the 

financial aspects, knowledge level, and capability of the 

farmers using this technology. 

Overall, the adoption of this technology seems to be around 

50%. 

IV. SOLUTIONS FOR CHALLENGES OF SMART FARMING 

As to lessen the connectivity trouble the IOT Devices Which 

are applied or utilized in clever farming have to use first-rate 

broadband carrier or the gadgets which might be applied in 

farming have to be close to the towers which might be placed 

in villages. 

A. Secure the IoT Network 

 Protect and steady the community connecting IoT gadgets to 

the back-quit structures at the net with the aid of using 

imposing conventional endpoint protection capabilities 

consisting of antivirus, anti-malware, firewalls, and intrusion 

prevention and detection structures. 

B. Authenticate the IoT Devices  

Allow the customers to authenticate the IoT gadgets via way 

of means of introducing a couple of person control 

capabilities for a unmarried IoT tool and enforcing sturdy 

authentication mechanisms which include two-thing 

authentication, virtual certificates, and biometrics. 

C. Use IoT Data Encryption  

To guard the privateness of customers and save you IoT 

information breaches, encrypt the information at relaxation 

and in-transit among IoT gadgets and back-stop structures via 
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way of means of the use of general cryptographic algorithms 

and fully-encrypted key lifecycle control procedures to 

reinforce the general safety of person information and 

privateness. 

D. Use IoT Security Analytics Use IoT Security 

Analytics Solutions which are successful to hit upon IoT-

particular assaults and intrusions, which can’t be recognized 

with the aid of using conventional community safety answers 

like firewalls. 

E. Test the IoT Hardware  

Place a strong checking out framework in location to make 

sure the safety of IoT hardware. This consists of stringent 

checking out of the IoT tool’s range, capacity, and latency. 

The chip producers of the IoT gadgets additionally want to 

enhance the processors for greater protection and much less 

electricity intake without making them too luxurious for the 

customers or too impractical for use withinside the modern 

IoT gadgets given the truth that a majority of the IoT gadgets 

to be had nowadays are reasonably-priced and disposable 

with a totally restrained battery electricity. Also, the IoT tool 

producers want to do a extensive checking out of all of the 

third-birthday birthday celebration additives and modules 

that they may be the use of their IoT gadgets to make sure 

their right functioning with their IoT applications. 

 As to increase Scalability of IOT ecosystem in 

farming the government should provide loan to those farmers 

who are not able to bare this technology.  

 With the imparting of adequate knowledge and 

training to the rural sector and providing adequate financial 

requirements to small and marginal farmers adoption of this 

IOT technology will improve to around 75%. 

 As to improve the scalability of IOT ecosystem the 

IOT devices must be compatible and must be strongly 

connected to each other by adopting powerful broadband. 

 As to adopt this IOT technology over Traditional 

Technology of farming the government must provide 

financial help to the farmers by giving loans and the devices 

which are used for farming must be secured from hackers and 

devices must be capable in each and every climate. 

 The farmers must able to bare the maintenance cost 

and the devices must be insured so that whenever the device 

faces some problem or operational failure the devices will get 

replaced.  

 The IOT devices must be connected by strong 

network so that Monitoring and Controlling must be accurate 

and precise so whenever the farmer who is accessing the data 

from remote area must able to get the accurate data. 

 There are still some devices which are still in 

implementation such as robots for farming, automated 

Tractors, automated sprinklers and much more. This device 

can help to reduce manpower and can automatically judge 

when they should start harvesting or yielding the crops by 

analyzing and monitoring the climatic conditions. 

 Automated machines and Robots can help to 

increase the productivity in farming by monitoring the crops, 

soil and etc. Robots can work in any climate which helps to 

reduce lot of man power and automated machines can work 

fast as it is able to predict the future by receiving the data from 

IOT enabled devices.   

 So to increase the production of smart farming the 

government must help in each and every aspects for those 

poor farmers who are not able to purchase this technology. 

 While implementing IOT devices in farming the 

devices must be power efficient and monitoring system, data 

management must be at peak. The IOT devices must use less 

power and the data managing must be smart. So that 

whenever farmers are accessing the data in real time from any 

part of the world he/she must receive accurate and precise 

data. 

V. CONCLUSION 

 In this research we can see that though IOT enabled 

ecosystem is beneficial to mankind which helps to reduce 

manpower, which can monitor and control each and every 

thing in farming in real time and can access the data from any 

part of the world, there are some drawbacks and challenges 

which come across while implementing this IOT ecosystem 

like financial crisis, poor connectivity, Security threat, 

Monitoring system and Operational Failure. But we discussed 

those problems by giving proper solution like increase in 

Security of devices, Powerful Connectivity, Insured IOT 

devices, Government involvement etc. 

 But in upcoming future, how know there may be lot 

of Security algorithms applied on IOT devices which are not 

easy to hack, or whether government announces some 

schemes for implementing smart farming so that there will be 

no inequality.  

 In upcoming future this technology must easy to 

adopt and explain to farmers. Increase in automated farming 

where all things will work by automated systems in farms. 
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