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Abstract— One of the main centre of attention in Information
Technology is Internet of Things (10T). loT will transform the
real world objects into intelligent virtual objects and will
unify everything in our world under a common infrastructure,
giving us not only control of things around us, but also
keeping us informed of the every current state of the things.
With the Internet of Things (1oT) gradually evolving as the
subsequent phase of the evolution of the Internet, it becomes
extremely important to recognize the various potential
domains for application of 10T, and the research challenges
that are associated with the applications of 10T in almost
every domain. Even though the current 10T enabling
technologies have greatly improved in the recent years, there
are still numerous problems that require immediate attention
as it is everyday evolving technology and can bring drastic
change in our day to day lives. The fact that l1oT is so
expansive and affects practically all areas of our lives, makes
it a significant research topic for studies in various fields. The
main objective of this paper provides an overview about IoT,
its architecture, applications and highlighting the challenges
of 10T and the recent research directions to solve them.

Keywords: Internet of Things; IoT applications; loT
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. INTRODUCTION

The Internet can be described as the communication network
that connects individuals to information while The Internet of
Things (loT) is an interconnected system of distinctively

address able physical items with various degrees of
processing, sensing and actuation capabilities that share the
capability to interoperate and communicate through the
Internet as their joint platform. [1] Today, we are living in the
era of smart technologies which represents a ‘ubiquitous
computing’. Internet of Things was first coined by Kevin
Ashton in the RFID journal 1999. [2] The vision of loT
according to Kevin’s vision was to enable networked devices
to propagate their information about physical world objects
through the web.

In the past years, there has been a drastic increase in
the usage of Internet capable devices. Even though its most
significant commercial effect has been observed in the
consumer field; particularly the revolution of smartphones
and the interest in wearable devices, connecting people has
become merely a fragment of a bigger movement towards the
association of the digital and physical worlds. The Internet of
Things (IoT) is expected to continue expanding its reach
among the masses, as the number of devices and functions,
which it can run increases with time. This is evident from the
ambiguity in the expression of ‘Things’ which makes it
difficult to outline the ever-growing limits of the 10T. [3]

Il. GARNER’S HYPE CYCLE

Garter’s Information Technology Hype Cycle is a way to
represent emergence, adoption, maturity and impact on
applications of specific technologies. In the adjacent graph,
X-axis denotes expectations and Y-axis denotes time factors.
Al-specific technologies appearing for the first time in the
Hype Cycle are defined following graphic. The graph clearly
shows that the technologies will be based around 10T. See the
picture for data.[4]
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Hype Cycle for Emerging Technologies, 2020
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I1l. ARCHITECTURE

One of the main problems with the 10T is that it is so vast and
such a broad concept that there is no proposed, uniform
architecture. In order for the idea of loT to work, it must
consist of an assortment of sensor, network, communications
and computing technologies, amongst others. [5]

loT is basically composed of three types of
components (a) Hardware — composed of sensors, actuators,
IP cameras, CCTV and embedded communication hardware
(b) Middleware — on demand storage and computing tools for
data analytics with cloud and Big Data Analytics (c)
Presentation — easy to understand visualization and
interpretation tools that can be designed for the different
applications.

One of the architecture of Internet of Things
recommended by the International Telecommunication
Union (ITU) consists of
1) The Sensing Layer
2) The Access Layer
3) The Network Layer
4) The Middleware Layer
5) The Application Layers

These are like the Open Systems Interconnection
(OSI) reference model in network and data communication.
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IV. POTENTIAL APPLICATION DOMAINS OF IOT

Potential applications of the internet of Things are not only
numerous but also quite diverse as they penetrate into
virtually all aspects of daily life of individuals, institutions
and society. Apart from the advantages 10T brings forward to
people in terms of manufacturing and daily life, a large
amount of commercial opportunities are waiting for being
dug out concerning loT. Huge economic benefits can easily
obtained just by inculcating several applications of 10T.

According to [6], the applications of 0T cover broad
areas including manufacturing or the industrial sector, health
sector, agriculture, smart cities, security and emergencies
among many others.

A. Smart Cities

With the ubiquitous high-speed connectivity promised by
widespread 5G deployment, there is an increased potential of
smart cities popping up all over the world. The IoT in smart
cities connects everything and everyone. The ultimate goal is
to enhance the lives of the people living in a city and make
managing the municipality work of the city easier and more
efficient. Artificial Intelligence (Al) enabled 10T can be
utilized to monitor, control and reduce traffic congestions in
Smart Cities [7]. Moreover, loT allows installation of
intelligent and weather adaptive street lighting and detection
waste and waste containers by keeping tabs of trash collection
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schedules. A large no of accidents on highways or traffic jams
can be prevented by making intelligent highways that can
provide warning messages and important information such as
access to diversions depending on the climatic conditions
using loT.

The Tech Republic [8] reported in 2017 that, 66% of
American cities are investing in smart city technology. That
number is rapidly approaching 100%. Most cities are
deploying smart city 10T applications, at least in a limited
way already. Often the 10T deployment by cities starts with
the smart metering of water, natural gas, and electricity
because of the significant value for implementing these loT
systems.

B. Healthcare

Most healthcare systems in many countries are inefficient,
slow and inevitably prone to error. On-time, accessible, and
cost-effective care delivery has been an overextended issue in
the healthcare industry. The situation became extremely
daunting amid the COVID-19 pandemic. Current situation
can easily be changed by adapting 10T in healthcare system
because it involves numerous activities and devices that can
be easily automated and enhanced through technology.

10T in Healthcare has empowered doctors to deliver
superlative care by remotely monitoring the patients using loT
enabled devices. 10T has also increased the rate of satisfaction
and engagement of patients as interacting with doctors has
become way more comfortable, efficient and pocket friendly.
Hospital workflow can be significantly improved once
patients flow is tracked. Additionally, authentication and
identification reduce incidents that may be harmful to
patients, record maintenance and fewer cases of mismatching
infants. In addition, automatic data collection and
transmission is vital in process automation, reduction of form
processing timelines, automated procedure auditing as well
as medical inventory management. Sensor devices allow
functions centered on patients, particularly, in diagnosing
conditions and availing real-time information about patients’
health indicators [7]. There are many opportunities for health
insurers with loT-connected intelligent devices.

Insurance companies can leverage data captured
through health monitoring devices for their underwriting and
claims operations. This data will enable them to detect fraud
claims and identify prospects for underwriting. 10T devices
can bring transparency between insurers and customers in the
underwriting, pricing, claims handling, and risk assessment
processes. Furthermore, 10T devices can help a lot in the
study of a particular disease so that effective measures can be
taken to tackle the disease at the earliest. In the Covid
situation, 10T was effectively used to track the virus so that
the spread of the virus could be minimized to the maximum
possible extent.

The applications of Internet of Things (loT) and
Internet of Everything (loE) are further being extended
through the materialization of the Internet of Nano-things
(IoNT) [9]. The notion of IoNT, as the name implies, is being
engineered by integrating Nano-sensors in diverse objects
(things) using Nano networks. Medical application is one of
the major focuses of IoNT implementations. Application of
IoONT in human body, for treatment purposes, facilitates
access to data from in situ parts of the body which were

hitherto in accessible to sense from or by using those medical
instruments incorporated with bulky sensor size. Thus, loNT
will enable new medical data to be collected, leading to new
discoveries and better diagnostics. IoNT has lead to the
burgeoning of no fields in healthcare such as IVF.

C. Smart Agriculture and Water Management

In olden Days, Farmers used to calculate the fertility of soil
and influenced suspicions to develop which to kind of yield.
They never considered other factors such as humidity, level
of water and other climatic conditions which can hamper the
harvest to a very large extent. The Internet of things (I0T) is
remodeling the agribusiness empowering the agriculturists
through the extensive range of strategies, for example,
accuracy as well as practical farming to deal with challenges
in the field. IOT modernization helped farmers by providing
accurate  information on circumstances like climate,
dampness, temperature and fruitfulness of soil, Crop web
based examination empowers discovery of wild plant, level
of water, bug location, creature interruption in to the field,
trim development, horticulture. 10T utilize farmers to get
related with his residence from wherever and at whatever
point. Remote sensor structures are utilized for watching the
homestead conditions and tinier scale controllers are utilized
to control and mechanize the home shapes. To see remotely
the conditions as picture and video, remote cameras have
been used. IOT development can diminish the cost and update
the productivity of standard developing.[10]

When it comes to cattle, 10T can assist in identifying
animals that graze in open locations, detecting detrimental
gases from animal excrements in farms, as well as controlling
growth conditions in offspring to enhance chances of health
and survival and so on. Moreover, through loT application in
agriculture, a lot of wastage and spoilage can be avoided
through proper monitoring techniques and management of the
entire agriculture field. It also leads to better electricity and
water control.

As [11] explain, in water management, the role of
10T includes studying water suitability in seas and rivers for
both drinking and agriculture use, detecting pressure
variations in pipes, and liquid presence outside tanks as well
as monitoring levels of water variation in dams, rivers and
reservoirs. These loT applications utilize Wireless sensor
networks.

D. Retail and Logistics

Supply chain management is the key to success in every
business- retail, service, and manufacturing either by
lowering the cost of business or by building partnerships that
can support future growth. Anyone well-versed with logistics
will testify about nightmarish situations when a container,
freighter or personnel cannot be located due to lack of
adequate tracing tools. 10T works as a boon in such scenarios
and makes it absolutely necessary that every supply chain
industry should utilize the benefits offered by loT.
Executing the 10T in Supply Chain or retail
Management has many benefits. Some include; observing
storage conditions throughout the supply chain, product
tracking to enable trace ability purposes, payment processing
depending on the location or activity period in public
transport, theme parks, gyms, and others. Inside the retail
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premises, 10T can be applied to various applications such as
direction in the shop based on a preselected list, fast payment
processes like automatically checking out with the aid of
biometrics, detecting potential allergen products and
controlling the rotation of products on shelves and
warehouses in order to automate restocking procedures [12].
Application of 10T also assists in maintenance and repair
because systems can be put in place to predict equipment
malfunctions and at the same automatically schedule periodic
maintenance services before there is a failure in the
equipment. This can be achieved through the installation of
sensors inside equipment or machinery to monitor their
functionality and occasionally send reports. In the Covid
situation, loT played a very important role in delivering
products to the user like many companies used automated
drone for ensuring contactless delivery.

E. Smart Living

In this domain, one can easily notice the drastic development
that 10T has made in such a small span of time. There are a
large number of smart home appliances available in the
market like refrigerator, LCD, A.C., washing machines.
Smart sensors in the A.C. can automatically detect the
temperature conditions of the room and can work as per that.
Smart L.E.D bulbs can be controlled manually from turning
them on or off, to even changing their color. Sensors can be
installed inside the room that will turn on the lights only if
there is-a person-in-the room. This will reduce our effort and
will help in saving energy. Washing machines can allow one
to remotely monitor laundry. In addition, a wide range of
kitchen devices can be interfaced through a smartphone,
hence making it possible to adjust temperature, like in the
case of an oven. Some ovens which have a self-cleaning
feature can be easily monitored as well and even they are
equipped with modern sensors which can raise safety alarm
in case of any shortcircuit or fire. In terms of safety in the
home, 10T can be applied through alarm systems and cameras
can be installed to monitor and detect window or door
openings. Locks can also be made pretty flexible using loT
by fitting a sensor that will open the lock by scanning the
person, it will prevent entry of any intruders.

F. Smart Environment

Internet of Things (IoT) has a large role to play in future of
smart cities which in turn are supposed to be environment
friendly. 10T can be used in practically all scenarios for public
services by governments to make cities environment friendly.
1TSensor-enabled devices can help monitor the
environmental impact on cities, collect details about sewers,
air quality, and garbage. Such devices can also help monitor
woods, rivers, lakes, and oceans.

Many environmental trends are so complex, that
they are difficult to conceptualize. 10T is a recent
communication paradigm that envisions a near future, in
which the objects of everyday life will be equipped with
microcontrollers, transceivers for digital communication, and
suitable protocol stacks that will enable them to communicate
not only with one another but also the users, becoming an
integral part of the Internet and the environment.

Smart environment strategies integration with loT technology
should be created for sensing, tracking and assessment of
objects of the environment that offer potential benefits in
achieving a sustainable life and a green world. The loT
technology allows observing and managing of air quality
through data collection from remote sensors across cities and
providing round the clock geographic coverage to accomplish
better ways of managing traffic jams in major cities.
Additionally, 10T technology can be applied in measuring
pollution levels in water and consequently enlighten
decisions on water usage. In waste management, which
consists of various types of waste, like chemicals and
pollutants being detrimental to the environment and to
people, animals, and plants as well, 10T can also be applied.
This can be achieved by environmental protection by means
of controlling industrial pollution through instantaneous
monitoring and management systems combined with
supervision in addition to decision making networks. This
serves to lessen waste [13].

10T can be used in controlling and monitoring all
types of pollution. 10T sensors can help give improved and
accurate measurements of pollutants through geo-aggregated
sensors. One such solution is AQMesh uses sophisticated
pods to provide accurate measurements of gases such as
nitrous oxide, carbon monoxide, sulfur dioxide and PM 2.5
and PM 10.[14]

Radiation is also a threat to the environment, human
and animal health as well as agricultural productivity. 10T
sensor networks can control radiation through constant
monitoring of its levels, particularly around nuclear plant
premises for detecting leakage and propagating deterrence.

V. RESEARCH CHALLENGES

As with any other form of technology or innovation, 10T has
its challenges and implications that must be sorted out to
enable mass adoption. The current 10T technologies have
improved a lot since their beginning but still it is a very long
journey and it is very far from completion. Since the loT
concept includes Networking, Routing, Heterogeneity,
Interoperability, Quality of Service (QoS), Scalability,
Virtualization, Big Data, Cloud Computing, Power
Consumption and Security and privacy, a lot of research
challenges are bound to arise. These research challenges that
require attention have consequently spanned different
research areas.

A. Privacy and Security

If one thing can prevent the Internet of things from
transforming the way we live and work, it will be a
breakdown in security. While security considerations are not
new in the context of information technology, the attributes
of many loT implementations present new and unique
security challenges. Addressing these challenges and
ensuring security in loT products and services must be a
fundamental priority. Users need to trust that loT devices and
related data services are secure from vulnerabilities,
especially as this technology become more pervasive and
integrated into our daily lives. Important challenge is the
integration of security mechanisms and the user acceptance.
User must feel that they control any information that is related
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to them rather than they feel they are being controlled by the
system. This integration generates new requirements, not
been previously considered.

This challenge is amplified by other considerations
like the mass-scale deployment of homogenous 10T devices,
the ability of some devices to automatically connect to other
devices, and the likelihood of fielding these devices in
unsecure environments. As a matter of principle, developers
and users of loT devices and systems have a collective
obligation to ensure they do not expose users and the 10T
infrastructure itself to potential harm.

There is a need for more research to be conducted
on cryptographic security services that have the capability to
operate on resource constrained 10T devices. This would
enable different skilled users to securely use and deploy 10T
systems regardless of the inadequate user interfaces that are
available with almost all 10T devices. In addition to the
protection and security aspects of the 10T, additional areas
like confidentiality in communication, trustworthiness, and
authenticity of communication parties, and message integrity,
and supplementary safety requirements should also be
incorporated. These may include features like being able to
prevent communication of various parties.

B. Processing, Analysis and Management of Data

Big Data is a new expression to describe massive data
whether structure or unstructured, which is difficult to deal
with traditional database methods and software technigues.
Simply, Big Data defines as a large volume of data. [15] The
procedure for processing, analysis and data management is
tremendously challenging because of the heterogenous nature
of 10T, and the large scale of data collected, particularly in
the era of Big Data.[16] Currently, most systems utilize
centralized systems in offloading data and carrying out
computationally intensive tasks on an international cloud
platform. However, It is not effective in handling Big Data.
Most systems are therefore relying on current solutions such
as mobile cloud computing and fog computing which are both
based on edge processing, to mitigate this challenge. In edge
computing, data is processed near the data source or at the
edge of the network. While in a typical cloud environment,
data processing happens in a centralized data storage location.
By processing and using some data locally, the 10T saves
storage space for data, processes information faster and meets
security challenges.

With time, the number of 10T devices will increase,
thus increasing the challenges for real-time processing and
analysis to reduce time for storage. Space has to be optimised
for metadata like user IDs and passwords to ensure enough
space for new information. Functions such as adaptive
maintenance, predictive repair, security monitoring and
process optimisation rely on real-time data. Selecting the
right tools is a challenge because integration between
different sensors should be proven and compatibilities
confirmed. When there is no connection, devices must still
gain insights, make decisions and prepare for data
distribution.

There are important factors behind an 10T device
data management platform, including interoperability,
scalability, security and standards offered by software
technologies to build 10T products. It is important to protect

data from unauthorised access and tampering. Organisations
need to be compliant with national rules and regulations on
securing data. 10T device data also need to be checked for
quality. Having many different devices connected directly to
cloud services presents a huge attack surface, which can be
mitigated by channelling data through a secure gateway
device.

C. Monitoring and Sensing

Even if technologies concerned with monitoring and sensing
have made tremendous progress, they are constantly evolving
particularly focusing on the energy efficiency and form
aspect. Sensors and tags are normally expected to be active
constantly in order to obtain instantaneous data, this aspect
makes it essential for energy efficiency especially in lifetime
extension. Simultaneously, new advances in
nanotechnology/biotechnology and miniaturization have
allowed the development of actuators and sensors at the
Nanoscale.

D. Machine to Machine
Communication Protocols

While there are already existing 0T oriented communication
protocols like Constrained Application Protocol (CoAP) and
Message Queuing Telemetry Transport (MQTT), there is still
no standard for an open loT. Although all objects require
connectivity, it is not necessary for every object to be made
internet capable since they only need to have a certain
capability to place their data on a particular gateway.
Additionally, there are a lot of options in terms of suitable
wireless technologies such as LoRa, |IEEE 802.15.4, and
Bluetooth even though it is not clear whether these available
wireless technologies have the needed capacity to continue
covering the extensive range of 10T connectivity henceforth.
The communication protocols for devices are the driving
force in actualizing 10T applications, and they form the main
support of data flow between sensors and the physical objects
or outer world. While various MAC protocols have been
projected for several domains with Frequency Division
Multiple Access, Time Division Multiple Access and Carrier
Sense Multiple Access (FDMA, TDMA and CSMA) for low
traffic efficiency that is collision free, more circuitry in nodes
are required respectively. The main objectives of the transport
layer include guaranteeing an end-to-end reliability as well as
performing end-to-end control of congestion. In this aspect,
most protocols are unable to cooperate appropriate end to end
reliability [17].

E. Blockchain of Things (BCoT) : Fusion of Blockchain and
Internet of Things

Similar to loT, blockchain technologies have also gained
tremendous popularity since its introduction in 2018. Even
though blockchain was first implemented as an underlying
technology of Bitcoin cryptocurrency, it is now being used in
multifaceted nonmonetary applications [18]. Miraz argues
that both loT and Blockchain can strengthen each other, in a
reciprocal manner, by eliminating their respective inherent
architectural limitations [19]. 10T connects a web of devices
that typically operate with minimal computational power and
are embedded with chips for the purpose of connectivity and
little else. This is a major security flaw. Thus far, researchers

Communication and
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have demonstrated horrifying capability and creativity in
breaching loT devices. Hackers have thus far managed
to control implanted cardiac devices, entirely disable cars
remotely, and launch the world’s largest DDoS attack.

0T security flaws typically revolve around three
areas: authentication, connection, and transaction. Devices
improperly verifying, improperly connecting, or improperly
spending with other devices are all major security concerns.
A blockchain can alleviate all of these areas.

“Unlike centralized technologies such as the
Domain Name System (DNS) in which addresses are
assigned in a hierarchical context (device@host, with the host
obtaining its identity through registration of a DNS domain
name), a blockchain-based approach is more agile because it
enables devices to register directly. This obviates the need for
accounts at centralized host servers, which are often subject
to external cracking (e.g. dictionary attacks) and internal
leaks (e.g. theft of password databases). In addition, the
decentralized nature of these technologies reduces the threat
of denial of service (DoS) attacks of the kind that have been
launched against the DNS.” [20]

There are two big issues with integrating blockchain
into 10T: speed and computational complexity. 10T devices
are frequently built with connectivity, not computation in
mind, and average processing power reflects this; loT
networks cannot handle computationally complex consensus
algorithms. Proof of Work, the workhorse of crypto, demands
far too much for it to be effectively used in 10T. Proof of
Stake, variants upon it, or entirely different protocols are
more likely to be implemented, but none of these have yet
seen standard adoption for IoT.

F. Interoperability

Traditionally as regards the internet, interoperability has
always been and continues to be a basic fundamental value
because the initial prerequisite in Internet connectivity
necessitates that “connected” systems have the ability to
“speak a similar language” in terms of encodings and
protocols. Currently, various industries use a variety of
standards in supporting their applications. Due to the large
quantities and types of data, as well as heterogeneous devices,
using standard interfaces in such diverse entities is very
important and even more significant for applications which
support cross organizational, in addition to a wide range of
system limitations. Therefore, the 10T systems are meant
towards being designed to handle even higher degrees of
interoperability [21].

VI. CONCLUSION

10T is a one of the main techniques that is used to express the
ubiquitous computing approach. The future of the loT
structure relies on the integration among real or physical
worlds, cyber-world and social world. 10T environment is a
rich search point, and flourishing area to the research in
particular in the integration topic with cloud computing,
which provides the new sceneries to handle the smart services
and applications. The 10T can best be described as a CAS
(Complex Adaptive System) that will continue to evolve
hence requiring new and innovative forms of software
engineering, systems engineering, project management, as

well as numerous other disciplines to develop it further and
manage it the coming years. The application areas of loT are
quite diverse to enable it to serve different users, who in turn
have different needs. The technology serves three categories
of users, individuals, the society or communities and
institutions. As discussed in the application section of this
research paper, the 10T has without a doubt a massive
capability to be a tremendously transformative force, which
will, and to some extent does already, positively impact
millions of lives worldwide.
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