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Abstract— Cloud Computing is a recently emerged model 

which is becoming popular among almost all enterprises. It 

involves the concept of on demand services which means 

using the cloud resources on demand and we can scale the 

resources as per demand. Cloud computing undoubtedly 

provides unending benefits and is a cost effective model. The 

major concern in this model is Security in cloud. This is the 

reason of many enterprises of not preferring the cloud 

computing. This paper provides the review of security 

research in the field of cloud security. After security research 

we have presented the working of AWS (Amazon Web 

Service) cloud computing. AWS is the most trusted provider 

of cloud computing which not only provides the excellent 

cloud security but also provides excellent cloud services. The 

main aim of this paper is to make cloud computing security 

as a core operation and not an add on operation. 
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I. INTRODUCTION 

In 2006, Amazon Web Services (AWS) began offering IT 

infrastructure services to businesses in the form of web 

services -- now commonly known as cloud computing. One 

of the key benefits of cloud computing is the opportunity to 

replace up-front capital infrastructure expenses with low 

variable costs that scale with your business. With the Cloud, 

businesses no longer need to plan for and procure servers and 

other IT infrastructure weeks or months in advance. Instead, 

they can instantly spin up hundreds or thousands of servers in 

minutes and deliver results faster. 

 Today, Amazon Web Services provides a highly 

reliable, scalable, low-cost infrastructure platform in the 

cloud that powers hundreds of thousands of businesses in 190 

countries around the world. 

A. Cloud Computing 

Cloud computing is the on-demand availability 

of computer system resources, especially data storage (cloud 

storage) and computing power, without direct active 

management by the user. Large clouds often have 

functions distributed over multiple locations, each location 

being a data center. Cloud computing relies on sharing of 

resources to achieve coherence and economies of scale, 

typically using a "pay-as-you-go" model which can help in 

reducing capital expenses but may also lead to 

unexpected operating expenses for unaware users. 

B. Security 

Cloud security at AWS is the highest priority. As an AWS 

customer, you will benefit from a data center and network 

architecture built to meet the requirements of the most 

security-sensitive organizations. Security in the cloud is 

much like security in your on-premises data centers—only 

without the costs of maintaining facilities and hardware. In 

the cloud, you don’t have to manage physical servers or 

storage devices. Instead, you use software-based security 

tools to monitor and protect the flow of information into and 

out of your cloud resources. An advantage of the AWS Cloud 

is that it allows you to scale and innovate, while maintaining 

a secure environment and paying only for the services you 

use. This means that you can have the security you need at a 

lower cost than in an on-premises environment. As an AWS 

customer you inherit all the best practices of AWS policies, 

architecture, and operational processes built to satisfy the 

requirements of our most security-sensitive customers. Get 

the flexibility and agility you need in security controls. The 

AWS Cloud enables a shared responsibility model. While 

AWS manages security of the cloud, you are responsible for 

security in the cloud. This means that you retain control of the 

security you choose to implement to protect your own 

content, platform, applications, systems, and networks no 

differently than you would in an on-site data center. AWS 

provides you with guidance and expertise through online 

resources, personnel, and partners. AWS provides you with 

advisories for current issues, plus you have the opportunity to 

work with AWS when you encounter security issues. You get 

access to hundreds of tools and features to help you to meet 

your security objectives. AWS provides security-specific 

tools and features across network security, configuration 

management, access control, and data encryption. Finally, 

AWS environments are continuously audited, with 

certifications from accreditation bodies across geographies 

and verticals. In the AWS environment, you can take 

advantage of automated tools for asset inventory and 

privileged access reporting. 

II. BENEFITS OF AWS SECURITY 

 Keep Your Data Safe: The AWS infrastructure puts 

strong safeguards in place to help protect your privacy. 

All data is stored in highly secure AWS data centers.  

 Meet Compliance Requirements: AWS manages dozens 

of compliance programs in its infrastructure. This means 

that segments of your compliance have already been 

completed. 

 Save Money: Cut costs by using AWS data centers. 

Maintain the highest standard of security without having 

to manage your own facility. 

 Scale Quickly: Security scales with your AWS Cloud 

usage. No matter the size of your business, the AWS 

infrastructure is designed to keep your data safe. 

III. COMPLIANCE 

AWS Cloud Compliance enables you to understand the 

robust controls in place at AWS to maintain security and data 

protection in the cloud. As systems are built on top of AWS 

Cloud infrastructure, compliance responsibilities will be 

shared. By tying together governance-focused, audit-friendly 
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service features with applicable compliance or audit 

standards, AWS Compliance enablers build on traditional 

programs. This helps customers to establish and operate in an 

AWS security control environment. The IT infrastructure that 

AWS provides to its customers is designed and managed in 

alignment with best security practices and a variety of IT 

security standards. The following is a partial list of assurance 

programs with which AWS complies: 

 SOC 1/ISAE 3402, SOC 2, SOC 3  

 FISMA, DIACAP, and FedRAMP  

 PCI DSS Level 1  

 ISO 9001, ISO 27001, ISO 27017, ISO 27018  

 AWS provides customers a wide range of 

information on its IT control environment in whitepapers, 

reports, certifications, accreditations, and other third-party 

attestations. More information is available in the Risk and 

Compliance whitepaper and the AWS Security Center. 

IV. AMAZON WEB SERVICES CLOUD 

A. AWS Management Console: 

 Access and manage Amazon Web Services through the AWS 

Management Console, a simple and intuitive user interface. 

You can also use the AWS Console Mobile Application to 

quickly view resources on the go.  

B. AWS Command Line Interface:  

The AWS Command Line Interface (CLI) is a unified tool to 

manage your AWS services. With just one tool to download 

and configure, you can control multiple AWS services from 

the command line and automate them through scripts. 

C. Software Development Kits: 

Our Software Development Kits (SDKs) simplify using AWS 

services in your applications with an Application Program 

Interface (API) tailored to your programming language or 

platform. 

V. ANALYTICS 

A. Amazon Athena: 

Amazon Athena is an interactive query service that makes it 

easy to analyze data in Amazon S3 using standard SQL. 

Athena is serverless, so there is no infrastructure to manage, 

and you pay only for the queries that you run.  

 Athena is easy to use. Simply point to your data in 

Amazon S3, define the schema, and start querying using 

standard SQL. Most results are delivered within seconds. 

With Athena, there’s no need for complex extract, transform, 

and load (ETL) jobs to prepare your data for analysis. This 

makes it easy for anyone with SQL skills to quickly analyze 

large-scale datasets.  

 Athena is out-of-the-box integrated with AWS Glue 

Data Catalog, allowing you to create a unified metadata 

repository across various services, crawl data sources to 

discover schemas and populate your Catalog with new and 

modified table and partition definitions, and maintain schema 

versioning.  

B. Amazon CloudSearch:  

Amazon CloudSearch is a managed service in the AWS 

Cloud that makes it simple and cost-effective to set up, 

manage, and scale a search solution for your website or 

application. Amazon CloudSearch supports 34 languages and 

popular search features such as highlighting, autocomplete, 

and geospatial search.  

C. Amazon Elasticsearch Service:  

Amazon Elasticsearch Service makes 0it easy to deploy, 

secure, operate, and scale Elasticsearch to search, analyze, 

and visualize data in real-time. With Amazon Elasticsearch 

Service, you get easy-to-use APIs and real-time analytics 

capabilities to power use-cases such as log analytics, full-text 

search, application monitoring, and clickstream analytics, 

with enterprise-grade availability, scalability, and security. 

The service offers integrations with open-source tools like 

Kibana and Logstash for data ingestion and visualization. It 

also integrates seamlessly with other AWS services such as 

Amazon Virtual Private Cloud (Amazon VPC), AWS Key 

Management Service (AWS KMS), Amazon Kinesis Data 

Firehose, AWS Lambda, AWS Identity and Access 

Management (IAM), Amazon Cognito, and Amazon 

CloudWatch, so that you can go from raw data to actionable 

insights quickly.  

D. Amazon EMR: 

Amazon EMR is the industry-leading cloud big data platform 

for processing vast amounts of data using open source tools 

such as Apache Spark, Apache Hive, Apache HBase, Apache 

Flink, Apache Hudi, and Presto. Amazon EMR makes it easy 

to set up, operate, and scale your big data environments by 

automating time-consuming tasks like provisioning capacity 

and tuning clusters. With EMR you can run petabyte-scale 

analysis at less than half of the cost of traditional on-premises 

solutions andover 3x faster than standard Apache Spark. You 

can run workloads on Amazon EC2 instances, on Amazon 

Elastic Kubernetes Service (EKS) clusters, or on-premises 

using EMR on AWS Outposts.  

E. Amazon FinSpace: 

Amazon FinSpace is a data management and analytics service 

purpose-built for the financial services industry (FSI). 

FinSpace reduces the time you spend finding and preparing 

petabytes of financial data to be ready for analysis from 

months to minutes. Financial services organizations analyze 

data from internal data stores like portfolio, actuarial, and risk 

management systems as well as petabytes of data from third-

party data feeds, such as historical securities prices from 

stock exchanges. It can take months to find the right data, get 

permissions to access the data in a compliant way, and 

prepare it for analysis. FinSpace removes the heavy lifting of 

building and maintaining a data management system for 

financial analytics. With FinSpace, you collect data and 

catalog it by relevant business concepts such as asset class, 

risk classification, or geographic region. FinSpace makes it 

easy to discover and share data across your organization in 

accordance with your compliance requirements. You define 

your data access policies in one place and FinSpace enforces 

them while keeping audit logs to allow for compliance and 

activity reporting. FinSpace also includes a library of 100+ 
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functions, like time bars and Bollinger bands, for you to 

prepare data for analysis. 

F. Amazon Kinesis: 

Amazon Kinesis makes it easy to collect, process, and 

analyze real-time, streaming data so you can get timely 

insights and react quickly to new information. Amazon 

Kinesis offers key capabilities to cost effectively process 

streaming data at any scale, along with the flexibility to 

choose the tools that best suit the requirements of your 

application. With Amazon Kinesis, you can ingest real-time 

data such as video, audio, application logs, website 

clickstreams, and IoT telemetry data for machine learning, 

analytics, and other applications. Amazon Kinesis enables 

you to process and analyze data as it arrives and respond 

instantly instead of having to wait until all your data is 

collected before the processing can begin. Amazon Kinesis 

currently offers four services: Kinesis Data Firehose, Kinesis 

Data Analytics, Kinesis Data Streams, and Kinesis Video 

Streams. 

VI. APPLICATION INTEGRATION 

A. Amazon Simple Queue Service:  

Amazon Simple Queue Service (Amazon SQS) is a fully 

managed message queuing service that enables you to 

decouple and scale microservices, distributed systems, and 

serverless applications. SQS eliminates the complexity and 

overhead associated with managing and operating message 

oriented middleware, and empowers developers to focus on 

differentiating work. Using SQS, you can send, store, and 

receive messages between software components at any 

volume, without losing messages or requiring other services 

to be available. Get started with SQS in minutes using the 

AWS console, Command Line Interface or SDK of your 

choice, and three simple commands. SQS offers two types of 

message queues. Standard queues offer maximum 

throughput, best-effort ordering, and at-least-once delivery. 

SQS FIFO queues are designed to guarantee that messages 

are processed exactly once, in the exact order that they are 

sent.  

B. Amazon Simple Workflow Service: 

Amazon Simple Workflow Service (Amazon SWF) helps 

developers build, run, and scale background jobs that have 

parallel or sequential steps. You can think of Amazon SWF 

as a fully-managed state tracker and task coordinator in the 

cloud. If your application’s steps take more than 500 

milliseconds to complete, you need to track the state of 

processing. If you need to recover or retry if a task fails, 

Amazon SWF can help you. 

C. AWS Step Functions: 

AWS Step Functions is a fully managed service that makes it 

easy to coordinate the components of distributed applications 

and microservices using visual workflows. Building 

applications from individual components that each perform a 

discrete function lets you scale easily and change applications 

quickly. Step Functions is a reliable way to coordinate 

components and step through the functions of your 

application. Step Functions provides a graphical console to 

arrange and visualize the components of your application as 

a series of steps. This makes it simple to build and run multi-

step applications. Step Functions automatically triggers and 

tracks each step, and retries when there are errors, so your 

application runs in order and as expected. Step Functions logs 

the state of each step, so when things do go wrong, you can 

diagnose and debug problems quickly. You can change and 

add steps without even writing code, so you can easily evolve 

your application and innovate faster. 

D. Amazon AppFlow: 

Amazon AppFlow is a fully managed integration service that 

enables you to securely transfer data between Software-as-a-

Service (SaaS) applications like Salesforce, Zendesk, Slack, 

and ServiceNow, and AWS services like Amazon S3 and 

Amazon Redshift, in just a few clicks. With Amazon 

AppFlow, you can run data flows at enterprise scale at the 

frequency you choose - on a schedule, in response to a 

business event, or on demand. You can configure data 

transformation capabilities like filtering and validation to 

generate rich, ready-to-use data as part of the flow itself, 

without additional steps. Amazon AppFlow automatically 

encrypts data in motion, and allows users to restrict data from 

flowing over the public Internet for SaaS applications that are 

integrated with AWS PrivateLink, reducing exposure to 

security threats.  

E. Amazon EventBridge: 

Amazon EventBridge is a serverless event bus that makes it 

easier to build event-driven applications at scale using events 

generated from your applications, integrated Software-as-a-

Service (SaaS) applications, and AWS services. EventBridge 

delivers a stream of real-time data from event sources such as 

Zendesk or Shopify to targets like AWS Lambda and other 

SaaS applications. You can set up routing rules to determine 

where to send your data to build application architectures that 

react in real-time to your data sources with event publisher 

and consumer completely decoupled. 

VII. AR AND VR 

A. Amazon Sumerian: 

Amazon Sumerian lets you create and run virtual reality 

(VR), augmented reality (AR), and 3D applications quickly 

and easily without requiring any specialized programming or 

3D graphics expertise. With Sumerian, you can build highly 

immersive and interactive scenes that run on popular 

hardware such as Oculus Go, Oculus Rift, HTC Vive, HTC 

Vive Pro, Google Daydream, and Lenovo Mirage as well as 

Android and iOS mobile devices. For example, you can build 

a virtual classroom that lets you train new employees around 

the world, or you can build a virtual environment that enables 

people to tour a building remotely. Sumerian makes it easy to 

create all the building blocks needed to build highly 

immersive and interactive 3D experiences including adding 

objects (e.g. characters, furniture, and landscape), and 

designing, animating, and scripting environments. Sumerian 

does not require specialized expertise and you can design 

scenes directly from your browser. 
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VIII. BLOCKCHAIN 

A. Amazon Managed Blockchain: 

Amazon Managed Blockchain is a fully managed service that 

makes it easy to create and manage scalable blockchain 

networks using the popular open source frameworks 

Hyperledger Fabric and Ethereum.  

 Blockchain makes it possible to build applications 

where multiple parties can execute transactions without the 

need for a trusted, central authority. Today, building a 

scalable blockchain network with existing technologies is 

complex to set up and hard to manage. To create a blockchain 

network, each network member needs to manually provision 

hardware, install software, create and manage certificates for 

access control, and configure networking components. Once 

the blockchain network is running, you need to continuously 

monitor the infrastructure and adapt to changes, such as an 

increase in transaction requests, or new members joining or 

leaving the network.  

 Amazon Managed Blockchain is a fully managed 

service that allows you to set up and manage a scalable 

blockchain network with just a few clicks. Amazon Managed 

Blockchain eliminates the overhead required to create the 

network, and automatically scales to meet the demands of 

thousands of applications running millions of transactions. 

Once your network is up and running, Managed Blockchain 

makes it easy to manage and maintain your blockchain 

network. It manages your certificates, lets you easily invite 

new members to join the network, and tracks operational 

metrics such as usage of compute, memory, and storage 

resources. In addition, Managed Blockchain can replicate an 

immutable copy of your blockchain network activity into 

Amazon Quantum Ledger Database (QLDB), a fully 

managed ledger database. This allows you to easily analyze 

the network activity outside the network and gain insights 

into trends. 

IX. BUSINESS APPLICATIONS 

A. Alexa for Business: 

Alexa for Business is a service that enables organizations and 

employees to use Alexa to get more work done. With Alexa 

for Business, employees can use Alexa as their intelligent 

assistant to be more productive in meeting rooms, at their 

desks, and even with the Alexa devices they already have at 

home.  

B. Amazon Chime: 

Amazon Chime is a communications service that transforms 

online meetings with a secure, easy-to-use application that 

you can trust. Amazon Chime works seamlessly across your 

devices so that you can stay connected. You can use Amazon 

Chime for online meetings, video conferencing, calls, chat, 

and to share content, both inside and outside your 

organization. Amazon Chime works with Alexa for Business, 

which means you can use Alexa to start your meetings with 

your voice. Alexa can start your video meetings in large 

conference rooms, and automatically dial into online 

meetings in smaller huddle rooms and from your desk.  

C. Amazon SES: 

Amazon Simple Email Service (Amazon SES) is a cost-

effective, flexible, and scalable email service that enables 

developers to send mail from within any application. You can 

configure Amazon SES quickly to support several email use 

cases, including transactional, marketing, or mass email 

communications. Amazon SES's flexible IP deployment and 

email authentication options help drive higher deliverability 

and protect sender reputation, while sending analytics 

measure the impact of each email. With Amazon SES, you 

can send email securely, globally, and at scale.  

D. Amazon WorkDocs: 

Amazon WorkDocs is a fully managed, secure enterprise 

storage and sharing service with strong administrative 

controls and feedback capabilities that improve user 

productivity.  

 Users can comment on files, send them to others for 

feedback, and upload new versions without having to resort 

to emailing multiple versions of their files as attachments. 

Users can take advantage of these capabilities wherever they 

are, using the device of their choice, including PCs, Macs, 

tablets, and phones. Amazon WorkDocs offers IT 

administrators the option of integrating with existing 

corporate directories, flexible sharing policies and control of 

the location where data is stored. You can get started using 

Amazon WorkDocs with a 30-day free trial providing 1 TB 

of storage per user for up to 50 users. 

X. FRONT-END WEB & MOBILE SERVICES 

A. Amazon Location Service: 

Amazon Location Service makes it easy for developers to add 

location functionality to applications without compromising 

data security and user privacy.  

 Location data is a vital ingredient in today’s 

applications, enabling capabilities ranging from asset 

tracking to location-based marketing. However, developers 

face significant barriers when integrating location 

functionality into their applications. This includes cost, 

privacy and security compromises, and tedious and slow 

integration work.  

 Amazon Location Service provides affordable data, 

tracking and geofencing capabilities, and native integrations 

with AWS services, so you can create sophisticated location-

enabled applications quickly, without the high cost of custom 

development. You retain control of your location data with 

Amazon Location, and you can combine proprietary data with 

data from the service. Amazon Location provides cost-

effective location-based services (LBS) using high-quality 

data from global, trusted providers Esri and HERE.  

B. Amazon Pinpoint: 

Amazon Pinpoint makes it easy to send targeted messages to 

your customers through multiple engagement channels. 

Examples of targeted campaigns are promotional alerts and 

customer retention campaigns, and transactional messages 

are messages such as order confirmations and password reset 

messages.  

 You can integrate Amazon Pinpoint into your 

mobile and web apps to capture usage data to provide you 
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with insight into how customers interact with your apps. 

Amazon Pinpoint also tracks the ways that your customers 

respond to the messages you send—for example, by showing 

you the number of messages that were delivered, opened, or 

clicked.  

 You can develop custom audience segments and 

send them pre-scheduled targeted campaigns via email, SMS, 

and push notifications. Targeted campaigns are useful for 

sending promotional or educational content to re-engage and 

retain your users.  

 You can send transactional messages using the 

console or the Amazon Pinpoint REST API. Transactional 

campaigns can be sent via email, SMS, push notifications, 

and voice messages. You can also use the API to build custom 

applications that deliver campaign and transactional 

messages. 

C. AWS Amplify: 

AWS Amplify makes it easy to create, configure, and 

implement scalable mobile applications powered by AWS. 

Amplify seamlessly provisions and manages your mobile 

backend and provides a simple framework to easily integrate 

your backend with your iOS, Android, Web, and React 

Native frontends. Amplify also automates the application 

release process of both your frontend and backend allowing 

you to deliver features faster.  

 Mobile applications require cloud services for 

actions that can’t be done directly on the device, such as 

offline data synchronization, storage, or data sharing across 

multiple users. You often have to configure, set up, and 

manage multiple services to power the backend. You also 

have to integrate each of those services into your application 

by writing multiple lines of code. However, as the number of 

application features grow, your code and release process 

becomes more complex and managing the backend requires 

more time.  

 Amplify provisions and manages backends for your 

mobile applications. You just select the capabilities you need 

such as authentication, analytics, or offline data sync and 

Amplify will automatically provision and manage the AWS 

service that powers each of the capabilities. You can then 

integrate those capabilities into your application through the 

Amplify libraries and UI components. 

XI. GAME TECH 

A. Amazon GameLift: 

Amazon GameLift is a managed service for deploying, 

operating, and scaling dedicated game servers for session-

based multiplayer games. Amazon GameLift makes it easy to 

manage server infrastructure, scale capacity to lower latency 

and cost, match players into available game sessions, and 

defend from distributed denial-of-service (DDoS) attacks. 

You pay for the compute resources and bandwidth your 

games actually use, without monthly or annual contracts.  

B. Amazon Lumberyard: 

Amazon Lumberyard is a free, cross-platform, 3D game 

engine for you to create the highest-quality games, connect 

your games to the vast compute and storage of the AWS 

Cloud, and engage fans on Twitch. By starting game projects 

with Lumberyard, you can spend more of your time creating 

great gameplay and building communities of fans, and less 

time on the undifferentiated heavy lifting of building a game 

engine and managing server infrastructure. 

XII. QUANTUM TECHNOLOGIES 

A. Amazon Braket: 

Amazon Braket is a fully managed quantum computing 

service that helps researchers and developers get started with 

the technology to accelerate research and discovery. Amazon 

Braket provides a development environment for you to 

explore and build quantum algorithms, test them on quantum 

circuit simulators, and run them on different quantum 

hardware technologies.  

 Quantum computing has the potential to solve 

computational problems that are beyond the reach of classical 

computers by harnessing the laws of quantum mechanics to 

process information in new ways. This approach to 

computing could transform areas such as chemical 

engineering, material science, drug discovery, financial 

portfolio optimization, and machine learning. But defining 

those problems and programming quantum computers to 

solve them requires new skills, which are difficult to acquire 

without easy access to quantum computing hardware.  

 Amazon Braket overcomes these challenges so you 

can explore quantum computing. With Amazon Braket you 

can design and build your own quantum algorithms from 

scratch or choose from a set of prebuilt algorithms. Once you 

have built your algorithm, Amazon Braket provides a choice 

of simulators to test, troubleshoot and run your algorithms. 

When you are ready, you can run your algorithm on your 

choice of different quantum computers, including quantum 

annealers from D-Wave, and gate-based computers from 

Rigetti and IonQ. With Amazon Braket you can now evaluate 

the potential of quantum computing for your organization, 

and build expertise. 

XIII. ROBOTICS 

A. AWS RoboMaker: 

AWS RoboMaker is a service that makes it easy to develop, 

test, and deploy intelligent robotics applications at scale. 

RoboMaker extends the most widely used open-source 

robotics software framework, Robot Operating System 

(ROS), with connectivity to cloud services. This includes 

AWS machine learning services, monitoring services, and 

analytics services that enable a robot to stream data, navigate, 

communicate, comprehend, and learn. RoboMaker provides 

a robotics development environment for application 

development, a robotics simulation service to accelerate 

application testing, and a robotics fleet management service 

for remote application deployment, update, and management. 

 Robots are machines that sense, compute, and take 

action. Robots need instructions to accomplish tasks, and 

these instructions come in the form of applications that 

developers code to determine how the robot will behave. 

Receiving and processing sensor data, controlling actuators 

for movement, and performing a specific task are all 

functions that are typically automated by these intelligent 

robotics applications. Intelligent robots are being 
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increasingly used in warehouses to distribute inventory, in 

homes to carry out tedious housework, and in retail stores to 

provide customer service. Robotics applications use machine 

learning in order to perform more complex tasks like 

recognizing an object or face, having a conversation with a 

person, following a spoken command, or navigating 

autonomously. Until now, developing, testing, and deploying 

intelligent robotics applications was difficult and time 

consuming. Building intelligent robotics functionality using 

machine learning is complex and requires specialized skills. 

Setting up a development environment can take each 

developer days and building a realistic simulation system to 

test an application can take months due to the underlying 

infrastructure needed. Once an application has been 

developed and tested, a developer needs to build a 

deployment system to deploy the application into the robot 

and later update the application while the robot is in use.  

 AWS RoboMaker provides you with the tools to 

make building intelligent robotics applications more 

accessible, a fully managed simulation service for quick and 

easy testing, and a deployment service for lifecycle 

management. AWS RoboMaker removes the heavy lifting 

from each step of robotics development so you can focus on 

creating innovative robotics applications. 

XIV. SATELLITE 

A. AWS Ground Station: 

AWS Ground Station is a fully managed service that lets you 

control satellite communications, downlink and process 

satellite data, and scale your satellite operations quickly, 

easily and cost-effectively without having to worry about 

building or managing your own ground station infrastructure. 

Satellites are used for a wide variety of use cases, including 

weather forecasting, surface imaging, communications, and 

video broadcasts. Ground stations are at the core of global 

satellite networks, which are facilities that provide 

communications between the ground and the satellites by 

using antennas to receive data and control systems to send 

radio signals to command and control the satellite. Today, 

you must either build your own ground stations and antennas, 

or obtain long-term leases with ground station providers, 

often in multiple countries to provide enough opportunities to 

contact the satellites as they orbit the globe. Once all this data 

is downloaded, you need servers, storage, and networking in 

close proximity to the antennas to process, store, and 

transport the data from the satellites.  

 AWS Ground Station eliminates these problems by 

delivering a global Ground Station as a Service. We provide 

direct access to AWS services and the AWS Global 

Infrastructure including our low-latency global fiber network 

right where your data is downloaded into our AWS Ground 

Station. This enables you to easily control satellite 

communications, quickly ingest and process your satellite 

data, and rapidly integrate that data with your applications 

and other services running in the AWS Cloud. For example, 

you can use Amazon S3 to store the downloaded data, 

Amazon Kinesis Data Streams for managing data ingestion 

from satellites, SageMaker for building custom machine 

learning applications that apply to your data sets, and 

Amazon EC2 to command and download data from satellites. 

AWS Ground Station can help you save up to 80% on the cost 

of your ground station operations by allowing you to pay only 

for the actual antenna time used, and relying on our global 

footprint of ground stations to download data when and where 

you need it, instead of building and operating your own global 

ground station infrastructure. There are no long-term 

commitments, and you gain the ability to rapidly scale your 

satellite communications on-demand when your business 

needs it. 

XV. NEXT STEPS 

Reinvent how you work with IT by signing up for the AWS 

Free Tier, which enables you to gain hands-on experience 

with a broad selection of AWS products and services. Within 

the AWS Free Tier, you can test workloads and run 

applications to learn more and build the right solution for 

your organization. You can also contact AWS Sales and 

Business Development.  

 By signing up for AWS, you have access to 

Amazon’s cloud computing services. Note: The sign-up 

process requires a credit card, which will not be charged until 

you start using services. There are no long-term commitments 

and you can stop using AWS at any time.  

 To help familiarize you with AWS, view these short 

videos that cover topics like creating an account, launching a 

virtual server, storing media and more. Learn about the 

breadth and depth of AWS on our general AWS Channel and 

AWS Online Tech Talks. Get hands on experience from our 

self-paced labs. 

XVI. CONCLUSION 

AWS provides building blocks that you can assemble quickly 

to support virtually any workload. With AWS, you’ll find a 

complete set of highly available services that are designed to 

work together to build sophisticated scalable applications.  

 You have access to highly durable storage, low-cost 

compute, high-performance databases, management tools, 

and more. All this is available without up-front cost, and you 

pay for only what you use. These services help organizations 

move faster, lower IT costs, and scale. AWS is trusted by the 

largest enterprises and the hottest start-ups to power a wide 

variety of workloads, including web and mobile applications, 

game development, data processing and warehousing, 

storage, archive, and many others. 
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