IJSRD - International Journal for Scientific Research & Development| Vol. 9, Issue 6, 2021 | ISSN (online): 2321-0613

High Throughput and Avalanched AES Encryption Method using
Modified S-Box Architecture

Archana Senpuriya! Prof. Divyanshu Rao?
M. Tech. Scholar 2Assistant Professor
L2Department of Electronics and Communication Engineering
L2SRIT, Jabalpur, MP, India

Abstract— The significance of the security problems is
greater in current data networks than in earlier systems
because users are provided with the way to accomplish very
critical operations like banking transfer and sharing of
confidential business data, which require very high levels of
protection. Weak security architectures allow successful
eavesdropping (unauthorised attack), message tampering and
modification attacks to occur, with huge consequences for
end companies, users and other departments. The Advance
Encryption standard (AES) block encryption present at the
core of the f8 data hiding algorithm and also the f9 data
reconstructing algorithm for Universal data
Telecommunications System networks. The design aim is to
enhance the data conversion rate means the throughput to an
appropriate value hence the design can be used as a
cryptographic sub-processor in very high speedy network
uses. The work is to design an optimised solution for secure
datar communication AES is the standard encryption
technique but proposed work is more optimised solution for
the same when the chip area and encryption time considers as
design parameters. Thesis work describe a new method for
the Sbox-8 AES substitution and Key gen approach.
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. INTRODUCTION

AES is a symmetric block cipher Bl. This means that it uses
the same key for both encryption and decryption. However,
AES is quite different from DES in a number of ways. The
algorithm Rijndael allows for a variety of block and key sizes
and not just the 64 and 56 bits of DES’ block and key sizel®l.
The block and key can in fact be chosen independently from
128, 160, 192, 224, 256 bits and need not be the same.
However, the AES standard states that the algorithm can only
accept a block size of 128 bits and a choice of three keys -
128, 192, 256 bits. Depending on which version is used, the
name of the standard is modified to AES-128, AES-192 or
AES- 256 respectively. As well as these differences AES
differs from DES in that it is not a Feistel structure (%I, Recall
that in a Feistel structure, half of the data block is used to
modify the other half of the data block and then the halves are

swapped. In this case the entire data block is processed in
parallel during each round using substitutions and
permutations ™. A number of AES parameters depend on the
key length. For example, if the key size used is 128 then the
number of rounds is 10 whereas it is 12 and 14 for 192 and
256 bits respectively. At present the most common key size
likely to be used is the 128-bit key 4, This description of
the AES algorithm therefore describes this particular
implementation M, Rijndael B! was designed to have the
following characteristics: Resistance against all known
attacks °l. Speed and code compactness on a wide range of
platforms 1. Design Simplicity I,

Il. PROPOSED METHODOLOGY

Cryptographic technology is a necessary way to make sure
information security, and is the key to data safety. In all kinds
of cryptographic algorithms, Advanced Encryption Standard
Algorithm (AES) is highly preferred as it offers very high
security, flexibility, efficiency, convenient usage, and good
performance [4]. The AES algorithm is a symmetric Key
block encryption that can cipher, and decipher, (decrypt),
information. Encryption converts data to an unintelligible
(puzzled) form called Ciphered-text. Decryption of the
ciphered-text retrieves the data back into its original form,
which is called plaintext (i.e. original data). The AES
algorithm can use cryptographic keys of 128, 192 and 256 bits
to encrypt and decrypt data in the blocks of bits [7]. AES
encryption is specified as a number of repetitions of alteration
rounds that convert the input plaintext into the final output of
ciphered-text [5]. Each round consists of different processing
steps, including one that depends on the cipher key. A set of
reverse rounds are applied to AES use design principle known
as a Substitution permutation network [5]. Though its
predecessor, DES does not use a Feistel network. AES
operates on a 4x4 array of bytes called state which is a matrix
form. The algorithm consists of performing four isolated
simple operations. These operations names as: Sub Bytes,
Shift Rows, Mix Columns and Add Round Key [5]. AES
operates on a 4x4 array of bytes (“state”). The method
consists of performing 4 different operations [5].
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Fig. 1: The AES Encryption Flow

As discuss above AES requires lots of computation 0000_0010 | 0111 0111
in four modules (Substitution block, shift rows, mix columns
&Add round Key) of nine Full and one Sub-round. But it can
be easily observed that Optimization in Area and speed
possible only with block Key-Generator and S-Box only.
Thesis works on new optimized S-box though Key-Generator
technique remains unchanged. Table-1 below shows the input
and output of AES S8-Box, and the clear and complete
observation gives the clue for the optimization in AES.

All rights reserved by www.ijsrd.com

Substitution Box S-Box-8

INPUT OUTPUT 1111 1110 | 0111_0001
0000_0000 | 1111 1111 1111 1111 | 1111 0000
0000 0001 | 0111 1100 Table 1: Substitution Box 8 contains
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Fig. 2: Area optimization in AES module using proposed S8-Box Design

Table-1 shows the relation between input and output
for s8 box (f8). Observation from table was that as for small
size S-box (2-5 bit), memory-based S-box is better area
optimized and for bigger S box (more than 5 bit)
Combinational architecture is better area optimized.
Proposed work is a combination of memory and
combinational architecture. The table show is relation
between input and output for 8-bit S-box, here thesis
proposed architecture divided the total range 0-255 into 16

sub-ranges (0-15,16-31,32-47,48-63,64-79,80-97,96-
111,112-127,128-143,144 159, 160-175,176-191, 192-
207,208-223,224-239, 240-255) isolation shown by orange
lines. For each sub-range, upper four MSB of output
(separated by red line) are generated using 4 input K-map and
lower four LSB of output are generated using Memory
architecture. Figure 2 above shows the architecture of
proposed work which reflects the idea behind the new logic
for architecture as explain above. As the proposed work uses
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the S8-box explained above, and as proposed s8box is area
and time efficient and as very much known S8-box use in
AES one round about six time (i.e., one time in substitution,
four times in Mix coulombs, one time in round key
generation), and total nine full rounds require 9x6 = 36 time
use of s8-box and 2 times in sub-round which makes total 38
times use of s8-box in single plaintext to cipher-text
generation. So, If proposed S8-box is optimized in terms of

area and speed the Full AES is also optimized as S8-box gets
in use 38 times.

I1l. RESULTS

Figure 3 below show the RTL entry hierarchy for proposed
AES, It may be seen that the S-Box is the at the lowest level
of the hierarchy, hence the optimisation in S-box will make
major overall optimizations.

Toptest
Top KeyGen
Roundl Round2 |~ - Roundd Sbox1 CShox2 | -~ "7 777 Shox40
> Sftrow
Shox2 | 777 Shoxl6
Shoxl Shox2 | 777 Shoxle
Sttrow MixCol
e A\ 4
Mulz-1 Mulz-z | — T MulZ-16 Mul3-1 Muld-z | — 77T Mul3-16

Fig. 3: RTL- Entry Hierarchy for overall Design

Figure 4 below is the synthesize summary of overall
complete integrated design, generated using Xilinx-ISE 12.2
version. It shows the area report, Synthesis Summary of Full

AES and it can be seen that proposed Full AES need only
6528 slice of Vertex xc4vix20c FPGA.
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Project File: top.ise Parser Errors: No Errars
Module Name: top Implementation State:
Target Device: | xcSix330-2F1760 +Errors:
Product Version: €122 +Warnings:
Design Goak: Balanced * Routing Results:
Design Strategy: | Yiin Default (unlocked) + Timing Constraints:
Environment: | System Settings * Final Timing Score:
Device Utiization Summary (estimated values) . H
Logic Utilization Used Available Utilization
Number of Sice LUTs 6528 27360 3%
Number of fuly used LUTF parrs 0 6528 0%
Number of bonded 108s 1664 1200 138%
Fig. 4: Synthesis Summary of Full AES
S8hox IEEE 2020 and our work has less logical time delay as

Total | 7.741ns (5.970ns logic, 1.771ns route)
Shifter
Total | 4.781ns (4.468ns logic, 0.313ns route)
Mix column
Total | 6.436ns (4.800ns logic, 1.636ns route)
Sub Round
Total | 8.359ns (6.136ns logic, 2.223ns route)
Round
Total | 9.465ns (6.627ns logic, 2.838ns route)
Key scheduler
Total | 45.090ns (21.966ns logic, 23.124ns route)
Full AES Design
Total | 27.410ns (8.394ns logic, 19.016ns route)
Table 2: Timing Results

Table 2 above shows the timing results generated for
different modules of proposed design synthesized with the
help of Xilinx 12.2 EDA. The logical time is the actual
propagation delay while the route time can vary in different
FPGA also it can be optimised with the help of place and
route technique if provided by EDA tool.
Full AES design

[1] K. Kumar, IEEE, 2020

General . FU!IY
AES _ Fu!l;_/ p_|peI|n|ng
OUR - pipelining | with 10 sub

without inelini
ipelining AES pipelining

P AES
Logical | 8.394 | 1,1.50970 | 11.6867 11.1890 ns

Delay ns ns ns

Table 3: Full AES design comparative Results-I
Table-3 above shows the comparative results our
proposed design with base paper [1] which was published in

compare to them.

Full AES design
K. Kumar | S.Chen | A. Sideris
etal [1] etal [2] etal [3]
OLR IEEE IEEE PACET
2020 2019 2019
No. Of
LUT 6528 6352 8896 7865
Max 220 347.6 202
frequency | MHz MHz MHz 341 Mhz

Table 4: Full AES design comparative Results-11
Table-4 above shows the comparative results our
proposed design with base paper [1] [2] &[3] which was
published in IEEE-2020, IEEE-2019 and PACET-2019
respectively and our work has less number of slice as
compare to them.

One Round of AES design
R. V. Kshirsagar et al [4]
OUR IEEE 2012
No. Of slice 1197 1853
Max 150.89
frequency MHz 140.390 MHz

Table 5: AES one round design comparative Results
Table-5 above shows the comparative results our
proposed design with base paper [4] which was published in
IEEE 2012 and our work has a smaller number of slices and
requires less time delay as compare to them.

IV. CONCLUSION

An optimised and compact hardware design of the AES
algorithm has been described in this thesis work, as well as
with the results of its implementation in FPGA technology.
These proposed S8-box method might be use to design high

All rights reserved by www.ijsrd.com 167



High Throughput and Avalanched AES Encryption Method using Modified S-Box Architecture
(IJSRD/Vol. 9/Issue 06/2021/038)

performance compact implementations of Feistel-like block
ciphers (AES, IDEA etc.). Not only does this proposal
achieve a high performance, but is one of the most cost-
efficient designs in terms of area. It can be concluded as
discuss that S8-box is an important requirement in AES
cipher generation and it get use 38 times for generating 64-bit
cipher-text from plaintext. proposed S8-box 7.741 ns time
delay and only 64 slices, which is less as compare to all
existing works.
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