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Abstract— Every packet on the internet represents a traffic, 

and in addition to normal traffic, there are many abnormal 

traffic, and the abnormal traffic may bring huge security risks 

to the security and the normal use of the network. Therefore, 

timely detection and processing of the abnormal network 

traffic is of great significance for ensuring the network 

security. At present, all kinds of research foundations for the 

abnormal network traffic are based on "Flow" which is the 

main basis for the network data traffic monitoring and the 

security judgment. The "Flow" is defined as an access request 

packet from the source access device to the target access 

device. This one-way propagated data packets can be 

uniquely identified and determined by the address and the 

port number of the source device and the target device. 

Because Hadoop allows the users to perform efficient, 

reliable, and scalable distributed program development 

without any foundation, therefore, this paper proposes to 

monitor the abnormal traffic of the cloud computing platform 

based on Hadoop, which can also solve many network data 

storage and anomaly monitoring problems. 
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I. INTRODUCTION 

In this paper, we define abnormal network traffic as             

the traffic cause by malicious purpose including the traffic by 

DoS/DDoS, Internet worm and scanning. 

 Although large-scale anti-DoS (Dneial of Service) 

and anti-DDoS (Distributed Dneial of Service) technologies 

are relatively mature, for example, Tencent Cloud computing 

and Alibaba Cloud computing all provide DOS and DDOS 

traffic protection and traffic cleaning services, the traffic 

analysis and the abnormal traffic detection for small-scale 

network systems are still worthy of study. By monitoring the 

traffic characteristics in the communication and the packet 

characteristics of the abnormal attacks, this paper analyzes 

and proposes the corresponding abnormal traffic monitoring 

model and designs the related algorithm, so that the proposed 

model and the algorithm can be used to monitor abnormal 

traffic based on a cloud computing platform, which ensures 

that the network communication is normal and secure. 

 At present, the abnormal internet traffic detection 

has become an important field of the network security 

research, and the abnormal traffic poses a huge security risk 

to the network, which threatens everyone's information 

security and the normal network usage, undermining the 

integrity, confidentiality, availability, control-ability, non-

repudiation of the information security, and monitoring. The 

abnormal internet traffic has become a important area of the 

network security research. This paper mainly analyzes and 

attempts to propose an abnormal traffic monitoring 

algorithm, according to the existing research foundation, a 

multi-dimensional abnormal traffic analysis index can be 

built by the entropy value and the DFN value of the packet 

unit. Using the existing mapreduce solutions to the program, 

calculate the abnormal traffic analysis indicators, implement 

map reduce based anomaly traffic monitoring algorithm, and 

design and implement a Hadoop-based anomaly traffic 

detection system. 

 The three functional modules of the NetFlow 

acquisition server, the cloud computing platform and the 

NetFlow analysis server work together to form a cloud 

computing platform-based abnormal traffic detection system. 

Although an abnormal traffic monitoring algorithm based on 

the mapreduce is proposed and theoretically analyzed, it is 

effective. However, how to use the proposed algorithm to 

implement the abnormal traffic detection based on the real 

large-scale cloud computing platform, the proposed methods 

and the monitoring system still need to be perfected. 

II. ABNORMAL TRAFFIC ANALYSIS BASIS  

1) Abnormal Traffic Definitions and Characteristics The 

specific traffic to the abnormal traffic may affect the 

network security through the following ways: (1) 

abnormal operation, through some illegal; (2) spamming, 

abusing data packets, purposefully causing network 

congestion, affecting the network performance; (3) 

abnormal user behavior. The data packets and the traffic 

generated by the above behaviors can be called as the 

abnormal traffic. Therefore, the simplest definition of the 

abnormal traffic is the traffic caused by the abnormal 

users operating in an abnormal state.  

2) Causes Analysis of the Abnormal Traffic 1) Operational 

errors. Some abnormal traffic in the network system is 

caused by the errors of the device itself or human errors. 

2) Abnormal network abuse. Another most common 

traffic anomaly is an exception that is maliciously 

triggered by the user, which is often referred to as a 

network abuse exception. The ultimate goal is to disrupt 

the network and prevent the network from providing 

services. 3) Non-normal user operations. The reason why 

a small amount of the abnormal traffic is generated is 

actually nonmalicious, but it is also harmful to the 

network. For example, some operations in the process of 

using the network do not conform to the usage rules of 

the usual network, and thus the performance degradation 

is caused. These operations are often reflected in 

breaking the smooth network state and causing the 

abnormal changes in traffic. To this end, the network 

managers often need to specially pay attention to such 

changes, corresponding network capacity planning, and 

router cache space configuration. 

3) Traffic Characteristics Generally, a field in the header 

field of a data packet is defined as a traffic characteristic, 

source address, destination address, source port, 

destination port, protocol type, and so on, which 

determines the basic information of a data packet can be 

defined. For the traffic characteristics, it also helps us 
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analyze and detect the traffic. At present, the detection 

and the research of the traffic characteristics shows that 

most of the traffic follows a rule that IP or data flow 

exists in Ziff's law. The abstract expression of the Ziff's 

law is that the occurrence frequency of a thing is about 

one of the frequency rankings of the first frequency. For 

example, the second appearance frequency is about 1/2 

of the first. Corresponding to the network traffic, it is can 

be clearly seen that a small portion of the traffic can 

account for the vast majority of the total traffic. 

III. ABNORMAL TRAFFIC IDENTIFICATION ALGORITHM  

A. Detection Index of Abnormal Traffic  

In order to better perform the abnormal traffic detection, it is 

need to add a distinct feature number (abbreviation: DFN) 

that is different from the packet element entropy. The value 

of the DFN indicates the number of the inconsistent features 

in the traffic sample. For example, if the destination port 

number needs to be analyzed as a traffic characteristic, the 

DFN value of the destination port number in a traffic data 

sample is different in the traffic data sample, that is the 

destination port numbers. Through the DFN of the traffic data 

sample, it can be directly felt whether the network traffic is 

abnormal, and it is very feasible and intuitive to introduce the 

DFN into an abnormal traffic monitoring indicator, because 

most of the studies and the cases show that if there is 

abnormal traffic in the network, there will be large-scale 

identical feature data in the attack time. The package appears 

high frequency. If a network suffers from a DoS attack, the 

network must be flooded with a large number of same source 

addresses, and the destination address is also a garbage packet 

of the same address.  

B. Abnormal Traffic Monitoring Algorithm  

1) MapReduce-based calculation methods and models. 

Commonly used in programming models for the big data 

parallel computing-MapReduce, its main idea source and 

mapping and simplification, and combined into 

MapReduce, which enables the programmers to 

understand and complete the development of a parallel 

program in a short time and completely unaware of the 

parallel development, and let the programs can run well 

in the distributed system entropy. In general, MapReduce 

splits a large task into several small tasks and then runs 

in parallel. Although there is no change in nature, the 

tasks of different scales operate differently, and the users 

can decide how to split and assign tasks according to 

their needs, as shown in Fig.  

 
Fig. 1: MapReduce splitting and assigning tasks 

 The mapreduce splits the input data set into the 

several different task blocks, and the map operation focuses 

on allowing the system to execute tasks concurrently. Of 

course, it is not need to understand the internal structure and 

the logic of file splitting, and it is only need to formulate the 

split mode that meets the needs or use the partition defined by 

Hadoop, which greatly reduces the workload and technical 

threshold. 

2) The mapreduce-based anomaly detection algorithm. 

Based on the above work basis, it can design a 

multidimensional abnormal traffic analysis indicator for 

detecting the abnormal traffic behavior. By detecting, 

calculating, and analyzing this indicator, it can determine 

whether there is abnormal traffic and locate the abnormal 

traffic. Because the mapreduce computing model already 

has a mature implementation of the analysis indicators 

and the calculation models, it is only necessary to simply 

use and write the corresponding mapreduce programs to 

achieve the purpose of the monitoring abnormal traffic.  

C. Detection Index of Abnormal Traffic  

In order to better perform the abnormal traffic detection, it is 

need to add a distinct feature number (abbreviation: DFN) 

that is different from the packet element entropy. The value 

of the DFN indicates the number of the inconsistent features 

in the traffic sample. For example, if the destination port 

number needs to be analyzed as a traffic characteristic, the 

DFN value of the destination port number in a traffic data 

sample is different in the traffic data sample, that is the 

destination port numbers. Through the DFN of the traffic data 

sample, it can be directly felt whether the network traffic is 

abnormal, and it is very feasible and intuitive to introduce the 

DFN into an abnormal traffic monitoring indicator, because 

most of the studies and the cases show that if there is 

abnormal traffic in the network, there will be large-scale 

identical feature data in the attack time. The package appears 

high frequency. If a network suffers from a DoS attack, the 

network must be flooded with a large number of same source 

addresses, and the destination address is also a garbage packet 

of the same address.  

D. Abnormal Traffic Monitoring Algorithm  

1) MapReduce-based calculation methods and models. 

Commonly used in programming models for the big data 

parallel computing-MapReduce, its main idea source and 

mapping and simplification, and combined into 

MapReduce, which enables the programmers to 

understand and complete the development of a parallel 

program in a short time and completely unaware of the 

parallel development, and let the programs can run well 

in the distributed system entropy. In general, MapReduce 

splits a large task into several small tasks and then runs 

in parallel. Although there is no change in nature, the 

tasks of different scales operate differently, and the users 

can decide how to split and assign tasks according to 

their needs, as shown in Fig. 1. Figure 1. MapReduce 

splitting and assigning tasks The mapreduce splits the 

input data set into the several different task blocks, and 

the map operation focuses on allowing the system to 

execute tasks concurrently. Of course, it is not need to 

understand the internal structure and the logic of file 

splitting, and it is only need to formulate the split mode 

that meets the needs or use the partition defined by 

Hadoop, which greatly reduces the workload and 

technical threshold. 
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2) The mapreduce-based anomaly detection algorithm. 

Based on the above work basis, it can design a 

multidimensional abnormal traffic analysis indicator for 

detecting the abnormal traffic behavior. By detecting, 

calculating, and analyzing this indicator, it can determine 

whether there is abnormal traffic and locate the abnormal 

traffic. Because the mapreduce computing model already 

has a mature implementation of the analysis indicators 

and the calculation models, it is only necessary to simply 

use and write the corresponding mapreduce programs to 

achieve the purpose of the monitoring abnormal traffic.  

IV. LITERATURE SURVEY 

Existing techniques utilize different forms of algorithms to 

detect and determine attack levels within the cloud. HTTP-

DoS and XML-Dos attacks are known to lead to exhaustion 

of resources . Cloud-based intrusion detection techniques are 

an improved version of traditional intrusion detection system. 

The first section of this paper discusses various traditional 

intrusion detection techniques that are as well applied in the 

cloud. The second section will show cloud-specific intrusion 

detection techniques.   

 Cui et al. [2] proposed an abnormal detection system 

using the local feature extraction. In their technique, 

foreground object in the traffic scene is detected and 

morphological operations are performed and the velocity of 

the object is estimated for object classification. Finally, 

cascade classifier is used for identifying the anomalies. Since 

local features are efficient in identifying the abnormal 

vehicles, overlapping between vehicles may still affect the 

detected region's shape and noise. 

 Deepika et al. [3] proposed anomaly detection 

framework using optical flow-based frequent pattern mining 

(OFFPM). In addition, with spatial and direction features, 

temporal features are also determined from the video 

sequence. Frequent pattern mining is used to find the regular 

patterns and the patterns that diverge from the already trained 

pattern are detected as anomalies. The structure of roads is 

varying for different scene and it may unable to adopt and 

learn the patterns effectively. 

 Ranjith et al. [4] utilised the density-based clustering 

technique which uses spatio-temporal features for detecting 

anomaly events in TVS. In this method, parameters such as 

epsilon (eps) and a minimum number of points (minpts) play 

a vital role for efficient abnormal detection. Clustering 

accuracy differs for varying datasets which in turn reduces its 

effectiveness. 

 Song et al. [5] proposed the hierarchical motion 

pattern mining for classifying the vehicle motion as normal 

or abnormal. Here the optical flow technique is used for 

detecting the motion of the vehicle. Two-level motion pattern 

mining approach is proposed for effective anomaly detection. 

In Level 1, latent Dirichlet allocation (LDA) modelled 

activities are represented as visual words based on spatial 

location, direction and moving speed. In Level 2, traffic states 

are discovered based on the activity distribution of vehicles 

calculated by Level 1. This method lacks the ability to make 

correction while splitting and merging of clusters. 

 Kumar and Vaidehi [6] proposed a lossy count-

based sequential temporal pattern (LC-STP) mining approach 

which uses spatial and temporal symbols for location and 

time information. Spatio-temporal information along the 

direction of moving objects is determined using optical flow 

techniques and the normal events are examined to form a 

temporal pattern and events that deviate from these patterns 

are identified as anomalies. However, the foreground 

estimation-based abnormal detection may suffer from high 

computation. 

 Hanlin et al. [7] proposed anomaly detection system 

using the sparse optical flow. In their technique, the 

efficiency of optical flow computation is improved by using 

foreground masking. Since the sparse features unable to learn 

the unexpected features efficiently, the authors extract the 

vehicle motion by obtaining aggregated histogram of optical 

flow. 

 Tian and Snoussi [8] utilised the histogram of 

optical flow orientation as an image descriptor along with 

non-linear classification method for detecting anomalies in a 

traffic video scene. The non-linear one-class support vector 

machine (SVM) is used to study the normal pattern from the 

training video and detect abnormal events in the testing 

frame. Although SVM performs well, still there is a difficulty 

in identifying the normal and abnormal events. 

 Yannick et al. [9] used low-level features for event 

modelling and abnormal event detection. In the first phase, 

the co-occurrence matrix is obtained using the spatio-

temporal attributes of normal events. In the second phase, 

these matrices are used by Markov random field to examine 

the activity of upcoming data. 

 Hawook et al. [10] proposed an LDA with Gaussion 

mixture model (GMM) for analysing the traffic pattern for 

detecting anomalies in the traffic scene. The corner points of 

the foreground objects are estimated and tracked using 

Kanade–Lucas–Tomasi. LDA is used to analyse the frequent 

occurrence of each vehicle which is taken as a feature to train 

the model. In addition, hidden Markov mode is used to find 

abnormal activities by using the temporal transition of the 

scene state. 

 Sangmin et al. [11] proposed the spatio-temporal 

discriminator to determine whether the given video sequences 

are in normal or abnormal. The network is trained in an 

adversarial way by effectively encoding the spatio-temporal 

features of normal data. The deviation from the trained 

sequence is identified as abnormal using the GAN detectors. 

While it seems to be effective, learning based on ConvLSTM 

is computationally expensive for a large number of temporal 

contextual information.  

 Hasan et al. [12] applied the deep autoencoder to 

learn the spatio-temporal cuboids using histograms of 

oriented gradients and histograms of optical flows. Further, 

reconstruction error is calculated to identify the abnormalities 

in traffic video.performance cost. 

V. PROPOSED SYSTEM 

In this proposed research work to design and implement a 

system that can  analyzes and attempts to propose an 

abnormal traffic monitoring algorithm, according to the 

existing research foundation, a multi-dimensional abnormal 

traffic analysis index can be built by the entropy value and 

the DFN value of the packet unit. Using the existing 
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mapreduce solutions to the program, calculate the abnormal 

traffic analysis indicators, implement mapreducebased 

anomaly traffic monitoring algorithm, and design and 

implement a Hadoop-based anomaly traffic detection 

system.The three functional modules of the NetFlow 

acquisition server, the cloud computing platform and the 

NetFlow analysis server work together to form a cloud 

computing platform-based abnormal traffic detection 

system.implemented and distributed, without including Guest 

OS, it can be implemented in short time and use resource 

economically though, one can virtualize and distribute with 

Linux Operating System 

VI. CONCLUSION 

At present, the abnormal internet traffic detection has become 

an important field of the network security research, and the 

abnormal traffic poses a huge security risk to the network, 

which threatens everyone's information security and the 

normal network usage, undermining the integrity, 

confidentiality, availability, control-ability, non-repudiation 

of the information security, and monitoring. The abnormal 

internet traffic has become an important area of the network 

security research. This paper mainly analyzes and attempts to 

propose an abnormal traffic monitoring algorithm, according 

to the existing research foundation, a multi-dimensional 

abnormal traffic analysis index can be built by the entropy 

value and the DFN value of the packet unit. Using the existing 

mapreduce solutions to the program, calculate the abnormal 

traffic analysis indicators, implement mapreduce-based 

anomaly traffic monitoring algorithm, and design and 

implement a Hadoop-based anomaly traffic detection system. 

 The three functional modules of the NetFlow 

acquisition server, the cloud computing platform and the 

NetFlow analysis server work together to form a cloud 

computing platform-based abnormal traffic detection system. 

Although an abnormal traffic monitoring algorithm based on 

the mapreduce is proposed and theoretically analyzed, it is 

effective. However, how to use the proposed algorithm to 

implement the abnormal traffic detection based on the real 

large-scale cloud computing platform, the proposed methods 

and the monitoring system still need to be perfected. 
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