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Abstract— The “Internet of Things” describes a vision where 

objects become part of the Internet: where every object is 

uniquely identified, and accessible to the network, its position 

and status known, where services and intelligence are added 

to the expanded Internet, fusing the digital and physical 

world, ultimately impacting on our professional, personal, 

and social environments. In this paper, the complete design 

and implementation concepts of WSN have been applied to 

industrial parameters monitoring wherein environmental 

parameters are measured in remote locations and made 

available to the end users by making use of IPv6 technology 

for constrained devices. 
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I. INTRODUCTION 

Wireless sensor networks are widely deployed in many areas 

such as military, mining, healthcare, agriculture etc. This 

WSN consists of many small, low power, intelligent sensor 

nodes (motes) and one or more base stations. WSN networks 

generally operate in areas to which man does not have access. 

The distinguishing factor of WSNs is that they operate 

unattended over a period. These features have led to the 

success of the WSNs in real-world deployment. WSNs are 

typically made of resource-constrained devices that are low-

cost, low-power and low-bitrates supporting short-range 

communications. 

The Wireless Sensor Networks also present several 

challenges a few of which are listed below- 

 Restricted resources: Due to limited resources, the 

software components to be deployed in the motes should 

be lightweight. In addition, since it is anticipated that a 

WSN will execute multiple applications concurrently, it 

is very likely that performance requirements of all the 

running applications cannot be simultaneously satisfied. 

Therefore, it is necessary to provide mechanisms to 

optimize resource allocation and smartly trade the QoS 

of various applications against each other. 

 Network dynamics: As an ad hoc network, a WSN may 

exhibit a highly dynamic topology due to mobility, 

communication failures or node failures. Programming 

paradigms and middleware should support the robust 

operation of WSN s despite these dynamics by adapting 

to the changing network environment. 

 The scale of deployments: As stated before, a WSN is 

thought to consist of hundreds or thousands of nodes. In 

this sense, cluster-based architectures promote a more 

efficient use of resources in controlling large dynamic 

networks. 

 Data-centric: With the large population of sensor nodes, 

it may be impractical to pay attention to each individual 

node. Applications will focus on what data is desired 

rather than on individual sensor nodes. For example, 

users would be more interested in querying which area(s) 

has(have) a temperature higher than 30°C, or what the 

average temperature is in the southeast quadrant, rather 

than the temperature at sensor number 57. 

 Collection and processing of sensed data: Most WSN 

applications involve nodes that contain redundant data 

and are located in a specific local region. This opens up 

the possibility of in-network aggregation of data from 

different sources, eliminating redundancy and 

minimizing the number of transmissions to the sink. This 

saves considerable energy and resources, given that 

communication costs are much higher than computation 

costs. 

 Towards realizing the broader vision of the Internet 

of Things (IoT), various standards are emerging which 

provide end-to-end connectivity between resource-

constrained devices. The “Internet of Things” describes a 

vision where objects become part of the Internet: where every 

object is uniquely identified, and accessible to the network, 

its position and status known, where services and intelligence 

are added to this expanded Internet, fusing the digital and 

physical world, ultimately impacting on our professional, 

personal and social environments. 

 In the project, the concepts of WSN have been 

applied to industrial monitoring wherein environmental 

parameters are measured in remote locations and made 

available to the end users. This allows the users to analyze the 

parameters and determine the condition of the environmental 

and initiate steps if necessary.  

 The Contiki OS, which is a lightweight operating 

system with support for dynamic loading and replacement of 

individual programs and services, has been utilized. The 

project aims to help the industrial environmental parameters 

to embrace technology to minimize and optimize their 

experience of industrial work. The remainder of this paper is 

organized as follows: Section 2 focuses on the problem 

architecture. CoAP based prototype implementation is 

explained in Section 3. Finally, section 4 presents the 

conclusions and future work.  

II. THE PROBLEM ARCHITECTURE   

The concept of industrial monitoring has been around for 

some time now. The majority of applications of pollution 

monitoring systems are in industries. The control of the 

parameters which causes pollution and deteriorates the 

industrial and natural environment pattern is a great challenge 

and has received interest from industries especially in 

Petrochemical industries, Papermaking industries, Water 

treatment industries and Sugar manufacturing industries.  

 The main objective of our project is to design an 

efficient and robust system to control the parameters causing 

pollution and to minimize the effect of these parameters 

without affecting the plant or natural environment. The 

proposed methodology is to model a system to read and 

monitor pollution parameters and to inform pollution control 
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authorities when any of these factors goes higher than 

industry standards.  

 A mechanism using GSM and LabVIEW is 

introduced in this proposed methodology, which will 

automatically monitor when there is a disturbance affecting 

the system. The system is implemented using LabVIEW 

software. The system investigates the level of pH in industry 

effluents, level of CO gas released during industry process 

and temperature of the machinery. With the design of GSM, 

the signals can be effectively transferred and the actions in 

these cases can still be made accurate and effective. Thus, 

through this project, we try to prove that control of pollution 

can be computed, and the data can be transferred online. 

III. COAP BASED PROTOTYPE IMPLEMENTATION 

CoAP is a Web-oriented protocol adopting major features of 

HTTP. The central ones are the resource abstraction, 

RESTful interaction, and extensible header options. These 

features allowed the Web to evolve from a simple document 

retrieval mechanism (‘World- Wide Web’) to a rich 

application platform (‘Web 2.0’). Being a successful, widely 

used IETF standard, HTTP allows us to combine different 

resources or services with very little scripting effort in so-

called ‘mashups.’ This interoperability is the key enabler in 

what is known as the ‘Web of Things’ initiative to push HTTP 

down to the device level. HTTP over TCP, however, has a 

one-to-one communication model without any push 

notifications and is rather heavyweight for constrained 

devices. 

 
Fig. 1: Resource consumption comparison between HTTP 

and CoAP 

 To overcome the above constraint, CoAP enables 

size-optimization and reliable datagram communication. On 

the one hand, it offers URIs (e.g., coap://vs0.inf.ethz.ch/), the 

RESTful methods GET, POST, PUT, and DELETE, and 

extensions through header options that can be defined 

independently. On the other hand, CoAP uses UDP, which is 

lighter than TCP, and moreover allows for efficient IP 

multicast. Group communication is a significant requirement 

for the Internet of Things. To make up for the unreliability of 

UDP, CoAP defines transactions with retransmissions. 

Native push notifications for event are supported with the 

publish/subscribe pattern to observe resource changes. 

Finally, a resource discovery mechanism is provided, which 

also provides for resource descriptions. 

 The Multi-Sensor System [6] for industrial pollution 

monitoring allows for the integration of the different sensors 

like temperature, sound sensor, air pollution sensor, water 

pollution monitoring sensors and many more. The system 

uses Zigbee communication to meet the low power 

requirements of the deployment scenario. For resolving the 

problem of the manual analytical method adopted in 

industrial pollution detection with lack of real-time data, a 

novel type of remote quality measuring and monitoring 

System based on WSN [6] is implemented, where the sensor 

nodes in the system enter the sleep mode when it does not 

collect the data to reduce the power consumption. 

 
Fig. 2: The format of CoAP Message 

 As compared to some of the earlier works, we use 

emerging open internet protocols such as 6LoWPAN and 

CoAP, with open-source tools and low-cost sensors for real-

time monitoring of water quality and effluents. The real-time 

monitoring using Internet-based approach enables better 

integration of the WSN into existing internet and giving 

dynamic control based on the monitored data as compared to 

traditional methods. The prototype of industrial pollution 

monitoring system was deployed at Institute research lab 

where 6LoWPAN/Ethernet where IPv6 connectivity is 

available. 

 
Fig. 3: Cooja Simulation Parameters 

 The sensor parameters can be monitored using any 

CoAP client. Figure 1 shows CoAP client copper plugin in 

Mozilla web browser displaying the 200 OK, which is a 

successful response received for a GET request for sensor. An 

alert message is also displayed on CoAP browser when the 

value of any of the parameters does not lie in the permissible 

range. 

 The browser displays individual icons for each 

request method like GET, POST, PUT and DELETE. The 

panel on the left showing the expanded list of resources for 

the DISCOVER request. 

 
Fig. 4: Industrial Sensor data at CoAP application 

 The complete simulation environment is rebuilt 

using constrained embedded devices that runs on the STM32 

microcontroller and includes drivers for the BLE module 

(SPBTLE-RF) and SPIRIT1-based sub-1 GHz RF 

communication modules (SPSGRF-868 or SPSGRF-915); 

the software also comes with binary firmware ready for 

wireless sensor nodes. 

 The STM32 ODE function packs leverage the 

modularity and interoperability of STM32 Nucleo and X-



An Energy Efficient Routing Approach for Industrial IoT Networks 

 (IJSRD/Vol. 9/Issue 05/2021/006) 

 

 All rights reserved by www.ijsrd.com 21 

NUCLEO boards with STM32Cube and X-CUBE software, 

to create functional examples representing some of the most 

common use cases in each sphere of application. These 

software function packs are designed to fully exploit the 

underlying STM32 ODE hardware and software components 

to best satisfy the final application requirements. 

 
Fig. 5: STM based Industrial 6LoWPAN Network 

IV. CONCLUSION WITH FUTURE WORK  

The number of devices that will connect to the Future Internet 

is increasing exponentially. The 6LoWPAN adaptation layer 

enables the assignment of IPv6 addresses to low-power 

wireless devices making them reachable from any other node 

on the internet. In this report, CoAP open application layer 

protocol utilized for real-time monitoring of IP-enabled 

industrial sensors network is observed. 

 Future work includes the field deployment of CoAP-

based pollution monitoring sensors network and its 

connectivity to the IPv6 backbone for real-time monitoring 

over the internet. This project can be used in industries 

architecture where even minute details of environmental 

parameters are important and have to be accounted to yield 

desired output. Industrial monitoring provides employees 

with a wealth of information to improve decision making and 

enhance the inherent quality of farm products. 

 
Fig. 5: Energy consumption comparison between CoAP and 

MQTT 

 Further, more industrial sensors such as 

environmental temperature, harmful gas and noise effects can 

be used to improve efficiency. In addition to monitoring, 

motes can be connected to actuators in order to affect 

environmental parameters in response to a particular 

condition. 

 The concept of the Internet of Things (IoT) can be 

implemented for a smarter world. Internet of Things is the 

advanced connectivity of devices, systems and services that 

go beyond the traditional machine-to-machine and covers a 

variety of protocols, domains, and applications. The next 

generation of Internet applications using IPV6 would be able 

to communicate with devices attached to virtually all human-

made objects because of the extremely large address space of 

the IPV6 protocol. This system would, therefore, be able to 

scale to many objects envisaged. A person’s ability to interact 

with objects could be altered remotely based on immediate or 

present needs, in accordance with end-user agreements. Such 

technology could enable much more powerful control of 

content creators and owners over their creations by better-

applying copyright restrictions and digital restrictions 

management, so a customer buying a Blu-ray disc containing 

a movie could choose to pay a high price and be able to watch 

the movie for a whole year, pay a moderate price and have 

the right to watch the movie for a week, or pay a low fee every 

time she or he watches the movie. 
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