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Abstract— Home protection is a important problem for 

human beings dwelling now no longer best in towns however 

additionally in city and rural areas. Now with the 

development withinside the Internet of Things (IoT), it is 

viable to display your property from everywhere withinside 

the world. This Masters thesis offers with designing the 

Home Electronic Security System the use of ESP32 as a main 

controller of the entire design. In the theoretical a part of the 

thesis, first fundamentals of the Electronic Security System 

and the Internet of Things (IoT) are discussed. After that 

paintings of a few researchers from the beyond couple of 

years in this discipline is summarized. A contrast with 

distinctive commercially available merchandise is made. In 

the realistic a part of the thesis, a prototype of the residence 

is made, and distinctive sensors related with ESP8266 are set 

up at the viable locations of the residence to guard from an 

intruder. MQTT protocol, Ubidots IoT platform for statistics 

visualization, and for manipulate of gadget both from internet 

and phone are used. IFTTT on-line provider is used for 

notification and statistics garage on Google sheets. 

Keywords: Electronic Security System, MQTT, Internet of 

Things (IoT), ESP32, ESP8266 

I. INTRODUCTION 

Security” is one of the critical matters for human beings. 

Human from the historic time exercise the diverse approach 

to be stable with the aid of using own circle of relatives factor 

of view and also individually. Like historic Humans used to 

hold the canine with them or burn the hearthplace. Today 

withinside the generation of science, there are numerous 

strategies we use to defend our house, and one of the 

maximum used strategies is the lock. We use the mechanical 

locks in the front of the doors. And we've got the keys to 

unlock. But these days only locking the door isn't always 

enough because the intruders without problems spoil the door 

lock and input the house. So the digital safety device is one 

of the solution. The digital safety and hearthplace alarm 

industry’s splendid records dates back to the mid-1850s 

whilst pioneers led with the aid of using John Gamewell and 

Edwin Holmes converted innovations into commercial 

enterprise that included assets and existence as never 

imagined. The first electro-magnetic alarm device withinside 

the international turned into patented on 21 June 1853 

withinside the call of a person known as Augustus Russell 

Pope, an inventor from Sommerville in Boston. After that, 

Edwin Holmes received Pope’s patent rights in 1857 and 

synthetic the tool in his manufacturing unit in Boston, 

Massachusetts. He started out to promote them in 1858 . John 

Nelson Gamewell noticed the Channing and Farmer 

hearthplace alarm device, identified its value, and in 1855 

bought the rights to assemble the hearthplace alarm. In 1859 

he bought all the patents and released his profession 

withinside the Fire Alarm Telegraph area dedicated his whole 

commercial enterprise existence to its creation and 

improvement . So like this, the digital safety structures has a 

protracted records. Today net era has revolutionized safety 

structures communications and tracking capabilities. With 

the appearance of virtual conversation withinside the 1970’s, 

principal station signaling sooner or later took a chief 

evolutionary step toward the era we apprehend today. That 

era maintains to advance, with wi-fi communications now 

joined with the aid of using IP connectivity. Any structures 

that offer its owner/person with an affordable diploma of 

safety towards one or extra actual or imagined dangers, 

threats, or nuisances may be defined as a “safety” device. An 

digital safety device is one wherein the structures’ 

movements are closely depending on digital circuitry like 

keypad door locks, burglar alarms, etc. Today’s present day 

digital safety circuits and structures use exceptional wi-fi 

communications to manipulate the gadgets remotely. It 

includes computerized structures contains sensors, actuators, 

and controllers to beautify the protection and safety of the 

residents. But maximum of the available structures aren't 

appropriate for lots customers because of non-person-

pleasant interface, renovation difficulty, and excessive cost. 

II. LITERATURE REVIEW AND RELATED WORK: 

In this section, preceding paintings with the aid of using a few 

researchers is supplied. After the inception of the Internet of 

Things (IoT), Smart Homes (SHs) had been broadly general 

with the aid of using the human beings because of its 

blessings like comfort, Security of the Homes and because of 

this, there may be an boom withinside the marketplace sales 

of the Smart Home [1]. For resolving the above problems, 

many researchers proposed and designed the Smart Home 

protection gadget. In [1], the creator proposed a low fee and 

minimal delay, superior IoT primarily based totally domestic 

protection gadget. They used the Raspberry Pie as a prime 

computational device, Pyroelectric Infrared (PIR) module, 

and Webcam. The gadget assumes an internet connection and 

additionally e-mail the resident real-time facts. The gadget 

compares the formerly saved facts and new facts, and if it's 

far different, then it sends the e-mail. Webcam and PIR sensor 

come across any suspicious pastime while the consumer is 

now no longer at domestic and sends the indicators and 

captured photographs to Raspberry Pie, and then it sends the 

captured photographs to the proprietor thru e-mail. In [2], the 

writer used Raspberry Pie, IP Web-digital digicam and Fog 

Computing for restricting the delay for the duration of 

sending the alert message and growing the safety level. The 

webcam captures stay video and coupled with the registered 

pattern. If the pattern is mismatched, then an e-mail alert is 

despatched to the proprietor. In [10], the writer designed a 

fee-powerful clever door the use of Reed Switch, Elegoo 

Mega 2560 microcontroller, Raspberry Pi 2 board for 

speaking with the webserver that makes use of RESTful API. 

RF transmitter is attached with the Elegoo board and receiver 

with Raspberry Pi 2. When the reed transfer is opened, the 
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Raspberry Pie sends HTTP POST request to the webserver, 

which pushes the data so that the consumer perspectives the 

door occasions from the evolved Android application. In [11], 

the writer proposed a Smart and stable Home Automation 

gadget the use of Raspberry Pi three as Central Hub, Arduino 

-nano board for diverse nodes across the residence, NRF24L 

trans-receiver for verbal exchange with sensor nodes and 

critical hub. In the critical hub, the writer used Debian 

primarily based totally OS runs on Eclipse Smart Home with 

Java Virtual Machine (JVM). Nodes senses the facts and 

sends it to a critical hub thru NRF24L than it sends the facts 

to the MQTT channel wherein MQTT binding alternatives it. 

Then, an alert message is displayed at the internet browser 

and Smartphone. Their gadget also can speak with Z-Wave, 

ZigBee, Smart TVs, etc. the facts this is acquired is stored and 

plotted the use of the SQL database. This facts is monitored 

for a while after which predicts the future. On every transfer, 

electricity intake is monitored and in comparison with the 

saved fee and claim theta whether or not an equipment is 

ingesting extra energy or now no longer. They used the PIR 

sensor, MQ5 for smoke detection, DHT22 for temperature 

and humidity, LDR for light, and Reed Switch for door. In 

[3], the writer proposed a voice-managed multifunctional 

Secure domestic the use of Voice Recognition Module V3, 

RF Module, Arduino Uno, Raspberry Pi Model B+, DHT11 

sensor for temperature and humidity and PIR sensor for 

movement 10 detection. RF transmitter is attached to the 

Arduino Uno board and receiver to Raspberry Pi board. Once 

the consumer speaks out the voice command, it's far 

identified with the aid of using the Voice Recognition module 

and command encoded into precise decimal fee. This fee is 

transmitted to the receiver. The receiver module is attached 

to all of the sensors used withinside the gadget. It will decode 

the acquired fee and execute the corresponding operation. 

The receiver aspect is attached to the internet, and all of the 

facts is received is despatched to the cloud and saved 

withinside the shape of Google sheets. In [12], the writer 

proposed a low fee and multifunctional Smart House 

prototype the use of Arduino Uno, TMP temperature sensor, 

Pyroelectric infrared (PIR) movement sensor, and servo 

motors. Their prototype ambitions to manipulate the 

doorways and home windows with the aid of using the use of 

servo motors, and additionally flip the lighting on/off, 

measuring temperature and power with the aid of using the 

use of Arduino Uno and controlling them with the aid of using 

using the cellular interface. They created the cellular interface 

with the assist of the MIT App Inventor. The proposed fee in 

their prototype, which includes components, is a hundred 

pounds. For controlling remotely, in [13], the writer used the 

Adafruit IO and MQTT Dash cellular Application. They 

acquire the notification on Mobile thru IFTTT, and they also 

can command the home equipment the use of Google Voice 

Assistant. The used NodeMCU as the principle controller 

because it sends the amassed facts to the MQTT server and 

responds to the instructions given with the aid of using the 

consumer from the server to the gadget such as ON/OFF 

switching. Users can screen the facts at the server. RFID is 

used to manage the door relay. In [4], the writer used a loose 

Blynk Application and server. Arduino as the principle 

controller and for speaking wirelessly, ESP8266, and Wi-Fi. 

The creator used the Reed Sensor module to screen the fame 

and a buzzer for sounding the alarm. In [5], the writer 

designed Home protection and tracking gadget the use of 

Arduinonano and Node MCU 8266 as main controller. The 

different peripheries are RFID reader, numerical code to open 

the door, PIR sensor, DHT22 sensor for temperature and 

humidity sensing, rain sensor, hearthplace sensor and LDR 

sensor to screen the lighting. For coming into the residence 

consumer should punch the RFID card to the cardboard 

reader, and if the tag is general, then the consumer enters the 

numerical code. If the code is incorrect, then the buzzer will 

alarm and sends the e-mail notification to the proprietor’s e-

mail ID. If hearthplace, rain, shifting item is detected, the 

proprietor gets the notification at the phone as consistent with 

respective set up sensors. Author used Blynk application. In 

[6], the writer carried out a Door Security gadget the use of 

ESP32 as the principle controller, PIR sensor to come across 

the movement close to the door, Magnetic sensor, and MQTT 

cloud as verbal exchange protocol among phone and door 

lock gadget. contact sensor is likewise Implemented at the 

door deal with to apprehend the human hand. If the door is 

opened with the aid of using the pressure than the alarm will 

ring and sends the notification to the proprietor. In [7], the 

writer used ESP32 improvement board and for the use of 

digital digicam module, Arducam ESP32 UNO board is used 

which comes withinside the form of fashionable Arduino 

UNO R3 board however rather of ATmega328P 

microcontroller, it has ESP-WROOM-32. Their prototype 

acquire keeps video, show on SPI TFT module and transmit 

to the receiving end. In [14], the writer used ESP32, ESP8266 

and CoAP protocol to put into effect the clever domestic 

automation which includes protection and eleven dimension 

of temperature. CoAP server is used to replace the facts on 

cloud and having access to over local network. Many wi-fi 

requirements may be used for the Smart Security systems like 

ZigBee, Bluetooth Low Energy (BLE), LoRa [15], Z wave, 

Wi-Fi [1], [13], [4], [6], NB-IoT, etc. In [15], the writer 

mentioned LoRa technology, which is appropriate for low 

energy intake, long-range, low fee, much less delay, and long 

battery lifetime. The creator additionally mentioned the 

MQTT protocol, and with these, the writer were given 

promising results. Above stated literature additionally 

consists of a few literature discussing each domestic 

automation and domestic protection. So in Table 1, a contrast 

is supplied at the functions and used protocols withinside the 

literature centered especially on Home protection. 
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Security 

system 

Indoor 

Control 

Outdoor 

control 

Wireless 

interface 
Controller Implementation Smartphone Webbased MQTT 

Tanwar, et 

al.[1] 
√  Wi-Fi 

Raspberry 

Pie 
√    

Khanum, et 

al.[2] 
√ √ Wi-Fi 

Raspberry 

Pie 
√  √  

Sai Vineeth, et 

al.[3] 
√  Wi-Fi 

Raspberry 

Pie 
√    

Anitha, et 

al.[4] 
√ √ Wi-Fi Arduino √ √ √  

Taryudi, et 

al.[5] 
√ √ Wi-Fi 

Arduinonano & 

NodeMCU 

8266 

√ √ √  

Andreas, et 

al.[6] 
√ √ Wi-Fi ESP32 √ √ √ √ 

Rai et.al.[7]   Wi-Fi 

ESP32 & 

Arducam 

ESP32 UNO 

√    

Designed 

Prototype 
√ √ Wi-Fi 

ESP32 & 

ESP8266 
√ √ √ √ 

III. CONCLUSION  

As we have visible in literature phase that masses of labor 

were executed withinside the discipline of Home Security 

however but there are something which isn't touched. In any 

of the safety gadget there need to be coordination amongst all 

of the gadget for proper functioning. Security is the difficulty 

which is wanted withinside the time of emergency, for this 

reason the gadget need to be linked with folks that ought to 

assist withinside the time of emergency. A lot of labor has 

executed on this discipline and lots of extra is needed to make 

the refuge of person secure from any fraudulent or any mis-

happening 
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