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Abstract— Transaction fraud imposes serious threats to e-

commerce shopping. As the online transaction is becoming 

more well known the types of online transaction frauds 

associated with this are likewise rising which affects the 

money related industry. This fraud detection system has the 

ability to restrict and hinder the transaction performed by the 

attacker from a genuine user's credit card details. To 

overcome these problems, this system here is developed for 

the transactions higher than the customer's current 

transaction limit. During registration, we take the required 

data which is efficient to detect fraudulent user action. The 

details of items purchased by any Individual transaction are 

generally not known to any Fraud Detection System (FDS) 

running at the bank that issues credit cards to the 

cardholders. BLA (Behavior and Location Analysis) is 

implemented for addressing this problem. A FDS runs at a 

credit card giving bank. Each approaching transaction is 

submitted to the FDS for verification. FDS receives the card 

details and transaction value to verify, whether the 

transaction is genuine or not. The types of products that are 

purchased in that transaction are not known to the FDS. The 

bank declines the transaction if FDS affirms the transaction 

to be a fraud. User spending patterns and geographical area 

is used to verify the identity. In the event that any surprising 

pattern is detected, the system requires re-verification. 

Based on previous information of that user, the system 

recognizes uncommon patterns in the payment procedure. 

After 3 invalid attempts, the system will hinder the user. 

Keywords: Credit card fraud detection, fraud detection 

techniques, E-commerce, geographical area 

I. INTRODUCTION 

Information mining involves the use of complicated 

information investigation instruments to discover previously 

obscure, substantial patterns and relationships among large 

informational indexes. These apparatuses can include 

mathematical calculations, factual models, and machine 

learning methods, (for example, Neural Networks or 

Decision Trees). Consequently, information mining 

comprises more than the collection and management of 

information, it likewise includes investigation and 

prediction. Information mining can be performed on 

information represented in textual, quantitative or 

multimedia structures 

Information mining applications can use a range of 

parameters to observe the information. This includes an 

affiliation, characterization, sequence or way examination, 

clustering, and forecasting. When utilizing typical measures, 

detection of credit card fraud is a dubious errand. Therefore, 

the development of the credit card fraud detection model has 

become a lot of significant, whether in the academic, 

association, or business network recently. Proposed models 

or existing models are generally insights driven or Artificial 

Intelligent-based (AI), which have the theoretical 

advantages in not forcing counterfeit suspicions on the 

information variables [1]. 

Credit Cardholders have numerous beneficiary 

schemes to hold interest-free balances for just about two 

months with "grace-period". Suitable data on fraudulent 

activities is strategic to the financial business. Banks have 

huge databases. The extraction of significant business data 

should be possible from these information stores. Datastores 

have some patterns into clusters that are normal to the 

information. The concept of fraud detection has been laid on 

Information mining techniques, which include affiliation 

rules, clustering, and order. The chief purpose of research on 

fraud detection has been focused on pattern coordinating in 

which irregular patterns are identified from the typical ones. 

The prevalence of online shopping is developing step by 

step on high pace. These days, Credit card is the most 

mainstream mode of payment (59%), Germany and Great 

Britain have the largest number of online shoppers. For the 

most part, Retailers like Wal-Mart handle a lot larger 

number of credit card transactions online just as regular 

purchases [2]. There are numerous choices for taking care of 

credit card payments on the Internet, as the processing of 

credit card transactions is generally independent of the type 

of e-commerce exchange. While a huge segment of e-

commerce would comprise of credit card purchases, like 

regular or often. It is more significant for businesses and 

associations that rely upon on income from e-commerce to 

realize the alternatives available just as costs linked with 

credit card transaction processing on the Internet. Nobody 

has any clue about the transaction being processed are 

whether a fraudulent transaction or legitimate which has 

passed the prevention mechanisms.  

Therefore, the objective of the fraud detection 

system is to pre-determine every transaction for the chance 

of being fraudulent regardless of the prevention mechanisms 

and to categorize transactions as fraudulent ones as early as 

possible after the fraudster has begun to submit a fraudulent 

transaction. Credit card fraud detection is a tremendous 

errand yet in addition trendy problem to solve. Numerous 

fraud detection systems estimate the transactions and 

generate a doubt score (generally a likelihood between 0 and 

1) which demonstrates the chances of that transaction to be 

fraudulent. Computational procedures of these scores are 

applicable to the techniques used to construct the model(s) 

in the fraud detection systems. These corresponding scores 

are used with a predefined threshold value to differentiate 

between fraudulent transactions from the legitimate ones 

easily [3]. 

Presentation of new technologies, for example, 

telephone, automated teller machines (ATMs) and credit 

card systems have enlarged the measure of fraud misfortune 
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for some banks. Breaking down whether each transaction 

being processed is legitimate or not is very expensive is 

another undertaking to determine transaction genuinely. 

Further, on the off chance that we check them in all 

transactions and affirm whether a transaction was done by a 

client or a fraudster by calling all cardholders is cost 

prohibitive. Fraud prevention via programmed fraud 

detections mechanism can be applied where the well-known 

arrangement methods can be identified, where pattern 

recognition systems have key capacities. One can learn from 

fraud that happened previously and categorize new 

transactions easily. Recently, perhaps the most frequently 

used technique is Neural Networks in the credit card 

business. 

Credit Card Fraud Detection space presents a 

number of challenging issues for information mining also: 

 There is large number of credit card transactions 

processed each day. The mining of such massive 

measures of information requires profoundly efficient 

techniques that scale information efficiently  

 Highly skewed-information 

 Each transaction record has a different dollar sum and 

there is a chance of variable potential misfortune 

II. THE FRAUD DETECTION PROBLEM 

The problem of detecting fraudulent transactions happens 

after they have been focused on fraud prevention methods 

and relevant processes. There is an immense literature on a 

wide range of security methods to take care of transactions 

from unauthorized use or exposure of their private/secure 

data and consequent valuable resources. In any case, 

fraudsters discover a mode through which numerous clever 

means of circumventing countless prevention techniques. 

On the other side, numerous transaction media, for example, 

ATM, bank cards, or debit cards, require the use of pins, 

passwords, and in some cases "biometrics" to authenticate 

the legitimate owner. Credit cards create intriguing 

problems since generally no pin is required for their use; just 

the name, expiration date, and the record number is 

required. Famous means of criminally executing with credit 

cards is by stealing someone's identity and in some cases, 

creating a new fake identity. Therefore, fraudulent electronic 

transactions (E-transaction) with credit card are the key 

problem. Credit cards need not be necessarily truly 

obtainable to execute and over the internet, they can be used 

to fraudulently execute web better and heavier losses for 

banks and their customers whenever got by fraudsters. The 

chief idea in fraud detection is that fraud might be detected 

by seeing huge deviation from the "ordinary behavior" of a 

customer's record. That is the reason; behavior of a record 

would thus be able to be used to protect that account. 

Currently, banks have come to realize that a fused, 

worldwide methodology is required to detect fraud, 

including the periodic offering to each other of data about 

assaults. 

A. Why the Online Transaction Fraud does take place? 

It is rather obvious that the growth of the E-Commerce 

industry, along with the increase in payment methods like 

cards, online payment solutions is directly linked to the 

increase in frauds. 

According to the report, e-commerce fraud 

numbers have grown rapidly over the last few years making 

online frauds twice the rate of e-commerce sales. The 

chargeback rate is increasing near to 20% each year. The 

number of online shopping frauds registered with the 

National Consumer Helpline has jumped nearly six times 

from 977 cases in FY17 to 5,620 cases in FY20 till 

November 2019, taking the total count of cases since FY17 

to 13,993. 

Needless to say, e-commerce places are flooding 

with various reasons for fraud to take place. Here are some 

of them: 

 The remote working scenario can help increase sales and 

distribution fraud. 

 Counterfeit and damaged products can be put in 

distribution to meet the increased demand. 

 Third-party vendors and resale and their conflict of 

interest. 

 Tampering with inventory management. 

 Cyber fraud 

 Hiring unethical employees / hiring employees without 

doing a proper background check. 

B. Types of Online Transaction Fraud 

1) Identity theft 

When an impostor obtains and uses personally identifiable 

and financial information of another person then it is called 

Identity theft or identity fraud. This is the form of illegal 

impersonating. It is the unauthorized use of personal and 

financial data. 

2) Clean fraud 

Clean fraud is done with the stolen credit card from a 

genuine user and is used to make an online purchase. 

Information of the stolen card and card holder’s is used to 

commit this fraud which looks like a particular purchase 

made by verified and genuine customers. 

3) Phishing 

Personal information of a genuine user like user id, card 

number, password, other credit card information is collected 

via a fraudulent SMS or an email and used to make an 

online purchase illegally or without the owner’s knowledge 

is known as Phishing. 

4) Triangulation fraud 

In this type of fraud, the fraudster creates a fake online shop 

offering goods/ products at cheap prices. These web shops 

are used to collect credit card data from the customers who 

visit the site. 

III. LITERATURE REVIEW OVERVIEW ON CREDIT CARD 

Credit card frequently used as a necessary mode of 

payments in the present society. People used credit card for 

a range of reason, for example, getting credit office, loan, 

easy payment, charge card. There are some controversial 

issues that have been addressed not just in terms of the 

numbers of credit flooding the country's economy, however 

the sum transactions that end up with payment default and 

the numbers of credit card fraud as been recorded which 

endangered the economy ought to be seriously focusing [5]. 
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But since of the advances and changing behavior in buying 

activities has considerably contributed to the dissemination 

of credit card as becoming more noteworthy and applicable 

in keeping up the buying activities. Based on the judgment, 

it is stated that there is positive connection between usage 

rate and income. The way that was frequently stated, a large 

portion of the card issuers ordinarily allowance a higher 

credit limit among the higher income gathering. In 

conclusion, it was stated that higher income clients are the 

primary targets for the credit card issuers. Massive purchase 

permits people not to convey money and is useful in Internet 

purchases and rental collateral. In any case, the emergency 

is that it is improper on religious grounds because there will 

be an interest payments made when the extraordinary 

balance isn't repay in full. In the card issuer's perspective, 

numerous problems occurred. Industry is developing and 

this research would be helpful for the banks offering the 

credit cards to concentrate on quite a few factors that 

pressurize the credit card holders in picking their preferred 

credit cards. 

The Internet and the equivocalness associated with 

card not present (CNP) transactions current unique fraud 

management challenges. Authentication of the cardholder is 

an essential requirement in overseeing fraud on the Internet. 

There are no normally accepted arrangements. As a result, 

credit card fraud on the Internet is altogether greater than in 

the physical, or even, phone environments [6]. Information 

mining contributed towards fraud detection. Information 

mining has different categories through which different 

operations has been performed. Information Mining can be 

for the most part classified into the accompanying 

categories: 

1) Association rule mining which uncovers interesting 

affiliation patterns among a large set of information 

items by indicating attribute-value circumstances that 

happen together regularly. Market basket investigation is 

a great example wherein dissecting buying propensities 

for customers by discovering relationship between 

different items in customers' "shopping baskets." 

2) Classification and prediction is the process of identifying 

a set of common features and models that to explain and 

recognize classes or concepts. Models are used to guess 

the class of objects whose class label is obscure. For 

example, Bank which may group an advance application 

as either a fraud or a potential business utilizing models 

based on uniqueness of the candidate. A huge number of 

order models have been developed for predicting future 

trends of financial exchange indices and foreign 

exchange rates (FRI). 

3) Clustering investigation segments a massive set of 

information into subsets or clusters. In this, each cluster 

is a collection of information objects that are like one 

another inside the same cluster yet not at all like objects 

in other clusters. Moreover, objects are clustered based 

on the principle of augmenting the intra-class 

resemblance while limiting the inter-class comparability. 

For example, clustering techniques can be used to 

recognize stable dependencies for chance management 

just as investment management 

4) Sequential pattern and time-series digging searches for 

patterns where one value leads to another later value. 

Example, after the swelling rate increases, the financial 

exchange is likely to go down. 

IV. PROBLEM STATEMENT 

Anomaly detection systems bring normal transaction to be 

trained and use techniques to determine novel frauds. 

Conversely, a misuse fraud detection system uses the 

labeled transaction as normal or fraud transaction to be 

trained in the database history. So, this misuse detection 

system entails a system of supervised learning and anomaly 

detection system a system of unsupervised learning. 

Fraudsters masquerade the normal behavior of customers 

and the fraud patterns are changing rapidly so the fraud 

detection system needs to constantly learn and update. and 

false merchant sites). 

V. EXISTING SYSTEMS 

A. Hidden Markov Model  

HMM can also be embedded in online fraud detection 

systems which receive transaction details and verify whether 

it is normal or fraudulent. If the system confirms the 

transaction to be malicious, an alarm is raised and related 

bank rejects that transaction. The responding cardholder 

may then be informed about possible card misuse 

B. Artificial Immune System  

Three AIS algorithms were implemented and their 

performance was standardized against a logistic regression 

model. Their three chosen algorithms were the unmodified 

negative selection Algorithm, the modified negative 

selection algorithm and the Clonal selection algorithm. They 

proposed the Distance Value Metric for calculating distance 

between records. This metric is based on the probability of 

data occurrence in the training set. Where the detection rate 

increased, but the number of false alarms and missed frauds 

remained.  

C. Naïve Bayes System 

Naïve Bayes is used in fraud detection credit cards because 

Naïve Bayes is a classification with probability and 

statistical methods. Naïve Bayes is very fast and quite high 

inaccuracy in real-world conditions neural network on fraud 

detection credit cards uses genetic algorithms to determine 

the number of hidden layer architectures on neural networks 

[6] with genetic algorithm, the genetic algorithm produces 

the most optimal number of hidden layers [7]. Fraud 

detection on credit cards also uses random forest [8]. 

Random forest uses a combination of each good tree and 

then combined into one model. Random Forest relies on a 

random vector value with the same distribution on all trees 

where each decision tree has a maximum depth. 

VI. PROPOSED SYSTEM 

This system here is developed for the transactions higher 

than the customer’s current transaction limit. User spending 

patterns and geographical location is used to verify the 

identity. If any unusual pattern is detected, the system 

requires re-verification. Based upon previous data of that 
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user, the system recognizes unusual patterns in the payment 

procedure. 

A. Module description and implementation 

 
Fig. 1: Modules and interaction 

1. Admin  

a. Login  

b. Add/View Products  

2. User  

a. Registration  

b. Login  

c. View product  

d. Buy product 

1) Admin 

a) Login: Admin need to login using valid login 

credentials in order to access the system. 

 
Fig. 2: Login Facility for admin 

b) Add / View Products: Admin can add new product 

with its details into the system. 

 
Fig. 3: Modification Facility for admin 

2) User: 

a) Registration: Here, user first need to registration 

themselves with details to access the system. 

 
Fig. 4: User registration facility 

b) Login: After a successful registration, user then 

need to login into the system by inputting their 

credentials into the system. 

 
Fig. 5: User Login Facility 

c) View Products: User can view multiple products 

with its details. Interested users can purchase a 

product via online transaction. 

 
Fig. 6: Product list screen 

d) Buy a Product: User can select payment mode to 

perform your checkout. 

 
Fig. 7: User Payment process screen 
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B. Using IP Geo-location against Credit Card Fraud 

Many e-commerce businesses cater to an international 

customer base. While that's a good thing for generating 

revenue, this fact is countered by another: Scammers can 

target almost any company from anywhere in the world 

while keeping their anonymity. In many cases, merchants 

fail to identify the actual location of a threat actor because 

they only rely on the information, which may be fake, 

provided on credit card records. As a result, merchants 

discover a crime only after it has been committed. In most 

cases, they only get wind of incidents due to client 

complaints — getting billed for purchases they never made. 

Should transactions prove fraudulent; merchants have no 

choice but to refund the card user, thus incurring a loss. 

Fortunately, fraud monitoring techniques such as IP geo-

location can help detect unlawful transactions as they 

happen. For example, geodata can be used to confirm if the 

details of a purchase made from a certain country 

correspond to other known banking and invoicing records. 

In turn, suspicious variations can be flagged and 

investigated — at least for just enough time to verify the 

good faith of the person executing a transaction. 

 
Fig. 8: Ordering with Geo Location facility confirmation 

VII. ALGORITHM AND FLOWCHART 

 
Fig. 9: Flowchart of the system 

Algorithm 

The algorithm is as follows: 

Step 1: START 

Step 2: Program initialization 

Step 3: User login 

Step 4: Product purchasing 

Step 5: Verifying card transaction limit 

Step 6: If card limit > user limit  

Step 7: security questions  

Step 8: if fraud detected then sends location IP, OTP and 

username to cardholder 

Step 8.1: FDS  blocks transaction 

Step 8.2: STOP 

VIII. CONCLUSION 

In these proposed system we analyzed and detect the fraud 

in online credit-card transactions in real time. Also the 

algorithm implements a multi-layered approach for security 

based on the amount of the transaction. It classifies the 

transactions according to the spending limits of the customer 

which helps in detecting whether the current transaction is 

genuine or not. However, we preferred geographical 

location in this experiment as it is efficient in detecting 

credit card fraud. The experimental results reveal that the 

proposed application is useful and can be used in real-world 

systems. 

IX. FUTURE WORK 

In Future studies, it is expected to be able to use other 

algorithms or deep learning for fraud detection in e-

commerce. We have studied the problem of credit card fraud 

in E-commerce applications. We explored different 

approaches to solve the problem. The knowledge of 

different approaches can improve the scope of protecting E-

commerce applications. 
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