IJSRD - International Journal for Scientific Research & Development| Vol. 9, Issue 2, 2021 | ISSN (online): 2321-0613

A Fast and Reliable Real-Time Storage Interface Using File System
Watcher

Mohit Shetty? Parth Mehta? Talha Shaikh® Maitry Dave* Ms. Vaishali Rane®
1234student *Guide
12345Department of Computer Engineering
12345Thakur Polytechnic, Kandivali, Mumbai, Maharashtra, India

Abstract— Storing, retrieving and manipulating data is one of
the most common operation performed by on a normal
computer system or a server machine. Data can be stored in
different formats such as plain text, binary or custom formats
(e.g. JSON, XML, HTML) and in different storages such as
main memory (RAM), physical memory (a file system that
interfaces a hard drive or any other physical storage) or on
some cloud storage. The fastest way to access data on an
average computer system would be to access it from its
processors’ registers or dedicated cache memory, but this
might not always be possible and such storages generally
have a limited capacity. The next fastest way to access data is
the main memory of a system. The average time needed to
access the memory can vary from 0.5ns (90% of the time) to
10ns (10% of the time) Y. However, the data stored in the
main memory is temporary and is lost as the power supply
gets disconnected. The next option, which is present in most
systems is to use a file system that would ensure that the data
is permanently stored but the time needed to access it would
be comparatively longer. In order to create a fast and reliable
storage interface, we’ll need to combine the positive points of
both the main memory (fastest access time) and file storage
system (reliability), with the help of a common file system
watcher that keeps track of all the interfaces and this paper
exactly discusses a concept based on this idea on an abstract
level. The main memory shall be used to access the data and
the file system to reliable store it. Whenever the data gets
updated on the file system, the file system watcher shall
notify all the relevant interfaces and update the main memory.
The same notification(s) can then be used to make the storage
interface real-time.
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I. INTRODUCTION

A. What is a storage interface?

A storage interface can be anything that interfaces a given set
of storage(s) or storage interfaces(s) or storage system(s) in
order to logically provide a convenient way to provide
programmers an abstracted and convenient way to store,
manipulate and access data. The storage interface can then be
used while either developing programs or a server that could
require this concept to create custom storage designs. At
minimum, a storage interface should define a way to store and
retrieve data. The storage interface described in this paper
interfaces mainly two types of storages — the file system and
the main memory.

B. What does this paper mean by the terms fast, reliable and
real-time (storage interface)?

A fast storage interface is a one that can return the data stored
in the memory, in the shortest time possible. A reliable
storage interface is a storage interface that makes sure that the
data that is once successfully stored, doesn’t get lost in case
of sudden power loss or any other circumstance and restarting
the system would resume things for all the connected reliable
components as normal. A real-time storage interface is an
interface that is capable of notifying its listeners in case of
any change in data.

C. How does the File System Watcher API help?

The File System Watcher API helps by notifying the custom
file system watcher of syncing the file system with the main
memory and making the interface real-time is played by the
File System Watcher API. Whenever there is a change in the
file that is being interfaced by an interface, the file system
watcher will notify (all the) interface(s) that interface that file
in response to which the interface would first update the main
memory that it has interfaced and then re-send the notification
to all its listeners (that the data has been updated), either
locally or via network, which could then either retrieve the
newly updated data or simply just ignore the request based on
its own state.

Il1. DESIGN OVERVIEW AND FUNCTIONING
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Fig. 1: Design Overview
The main component as mentioned in the title of the paper is
the Storage Interface. Each storage interface interfaces a file
whose path is provided to it. By default, any storage interface
would have four methods defined in it—
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1) init(path):

The init method shall be called to initialize the storage
interface. The path passed to this method, is that of the file to
be interfaced. The method gets the data stored in the
interfaced file into the memory and registers itself to the
custom file system watcher to get notified about the changes.
The method is called implicitly while creating the object and
the user. If the file isn’t present, an exception shall be
thrown/raised for the caller or the object creator to handle.
The path given to this method should be stored by the
interface for future use (e.g. the setData method).
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Fig. 2: An example flow that initializes a storage interface

2) getData():

The getData method returns the data stored in the main
memory (in high level programming languages as a private
variable). It by default does not accept any parameter,
however named/optional arguments can be added later while
extending this concept further.

[ getData() ]
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Fig. 3: A diagram that represents the functioning of the
getData method

3) setData(data):

The setData method by default accepts a single parameter,
where the first parameter represents the data to be updated in
the file (and then implicitly the main memory). The setData
method tries to write to the interfaced file. (Note: The file
isn’t permanently locked by the storage interface) If it fails to
write either because the file is locked or because the file isn’t
available (moved/deleted) at the path given while implicitly
calling the method, then two unique exceptions shall be
raised/thrown for each case. Once the file is successfully
updated/modified, a custom file system watcher which shall
implicitly update the main memory (the private variable).

How the custom file system watcher updates the main
memory has been described in detail, while discussing the
external components that the interface uses.
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Fig. 4: A diagram that shows how the setData method
should work with other components

4) del():

The del method is called when the storage listener is about to
get destroyed, either by the programming environment when
it’s reference is no longer accessible or because the
programmer decides to explicitly delete it with the help of the
options provided by the language. When this method is
called, the main memory used to store the data and the path
of the interfaced file is de-allocated and a request to unregister
is sent to the custom file system watcher, after which the
custom file system watcher would no longer check for the
path of that interface (whenever it receives a notification) and
the deallocated memory, would no longer be updated or
visible for access. This method shall only be called once in
the lifetime of a storage interface. Extra option/named
parameters shall preferably not be given to this method while
later extending the concept to avoid un-necessary complexity.
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listeners
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the custom file system
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Fig. 5: Flowchart for destructor del()

Apart from the storage interface, there are 5 other
external components that the storage interface uses, namely,
1) Main memory:

The main memory is the memory from which the storage
interface would always access data from. Based on the
language or level at which the storage interface is
implemented, the main memory could be a (private) (pointer)
variable defined (in a class or interface or namespace) inside
a program, from where the data can be obtained via a
function/method of the (abstract concept of) interface. This
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component is indirectly accessed by the caller when the
getData() method called.

2) File System:

The file system is a component provided by almost every
operating system. It acts as an abstract for every form of
physical storage it supports, and provides different primitives
for managing information and primitives that can store those
primitives (recursion). Most file system have the concept of
files and directories to do most of the work and can have their
own ways of addressing a given file, where (the drive/root
directory and) every directory until the given file is separated
by a forward slash (/) or back slash (\). To support a wider
range of operating systems, one can use relative paths
separated by forward slashes which would add to the
portability of the system that is being designed. The main use
of the file system here is to get data whenever the caller, calls
this function and set the data, when the program explicitly
asks to do so and to notify the File System API on the same.
3) Custom File System Watcher:

The custom file system watcher is a component that uses the
File System Watcher API provided by the operating system
to get notified whenever any file event takes place within a
directory. The custom file system watcher would then iterate
through the set of registered interfaces and see if any interface
has a path matching to the modified file and update the data
in those interfaces and notify the interface to notify its
listeners (if any).

4) FileX:

File X is the file that is being interfaced by the storage
interface. The path of the file is stored by the interface when
the init method is called. Whenever the data in this file is
modified, the file system watcher API (OS level) gets called,
which notifies the Custom File System to call the concerned
listener interface methods.

5) Listener methods:

Listeners in this context refer to functions that get called
whenever the data of an interface gets updated in any way. In
abstract language, they listen to the interface for data changes.
A listener can listen to create/modify/delete changes based its
type. The custom file system watcher calls the
onCreate/onModify/onDelete which in turn selectively calls
the listeners attached to that interface.

I11. STEPS TO IMPLEMENT THE INTERFACE

1) Read the paper to get a rough understanding of the idea
before you actually start implementing this concept.

2) Decide a common unique directory to specifically store
data files for the system you are developing (which
would help in avoiding overhead events from
unexpected).

3) Create a file for the program/script.

4) Import the required libraries (e.g. watchdog,)

5) Design the custom file system event handler via a
class/interface/namespace as defined in the design
overview section.

6) Write a few classes to represent every listener uniquely
based on its type (helps in using a single queue to store
the listeners)

7) Design the main storage interface class as defined in the
design overview section.

8) Use the storage interface concept in your program/server
(or just simply use an infinite loop while making some
minor modifications).

9) Test the code. (To generate the below output we, created
a text file called sample.txt, saved it once, deleted it and
then saved the main script file the was being executed as
a process.)

IV. EXTENDING THE CONCEPT FURTHER

This concept in itself can be extended further by supporting
other data types or formats of data like JSON or XML and by
mapping it to the types offered by the programming language
or defined by the user. Alternatively, one could provide better
means to conveniently update/manipulate the data by
providing new methods that can duplicate the data in the main
memory, modify it and update the interfaced file with it or
modify the existing setData method’s parameters to accept
different parameters based on the

V. MAKING THE INTERFACE REAL-TIME

A. Within a program/process

By default, the interface would be real-time in itself as the
interface would accessible from within the program, so the
user can directly call getData to fetch the latest data without
relying on any listener. However, if the program is GUI
based, then one could attach a listener to listen to
create/modify/delete events and filter out the events and
update the Ul with the latest data/state in the function itself.
This would conveniently help to ensure that the user is always
viewing the latest data.

B. Across different programs/processes (locally)

It is always better to link the programs of the system before
executing them in such a way that the programming itself
safely manages the data/object sharing part (by implementing
a common file system watcher for all the processes).
However, in case if that isn’t available, then the programmer
could directly use file system as the common point to get
notified about all the changes while maintaining separate
memory for each process (basically creating an interface as
and when needed as per the state and requirements of the
process) or by using the concept of multiprocessing which
may or may not be supported by the language or use a design
similar to the network part.

C. Over the network (as a deployed server)

A server that has already been created can use this model to
efficiently store and retrieve data. If the client wants to get
notified about data changes in real time, then the server can
support the (secure) web socket protocol (ws(s)). Whenever
the client requests a connection for a specific interface, the
server can attach a listener to the interface and notify the
client about the changes via the connection. Now it would be,
entirely up to the client (application) whether or not it wants
to fetch for new data or not. Making the state of the
connection synchronous to the state of the storage interface,
or maintaining a common unique pool for the storage
interface (that can be uniquely identified by their path).
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VI. ADVANTAGES

The storage interface concept, in its simplest form can be
claimed to be the fastest for access for a given computer
system as programmatically accessing the memory does
not have any visible overhead (except if any by the
programming language).

Implementing the system from the perspective of a
programmer in its simplest in any language where the file
system watcher does not have an unfamiliar model is
very easy once the core concept of the entire interface is
understood well.

The reliability provided by the interface is never at the
cost of the access time or the guarantee of successfully
getting the data as the memory allocated for every new
update is separate, until the reference/starting memory
location gets assigned to the (pointer) variable. So even
if the data of the interface is accessed while the data is
getting updated, the current data would be returned until
the new data isn’t available.

The cost and resources needed for the implementation of
this system is very low as anyone with basic but accurate
knowledge of computer science and how operating
systems can implement this system and the chances of
malfunctioning are very low, unless the concept is
extended or enhanced for any reason.

This concept can be used to build better and faster
servers, assuming that other factors such as security and
hardware reliability are taken into consideration.

VIl. PROBLEMS AND COUNTER MEASURES

While designing a system with this concept, a lot of
things would be needed to taken into consideration such
as the constraints of the hardware, number of active
users, how often the data updates, in order to avoid
unexpected behaviour once the system is deployed.
Reading this paper carefully and performing enough
research before implementing big systems with this
system can help counter these problems. Creating local
real-time programs with the concept of interfaces
without prior research shouldn’t be a problem.

The reliability of the system might not be sufficient for
all use cases, in which case parallel or a different non-
volatile system(s) can be used to store data assuming it
has an interface that can be listened to for changes or an
interface can be programmed over the existing interface
to listen to create/modification/delete based on the
local/network device and the storage model being used.
Not all file systems might use the same
method/primitives to address a given file, so to avoid
problems while porting the system from one computer to
another with different OS, relative addressing, where
each directory reference would be preferably separated
with forward slashes. Alternatively, the methods
provided by the libraries of a programming being used
can be used to join directories and file to form a path or
to resolve a relative path into absolute can be used to
solve such problems for most of the operating systems
that are commonly used.

Having too many storage interfaces registered with the
custom file system watcher could be end up causing

5)

1)

2)

3)

4)

5)

performance issues as the watcher would have to iterate
through all the interface would have to iterate through
every interface in order to notify the right interfaces, and
the interface itself would have to iterate through all its
different kinds of listeners that could make things a lot
slower. In order to solve this as an issue, a common
unique pool of interfaces can be created, where every
interface would be uniquely known by the path it
interfaces. This would eliminate redundant iteration done
by the custom file system watcher. At the level of the
interface, for every kind of listener a different queue can
be allocated which could reduce the number of iterations
but would need more memory for every interface.

The idea by default is very plain in itself and hence
custom mechanism to retrieve, manipulate or update the
data might not be clear in the mind of the programmer.
Researching on the format that needs to be implemented
and mapping the format to an existing library class or
user-defined class might need to by the programmer.

VIIl. APPLICATIONS

It can be used in local programs to create objects from
which we can logically, directly read and write data to.
It can be used in GUI-based applications to design
dynamic Uls that update when there is a change in data
(or the contents of a file).

It can be used in servers that quickly need to serve
dynamic data as soon as possible.

It can be used in applications that need to serve data in
real-time to all its clients without any (major) delay or
manual request by the user to check for the validity of the
data.

It can be used to cache commonly accessed files
dynamically with the help of a fixed length priority based
queue consisting of storage interfaces, interfacing those
files.

IX. CONCLUSION

The storage interface described in this paper allows a
programmer/system designer to reliably store and quickly
access that data in the fastest possible way for a given
operating system. By using this interface model, one can
conveniently store data for simple programs or GUI-based
applications that display dynamic data or different types of
server. By writing this paper, we not only described and
brainstormed our idea but also related it with its possible real
world application.
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