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Abstract— Banking and technology are very closely 

associated and innovations have changed banking drastically 

over the period of time. The digital innovations in the banking 

sector started with the introduction of money that replaced the 

barter system and then the gradual replacement of wax seal 

with digital signatures. One such disruptive innovation which 

is changing the banking sector globally is Blockchain 

Technology (BCT). Blockchain is shared distributed ledger 

which stores business transaction to a permanent unbreakable 

chain which can be viewed by the parties in a transaction. 

Blockchain technology has the potential to disrupt the 

financial business applications as it provides permanent and 

tamper proof recording of transactions in a distributed 

network.  It can be widely applied in digital currency, trade 

finance, KYC and cross border remittances, etc. Although the 

potential of blockchain is enormous, it has various limitations 

of security, privacy and scalability which need to be 

addressed. 
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I. INTRODUCTION 

A blockchain is a decentralized, distributed and public digital 

ledger that is used to record transactions across many 

computers so that any involved record cannot be altered 

retroactively, without the alteration of all subsequent blocks. 

This allows the participants to verify and audit transactions 

independently and relatively inexpensively. A blockchain 

database is managed autonomously using a peer-to-

peer network and a distributed time stamping server. The aim 

of this paper is to provide the overview of blockchain 

technology with its benefits and emphasizing on the 

applications of the technology in the Indian Banking Sector. 

The paper gives the insight of various challenges and global 

perspective of blockchain technology in Banking Industry. 

II. EXISTING SYSTEM 

In a previous system, Blockchain offers an innovative 

approach to storing information, executing transactions, 

performing functions, and establishing trust in an open 

environment. Many consider blockchain as a technology 

breakthrough for cryptography and cyber security, with use 

cases ranging from globally deployed crypto currency 

systems like This paper presents a comprehensive overview 

of the security and privacy of blockchain. To facilitate the 

discussion, we first introduce the notion of blockchains and 

its utility in the context of Bitcoin like online transactions.  

 
Fig. 1: Block Diagram of flow function 

 The utility of Blockchain is that financial 

transactions no longer require any central authority and are 

immediately validated, cleared and settled. Blockchain 

technology appears to be an innovation which promises a 

major change for capital markets and other financial services. 

Then we describe the basic security properties that are 

supported as the essential requirements and building blocks 

for Bitcoin like crypto currency systems, followed by 

presenting the additional security and privacy properties that 

are desired in many blockchain applications.  

 They are authenticated by mass collaboration 

powered by collective self-interests. Such a design facilitates 

robust workflow where participants' uncertainty regarding 

data security is marginal. The use of a blockchain removes 

the characteristic of infinite reproducibility from a digital 

asset. It confirms that each unit of value was transferred only 

once, solving the long-standing problem of double spending. 

A blockchain has been described as a value-exchange 

protocol. This blockchain-based exchange of value can be 

completed quicker, safer and cheaper than with traditional 

systems. A blockchain can maintain title rights because, when 

properly set up to detail the exchange agreement, it provides 

a record that compels offer and acceptance. 

III. PROPOSED SYSTEM 

In my project, Blockchain technology is a new technology 

which is based on mathematical, cryptographic and economic 

principles for maintaining a database between various 

participants without the requirement of any third party or 
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central authority. It is a secured distributed database, tamper 

evident, wherein the validity of a transaction can be verified 

by parties in the transaction. Each group of these transactions 

is referred to as a “block”. A Block records some or all of the 

recent transactions and goes into a blockchain as a permanent 

record once completed. Provide the overview of blockchain 

technology with its benefits emphasizing on the applications 

of the technology in the Indian Banking Sector. The paper 

gives the insight of various challenges and global perspective 

of blockchain technology in Banking Industry.  

IV. DESIGN AND IMPLEMENTATION 

Blockchain analysis is the process of inspecting, 

identifying, clustering, modeling and visually 

representing data on a cryptographic distributed-ledger 

known as a blockchain. Data in most blockchains are public 

meaning that anyone can harness the addresses. By using 

common-spend clustering algorithms, it is possible to map the 

spending of certain entities on the blockchain. This is how 

criminals have been caught moving illicit funds using various 

crypto currencies The goal of blockchain analysis is 

discovering useful information about the different actors 

transacting in crypto currency. Analysis of public 

blockchains such as the bitcoin and ethereum is often 

conducted by private companies Bitcoin has long been 

associated with the trade of illegal goods on the darkweb; this 

has been the case since bitcoin became the standard currency 

on the now closed Silk Road. Cryptocurrency exchanges are 

increasingly required by law to address the source of funds 

for crypto traders. Singapore, Japan, the USA are examples 

of countries that have passed laws that now require the 

exchanges to track the source of the crypto funds. 

 Most cryptocurrencies use blockchain technology to 

record transactions. For example, the bitcoin network and 

Ethereum network are both based on blockchain. On 8 May 

2018 Facebook confirmed that it would open a new 

blockchain group[58] which would be headed by David 

Marcus, who previously was in charge of Messenger. 

Facebook's planned cryptocurrency platform, Libra (now 

known as Diem), was formally announced on June 18, 

2019.The criminal enterprise Silk Road , which operated on 

Tor , utilized cryptocurrency for payments, some of which, 

the federal government has seized through research on the 

blockchain and forfeiture. Governments have mixed policies 

on the legality of their citizens or banks owning 

cryptocurrencies. China implements blockchain technology 

in several industries including a national digital currency 

which launched in 2020.[62][63] In order to strengthen their 

respective currencies, western governments including the 

European Union and the United States have initiated similar 

projects 

 
Fig. 2: Block Diagram of change Bitcoine Transaction 

 Nikolai Hampton pointed out 

in Computerworld that "There is also no need for a percent’ 

attack on a private blockchain, as the private blockchain 

(most likely) already controls 100 percent of all block 

creation resources. If you could attack or damage the 

blockchain creation tools on a private corporate server, you 

could effectively control 100 percent of their network and 

alter transactions however you wished. This has a set of 

particularly profound adverse implications during a financial 

crisis or debt crisis like the financial crisis of 2007–08, where 

politically powerful actors may make decisions that favor 

some groups at the expense of others, and "the bitcoin 

blockchain is protected by the massive group mining effort. 

It's unlikely that any private blockchain will try to protect 

records using gigawatts of computing power — it's time 

consuming and expensive 

 
Fig. 3: Server and client integration 

V. FUTURE WORK 

In my project, Blockchain technology is the growing 

invention which includes a chain of blocks. A Blockchain is 

a distributed or a digital ledger, which is primarily created to 

record the details of each financial and non-financial 

transaction. The absolute and permanent data is stored in a 

distributed database. The entire record is completely 

transparent which means that anyone who is linking to the 

network is able to view the transactions. Fundamentally, 

the Blockchain technology is the combination of three 

technologies, i.e. private key cryptography, P2P network, and 

the program. The Blockchain technology has shown its 

revolution in the field of information registration and 
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distribution which removes the requirement for an 

intermediary expert to enable the digital relationships. 

Blockchain technology has provided the most popular 

product, i.e. Bitcoin which is a type of crypto currency and 

functions as a public ledger for all transactions happening on 

the network. It has resolved the problem of double spending, 

unauthorized spending, and thus increasing security. It also 

helps to remove the need for an intermediary expert. Since 

there has been a substantial increase in the number of cyber-

attacks recently, the Blockchain technology helps to attract 

the varied audience. 

 The python library django, os are used in our project. 

The detailed expiation of each library is followed by. 

A. Django 

Django is a pretty strong web framework for systems that 

want to serve html from a web server. We’ve used it heavily 

since 2008. But don’t confuse your user interface with your 

business logic. If your block chain app’s primary UI is a web 

app then Django could be a good option for the UI part. But 

if you tightly couple the business logic with the UI then you 

are getting yourself in trouble. Probably best to implement a 

few micro services that provide a clear separation of concerns 

and then orchestrate them for your final system. Django is an 

open-source python web framework used for rapid 

development, pragmatic, maintainable, clean design, and 

secures websites. A web application framework is a toolkit of 

all components need for application development 

B. OS 

The OS module in Python provides a way of using operating 

system dependent functionality. The functions that the OS 

module provides allows you to interface with the underlying 

operating system that Python is running on – be that 

Windows, Mac or Linux. 

VI. SCOPE OF THE PROJECT 

The banking sector stands to gain a lot by replacing their 

outdated systems for settling transactions with the newest 

offerings from the likes of Ripple and its competitors. Ripple 

is designed to be a high throughput blockchain which could 

handle upwards of 1500 transactions per second. Ripple 

achieves this by sharing the authentication privileges with a 

limited number of trusted nodes that can be run by banks 

themselves or public institutions such as universities. This 

gives banks with official records of asset ownership as the 

authenticators are legally responsible for processing 

transactions honestly. Switching over to Ripple’s xRapid 

service could help expedite their transaction settlements 

many times over while at the same time reducing their costs 

by over 40%. Ripple’s two main offering for bank-to-bank 

transfers are xCurrent and xRapid. xCurrent similar to the 

SWIFT messaging system and allows for settlement in cross-

border payments but still requires traditional banking 

accounts to be held by participating banks. The real benefits 

of blockchains can, however, be seen in the xRapid system 

which utilizes Ripple’s native XRP token. xRapid 

significantly improves speed and reduces costs for cross-

border payments by using XRP as a bridge asset between 

currencies thus eliminating the need for traditional banking 

accounts. 

VII. CONCLUSION 

In my project, Blockchain technology is the growing 

invention which includes a chain of blocks. The entire record 

is completely transparent which means that anyone who is 

linking to the network is able to view the transactions. 

Fundamentally, the Blockchain technology is the 

combination of three technologies, i.e. private key 

cryptography, P2P network, and the program. 

The Blockchain technology has shown its revolution in the 

field of information registration and distribution which 

removes the requirement for an intermediary expert to enable 

the digital relationships. Blockchain technology has provided 

the most popular product, i.e. Bitcoin which is a type of 

crypto currency and functions as a public ledger for all 

transactions happening on the network. It has resolved the 

problem of double spending, unauthorized spending, and thus 

increasing security. It also helps to remove the need for an 

intermediary expert. Since there has been a substantial 

increase in the number of cyber-attacks recently, 

the Blockchain technology helps to attract the varied 

audience. 
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