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Abstract— In the application of teleradiology, specialists 

from around the world, they exchange images of Computed 

Tomography (CT) and patient information for diagnostic and 

therapeutic purposes. However, when these images are 

exchanged with social networks such as the Internet, two 

important issues are created: authentication of the content and 

copyright protection. In this paper, a watermarking system 

that introduces a high-volume watermarking of CT Scan 

images based on region of interest (ROI) and non-profit 

region watermarking (RONI) is introduced. The system 

inserts and removes confidential data from the CT scan image 

and restores the image to its original state at the end of the 

reception. After separating the host image from the ROI and 

RONI area, the scheme incorporates a weak watermark (FW) 

into the ROI to check for ROI integrity and a solid watermark 

(RW) on RONI to protect copyright. The youth of the 

proposed system is twofold. First, it takes advantage of the 

separation algorithm to avoid additional information about 

vertices that are usually required at the end of the reception 

to select the ROI. Second, it uses predictable retrieval-based 

watermarking to avoid further over-mapping of the area, 

which is often needed to reverse many of the proceeds of 

image tagging treatments. Experimental results show that the 

proposed system exceeds watermarking therapeutic methods 

recently reported in the literature in terms of embedded and 

invisible image volume.  
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I. INTRODUCTION 

In recent years, technological advances have been the in 

teleradiology, CT scan images of patients and patient-related 

data were shared by radiologist’s specialists on social 

networks such as the internet for clinical interpretation by 

other radio radiologists and physicians. However, this 

transfer of images and patient data is not safe until any solid 

layer of protection is used. Interfering with these images can 

lead to misdiagnosis. Also, tampering with images can cause 

various legal and ethical issues such as image retention and 

fraud, privacy and illegal administration, etc. This is because 

the security measures related to teleradiology are still the 

same and have not changed according to modern security 

requirements and the privacy of medical literature. Therefore, 

in teleradiology, an integrated editor that integrates reviews 

of this manuscript once currently a successful eHealth 

service, the safety and confidentiality of radiological images 

such as CT scan images has become a major issue. Apart from 

imaging, patient information is also another important factor 

in teleradiology. In teleradiology, this information is usually 

stored electronically and is called the Electronic Patient 

Record (EPR). EPR usually contains patient information, 

such as name, age, gender, diagnostic report and hospital 

information on which the image was produced. Digital image 

watermarking techniques have attractive features for solving 

such problems. Digital image watermarking can be done in 

two domains: local background and frequency. In domain 

watermarking techniques private data is inserted directly into 

the cover image by changing the pixel values. The frequency 

is first converted into a specific domain and then the 

confidential data is entered by changing the values of the 

frequency coefficients. 

 Another class of watermarking techniques 

watermark techniques are irreversible and reversible. In non-

reversible watermarking techniques, the loss of hosted image 

recovery does not occur while in watermarking retrieval 

techniques non-loss of host image recovery is possible and 

can be restored to its original state. Watermark reversal 

techniques are best suited for medical imaging. Based on the 

application, watermarking techniques can be divided into two 

categories: (i) Strict watermarking and (ii) weak 

watermarking. In strict watermarking the main focus is on the 

strength of the hidden data, i.e., how much data entered can 

support any legal and illegal attacks during the transfer, thus 

these strategies are used for copyright protection. Weak 

watermarking techniques focus on locating motion pictures in 

the image, when the image is distorted during the transfer of 

the attacker. These techniques are therefore used primarily to 

assess the integrity of medical image content.  

 Typically, a medical image contains ROI and RONI. 

ROI is an important part of diagnosis. Therefore, during 

watermarking, encrypted information is included in the ROI 

in such a way that the visual quality of the ROI should not be 

compromised. ROI retrieval information is included in RONI. 

While transferring the medical image from one place to 

another, when the ROI is disturbed, the disturbed location is 

replaced by the retrieval information previously included in 

the RONI. 

II. RELATED JOB: 

A large number of blind, fragile and retractable commentary 

techniques have been introduced to ensure content and 

copyright protection of medical images. A few related 

strategies are outlined below. Thabit and Khoo introduced a 

retrospective medical image authentication method that 

addresses the issue of illegal attacks on tagged images and the 

robustness of the authenticity strategy against these illegal 

attacks. The proposed method uses the Slant let Transform 

(SLT) to embed watermark information in ROI and RONI 

regions. The ROI is divided into 16 × 16 horizontal blocks 

and the average strength of each block is calculated. 

Subsequently, the Integer Wavelet Transform (IWT) 

coefficients are used to obtain ROI return information. 

Information extracted from ROI is included in RONI. The 

main limitations of this system are: (1) disturbed circuits 
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cannot be detected without intermediate blocks and (2) there 

is a need for additional information on the decoder side and a 

marked image that raises unnecessary overhead of the 

process. 

III. TOOLS AND STRATEGIES:  

Following tools and strategies were used in the proposed 

Postponed Watermarking based on CT predictions Scan 

images for content authentication once 

A. Release of Installation CT scan:  

In the proposed system, CT scan medical imaging inputs are 

initially broken down into ROI and RONI regions. Typically, 

in the use of medical imaging diagnoses, the physician 

assesses ROI. Based on his choice, the doctor divides the host 

image into ROI and RONI. In this case, several methods are 

used. Some physicians use geometric conditions, such as, 

square, ellipse or free polygon to select ROI, while others use 

the free tool to select ROI. Figure 1 shows the number of 

methods used to select ROI. In medical imaging CT scan of 

the lungs, lung parenchyma of the human body usually, the 

doctor's choice to diagnose. To maintain the point of the 

point, we used the Algorithm1 for differentiation as reported 

in to split CT Scan input into ROI and RONI regions. 

 How To Insert Lsb: For reducing the computational 

cost, the LSB substitution method was used for embedding 

the watermarked information, which is very simple and can 

easily be implemented as described in.In the LSB substitution 

method, the data is implanted in different bit planes of the 

input image by replacing the LSBs with a payload. 

 Segmentation Algorithm: Separation of medical 

imaging is one of the most important steps in clinical 

diagnosis, and accurate diagnosis of lesions is very important 

in clinical treatment. Therefore, a CT image segmentation 

algorithm based on in-depth reading is proposed to solve 

problems of ambiguity, weak noise-fighting capability and 

low segmentation accuracy of existing image segmentation 

algorithms. First, we improve the structure of the net network, 

increase the range of configuration to improve the robustness 

of the network model, and introduce a focus approach to 

focus on specific needs, improving the recognition capacity 

of the model. Then, the developed U-Net network 

architecture is used to differentiate CT image, and cross-

entropy loss function is used to reduce the chances of 

inadequate separation and segmentation leakage, and 

improve image segmentation accuracy. Finally, on the basis 

of preliminary data processing, the separation network is 

trained to obtain an image separation model based on in-depth 

study, and predictions are made on a test set to determine the 

results of the classification. Test results show that when 

compared to other algorithms, the proposed method reaches 

0.9594 coefficient of normal test Dice, and has a solid 

consistency. It can accurately identify lung organs in CT 

images, which is helpful for doctors to gain pathological 

knowledge and help diagnose lung diseases. 

B. Return Based on Performance Marking: 

Many reversible watermarking techniques require a map of 

the area to reverse which adds up to an additional 

watermarking strategy. Therefore, to avoid a map of the area 

to be reversed and to minimize overhead, a predictable 

reversal-based watermarking was applied to the proposed 

marking system. In this way not only increased the embedded 

capacity of the proposed system but also a non-invasive 

method of transmitting patient information was provided. A 

recent number of predictable retrospective methods based on 

prediction have been reported. 

IV. SUGGESTED WAY: 

A simple medical photo tagging system is developed, based 

on image classification, LSB method and predictions based 

on postponed watermarking predictions. The system 

separates the host image into the ROI and RONI area 

automatically using the partition algorithm. It implants a 

weak watermark on the ROI to check the integrity of the 

detected image, while embedding a solid combination 

watermark on the RONI that ensures the confidentiality of 

patient data and the protection of medical image copyright. 

The system introduces minimal distortion to the host image 

by keeping the visual quality of the tagged image at a high 

level. The system uses predefined watermarking based on 

predictions to embed ROI retrieval information on RONI, so 

it does not need any location map or additional external 

information to retrieve it. A description of the watermarks 

included in the proposed system is provided by two ways i.e., 

Weak Watermarking and Strong Watermarking 

1) Weak Watermarking 

It is used for checking the integrity of the content of     

Medical Image   

 
Fig. 1: Weak Watermarking. 

2) Strong Watermarking 

Main Focus is hidden robustness of hidden Robustness of 

hidden data.it is used for copyright Protection 

 
Fig. 2: Strong Watermarking 

 The proposed system is made up of two main 

components: the embedding phase and the extraction and 

recovery phase. Each category is further described below: 
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A. Phase: 

In this phase, the cover image is first divided into ROI and 

RONI regions according to Algorithm 1. After separation, the 

watermark distribution process is performed separately in the 

two regions. The complete embedding process is shown in the 

block diagram as given in Fig. 

B. Return and Return Phase:  

To check the accuracy of the acquired image, first, a 

separation process was applied to the obtained image to 

obtain the marked regions of ROI and RONI. Watermarks are 

then issued in both regions. To extract FW, LSB for each ROI 

pixel was collected. When the RW was issued a retrospective 

forecast based on the forecast was used in RONI. During this 

process the output of each RONI pixel was also detected. The 

RW extracted from RONI was EX-Oared with the same 

random sequence created during embedding to restore the 

original RW. In addition, RW was divided into four different 

watermarks (PR’, DI’, HL ’and LI’) according to their 

previously defined lengths. The binary pattern was created 

from the binary vector LI ’and was compared to the binary 

C. Compare appropriate Approaches: 

Comparisons of our proposed system with other 

watermarking image imaging schemes are given in Table 3. 

The table shows that the proposed system works better than 

programs separately because these systems divide the input 

image into ROI and RONI manually. There is therefore a 

potential threat of losing watermark information if the ROI 

and RONI options are not exactly the same during embedding 

and extraction process. In contrast, the proposed system uses 

a default separation method that takes approximately 10 to 11 

seconds to split the host image into ROI and RONI. The 

segmentation algorithm careful when embedding watermark 

information to RONI by leaving a pixel boundary of five 

pixels around the ROI. There will therefore be no loss of any 

information due to segregation if the host image is subdivided 

into the local domain. According to the location map 

requirement or more of the additional link information 

required to select the ROI at the end of the reception, the 

proposed system is better than strategic methods because 

these strategies require a location map to recover and extract 

watermark information. The proposed system uses 

predictable watermarking based on predictions that do not 

require a map of the area to go back. In terms of regression, 

the proposed system works much better compared to the 

systems described in. Because these programs only return the 

ROI region and do not get the whole picture. So these 

processes are not completely reversible. The proposed system 

returns both ROI and RONI regions. So you propose the 

system is able to restore the whole image to its original state. 

In terms of the visual quality of the submerged image, the 

proposed system is better than. This is because these 

programs do not offer higher PSNR rates compared to the 

proposed system. So the proposed system has no ROI size 

limit. Also, the procedure reported by Noah et. al sends 

information of polygon vertices marked as ROI during 

embedding in the code to extract watermark information. In 

contrast, the proposed system divides the host image into ROI 

and RONI regions using a split algorithm, which separates the 

host image 100% accurately from the ROI and RONI regions 

during embedding and extracting watermark information. 

Therefore, there is no need to send any additional information 

as an overhead scanner to extract the file watermark 

information. Therefore, the proposed system works better 

than the method described in.   

V. CONCLUSIONS: 

In this paper, we have introduced a reversible medical 

watermarking image system to ensure the content and 

copyright protection of medical CT scans produced in the 

teleradiology field. The proposed system automatically 

separates the host image into ROI and RONI regions using 

the partition algorithm. Therefore, the proposed system does 

not require additional information of vertices used in other 

methods to define ROI at the end of the reception. The LSB 

switching method is used to plant watermark in ROI while 

predictable retrospective watermarking is used to plant 

watermark in the RONI region. The exact image of the host 

can be brought to its original state after extracting the 

watermark information. The need for a location map is not 

required to reverse. Thus, the proposed system increases 

embedding capacity. The proposed system embedded hidden 

information in both the ROI and RONI regions by keeping 

the visual quality of the tagged image at the highest level by 

providing PSNR values in the range. This introduces an 

invisible distortion in human perception. The proposed 

system enables a radiologist to transmit CT to other radio 

physicians without fear of losing medical attention. Content 

integrity is verified using weak watermarking while 

confidentiality of patient information is guaranteed through 

strict watermarking. The calculation costs of the proposed 

system are also very low. Thus, the proposed system leads to 

a more efficient system that provides complete authentication 

and copyright protection of CT scan medical data at a very 

low cost. The proposed system can be used by low-budget 

hospitals. However, the strong watermark embedded in RONI 

is not very strong and can be vulnerable to any legal or illegal 

attacks. A future guide for our research is to develop a 

medical image watermarking system that can support 

legitimate attacks while illegal attacks can be detected if a 

tagged image falls under any illegal attack. 
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