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Abstract— Every organization wants to do the same safety
limits as they already use their own internal data / resources.
It is obligatory to understand too discover data protection
challenges before outsourcing data security on cloud
computing. In the current study we are present to discuss the
impact of security on cloud computing which covers all the
challenges associated with it. Every organization wants to do
the same safety limits as they already use their own internal
data / resources. It is obligatory to understand too discover
data protection challenges before outsourcing data security on
cloud computing. In the current study we are present to
discuss the impact of security on cloud computing which
covers all the challenges associated with it.
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. INTRODUCTION

During the implementation of cloud technology, data security
is one of the major concerns. Almost, all organizations
(making cloud technology) still exist fears about the security
of their data in the cloud nature. Every organization wants to
do the same safety limits as they already use their own
internal data / resources. It is obligatory to understand toodis
cover data protection challenges before outsourcing data
security on cloud computing. Cloud computing represents
many different concerns as well challenges with data security.
While using the cloud data storage computer, one needs to
select or access a third-party provider also, you need internet
to access data. Therefore, we can say data visibility and data
control limited while using cloud computing. Using the cloud
enabled technology also raises the issue of how data can be
properly protected.

Il. CLOUD COMPUTING

The concept of Cloud Computing is online access to data or
services. This can be done through the internet. In this view
the various ICT enabled devices connected in various ways
technical concepts. It is a collection of parts which may be
used to meet the required services in terms of computer
hardware as well software. The whole architecture of cloud
computing is categorized below Next

A. Models for use in Cloud Computing In accordance with
the standards defined by NIST, there are four cloud-based
models, but before discussing model continuously, we need to
define “what shipping model”,

Fig. 1: Model of Cloud Computing.
this model shows what cloud services look like
provided or made accessible to users. Cloud posting models
are divided under the following.

B. Public Cloud

When resources are used or needed at the community level as
the model is called a public cloud. This model is based on
sharing and use the concept or pay in the sense of each use.
Users do not have it to control the location or infrastructure
of the cloud below this program. Consumption costs are
relatively low another available cloud model.

C. The Secret Cloud

If service usage is limited to a limited number to users and the
model is called a private cloud. As true as per its name,
private cloud is built where the infrastructure limited to the
organization. This program is very useful when we need a
high level of data security.

D. Hybrid Cloud

It is a collection of common private and public features ifu.
This type of distribution is done when we have a private-
public relations between user and provider.

E. Public Cloud

This type of model is used at the organizational level. Icon
used by a particular community as a particular government
door, bank etc. This type of model is used to provide certain
services to its user by the public.

F. Cloud Computing Service Model

As we have already discussed in the delivery model (e.g. used
for the distribution process), another division of cloud
computing is done under the “Service Model” of it. In this
sense we got to know what kind resources are provided and it
also helps to differentiate | users working under cloud
computing.

All rights reserved by www.ijsrd.com 162



Cloud Data Security Update Update Computer
(I3SRD/Vol. 9/Issue 10/2021/043)

G. SaaS (Software as a Service)

Saas is the first layer of cloud computing. It is the same again
known as the interactive layer of a computer (e.g. users can
interact with the cloud through this layer). This layer provides
all shared cloud applications foundation. Generally, the
Internet can be used to connect SaaS with it other layers of
clouds

Saa$S
consume CRM, Emall, Virtual Desktop
Games

Application

Database, Web servers,
Deployment Tools

rvers, Storage, Virtual Machines,
Networks

Fig 2.Service Based Model OF Cloud.

H. PaaS (Forum as a Service)

The central layer of cloud computing is in PaaS. This layer
can also be used to connect a SaaS and laaS layer eyeful. The
Paa$S layer is specially designed responsible programmers or
responsible  professionals’ design and  application
development. Everything applications used in the SaaS layer
are built on the Paa$S layer. Contains applications such as OS,
editing languages etc., necessary for the development of
application.

I. laaS (Infrastructure as a Service)

This is the base layer of the cloud. It has it all hardware
resources needed to develop application. Provides resources
such as server, hard disks and all other hardware according to
the general requirements communication tools.

I1l. SECURITY CHALLENGES IN CLOUD COMPUTING

In the present case, data security is considered a shared
responsibility for cloud computing. As the saying goes
service provider model, data security in the cloud is divided
less than two parts: in this case the provider will be
responsible cloud security itself while data (installed by user)
security concerns will be addressed by the user himself. Data
security is one of the biggest concerns when processing risk
in using or using cloud computing. Some of the problems
associated with cloud implementation computer lack of data
visibility, poor management of data and much more. The next
part of this research paper indicates the risks or security issues
to the cloud computing
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Fig. 3: Cloud Services
As mentioned above, the whole cloud architecture is the same
divided under Saa$S, laaS and PaaS. So with anxiety this time
we have discussed security issues with the framework,
therefore that one can get a clear indication of security in
cloud computing model.
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Fig. 3.2: Cloud Services Requirement

IV. SAAS SAFETY NEWS (SOFTWARE AS A SERVICE) SEEK

Concerns about the security associated with the SaaS layer

are approximately centric data. As it is the responsibility of

the user or organizations (with great interest in maintaining

their data in cloud) to make authenticity like who you go to

access data, what kind of protection parameters have been

used by the provider etc. during or before data storage in the

cloud. One of the most common security concerns associated

with it The SaaS layer is as follows:

— No user data visibility available in cloud applications

—  Anxiety about security issues caused by malware.

— Uncontrolled access to sensitive data

— No proper data monitoring during data transfer.

— Lack of skills for IT security management cloud
management staff.

— Lack of forethought regarding cloud security.

—  There is no proper framework for compliance with cloud
control.

Therefore in reviewing the above concerns is
important considering the role of a SaaS provider in cloud
computing model. Thus, by considering the above points it
becomes. Apparent to protect our organizations or company
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information we need to constantly review our security plans
cloud service providers.

V. PAAS SECURITY ISSUES (PLATFORM AS A SERVICE) SEEK

The PaaS layer allows cloud deployment to be enabled

applications. In this layer we have a collection of software

required or required for application development. Ku

compared to the SaaS and laaS layer, the PaaS layer depends

over network security and the web browser we normally do

access applications. As a variety of analyzes PaaS layer [10]

we find that the security of the PaaS layer divided into two

parts namely platform security itself and the security of

applications installed on the platform. The PaaS layer

provider is responsible for everything software available or

required during operation of application. The other important

thing associated with this The layer is listed below:

— Dependence on web hosting security development tools
and various providers of external companies.

— Rapid changes to PaaS systems.

— Data storage in a separate location may be secure
violation.

—  Concerns about the safety of development tools provided
by PaaS providers.

— Finally, one could say that in order to get data in the PaaS
layer we they need the support of third-party service
providers.

VI. DEFENCE ISSUES IN THE |AAS COUNTRY.

As we have discussed above about news once Data security

challenges in the SaaS layer. Continuing on we are now

discussing the challenges facing the season data protection is

in the laaS layer .Some great concerns in the laaS layer are

outlined below.

— There is no suitable distribution of work.

— There is no proper control over access to sensitive data.

— Data theft problem due to malware.

— There are no suitable skills set for cloud-based staf
applications.

— No valid data analysis view.

— There is no effective way to control security in a multi-
cloud environment.

While considering these threats mentioned above in
laaS layer should always take into account recent evolution
malware programs (e.g. XcodeGhost etc.) make (s) | the
acquisition of various computer resources. These types
malicious codes trigger recycling of computer resources
against the infrastructure of other organizations as well
providers. Therefore, while designing or developing
infrastructure cloud computing is very important to do a test
of our ability for existing hardware. We too you need to
consider other issues such as who can log information in our
cloud-enabled system, needs tracking a program to identify
change or behaviour change in our system, create an effective
security method for our singing tools like salt, doll and
ansible etc.

VIlI. METHODS TO PROTECT DATA IN CLOUDS COMPUTER.

Some common techniques may be used by the provider or a
user to protect our data in my cloud as follows [13]: Firewalls

are the backbone of cloud-based security systems. It is used
to protect our data by making the network secure to the
attackers. It uses a feature called ACL which is “Access
Control List” for making limited use of applications in a place
of clouds. VPNs (Virtual Private Network) This allows you
to connect to our cloud or private network with it other social
networks for secure data exchange. Various cell phones or
tablets can also connect to this our network and cloud system.
Finally, we can say VPN allows our private network to
connect remotely networks by making use of the Internet in
safe mode.

A. Encryption

This is a coding process in the sense that only authorized
person can access the message. It always denied access to
understandable content from unauthorized user. Therefore,
such a procedure can be used in the cloud model so we can
protect our data from unauthorized access.

B. Covering the face

It is a code program. We can hide message before forwarding
to network; this makes | content is secure and accessible. In
addition to the above, other methods [14, 15] may taken
which makes our data secure computer cloud, one of them is
data storage rules. Most of these countries have their own data
laws as a last resort of data within their country; this allows
for the development of secure data centre. So, one always
needs to make sure whether the country complies with those
legal rules or not.

VIIl. BENEFITS OF USING A SAFE CLOUD SYSTEM

Over half of the paper we explored methods where we can
make data secure this assists our business model in the
following ways.

— Protecting our important business data from threats.

— Acts as a security guard against internal security threats.
— And, most importantly, it prevents data loss.

IX. FUTURE SCOPE

The choice of the combination of Cloud Computing
Deployment Models is making it feasible for small and big
companies to try for Cloud Adoption. Cloud Computing
Service Models make it possible to do any kind of business
with less effort, infrastructure, and manpower. Cloud will
become more secure and reliable in the future and it is
maturing day by day. AWS, Azure, GCP, etc are making sure
that it is mostly secured by default and providing lots of
cloud-native in-build security mechanisms to deploy in just
one click. Like Azure Security Centre, Azure Sentinel,

AWS Guard Duty, AWS Security Hub, etc. It’s
already a billion-dollar technology and will touch the trillion-
dollar economy in the next 10 years.

X. CONCLUSION

In the present paper we have described various security
measures and issues related to cloud computing. We have it
too discussed whether cloud computing is a new concept or a
the beginning of a new era with some positive benefits its
subscribers. But while doing the study it came knowing that
data security is a major problem in the cloud a computer that
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may slow down its process implementation. After discussing
issues or challenges in a cloud-based system it is easy for an
organization to maintain it clock while launching the cloud
system on their own proper organization. Finally, we talked
about security challenges for individual services (SaaS, PaaS,
laaS) of cloud computing. The paper has been completed in
discussion solutions such as Encryption, Masking, VPN and
Firewall in cloud-enabled systems.
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