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Abstract— Internet of Things (IoT) systems are becoming 

more and more popular they are widely used, making them a 

high target for both hijackers and crackers. From the reach of 

sensitivity knowledge of using them as bots in complex 

attacks, I various benefits after using a different security risk 

makes the security of IoT devices one of the most challenging 

desideratum for online security experts. In this paper, we will 

propose a new IoT system, designed to validate five data 

principles: privacy, integrity, availability, confirmation and 

authorization. The new features are both use of web-based 

communication and culture flexible data application 

structure.  
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I. INTRODUCTION 

In recent years, technological advances have been the main 

focus in extending the daily cycle, in the sense of evolution 

the concept of automation of human processes. So, a habit to 

eliminate repetitive tasks, such as fixing I room temperature 

or starting ventilation system, by automated systems. Based 

on the data sets set, compared to the data obtained from it 

sensors, these systems are able to make independent 

decisions. A common example is turning off lights in empty 

rooms, thus to find an automated power economy without 

human factor intervention. These systems, called IoT 

Systems (Internet of Things), with special attention arising 

the scientific community, in view of its complexity. IoT can 

be defined as a sensory system (e.g. moisture, temperature, 

etc.) and control modules (eg slides, infrared transmitters) 

connected to the central processing unit (computers, single-

board computers) using a communication network (of for 

example, local Wi-Fi network). The central processing unit is 

aimed at storing, interpreting and transmitting information 

instructions for commanding modules based on the 

previously described algorithms and parameters. Along with 

the common technological advances emerged the first 

modules are controlled either by a microcontroller, which is 

aims to create a set of instructions (for example, Ad fruit 

Trinket    or Adriano) or with advanced features that may 

integrate external memory, based on microprocessor (e.g. 

Raspberry Pi or Vo-Core tablets). These are low modules 

energy consumption, long-term performance and reduced 

sizes key features. 

II. LITERATURE REVIEW AND STATE OF THE ART 

A. Background Knowledge 

The concept of Internet of Things (IoT) was used for the first 

time in 1999, at a conference sponsored by Kevin Ashton. At 

that time, IoT was used to describe the interaction of RFID 

programs (Radio Frequency Identification) to the company 

provide infrastructure to improve the whole process through 

automation. After that, the name became common, 

characterized by devices connected using communication 

network, building a cohesive network. Main problems 

handled by “Internet of Things” security of information 

systems, reduced costs, measurements, default the ability to 

process information and use data decision-making 

algorithms. Over the years, Internet of Things (IoT) has 

emerged as a new computer paradigm, in which the 

continuation of various devices and connected devices 

communication solutions. These are the means of 

communication, like Bluetooth, WI-Fi, ZigBee, and GSM - 

enable communication between different IoT devices and 

help improve livelihoods population level. 

 
Fig. 1: Topology of proposed architecture. 

 The proposed architecture (shown in Figure 1) 

includes of 2 independent layers with a main component a 

Web server (e.g. Apache, Nginx) also communicates with 

Two-way internet connection is as follows: 

1) Data acquisition from the sensor network, control 

command modules, and data processing are all 

performed by the Layer 1-IoT hub. 

2) End-user interface (layer 2), which contains the query 

and Layer 1's command role and data storage. The 

separation of the two components is an aspect of 

architectural uniqueness that provides benefits in terms 

of security. There are numerous methods for separating 

the two layers: 

a) Hardware separation: Layer 2 will be hosted 

elsewhere   (e.g. a hosting server, another single-

board computer) 

b) Software separation: Layers 1 and 2 can coexist on 

the  same single-board computer, but the software 

must be separated.(e.g. Linux kernel specific 

namespace separation) 

1) Layer 1 - IoT hub 

An IoT hub is the initial layer, which is meant to analyze data, 

make choices based on predefined data, and connect with 

Layer 2 via the communication channel. It might be a single-

board computer (SBC), which is a compact computer with all 

of its key components on a single printed circuit. A CPU and 

RAM memory must be included on this printed circuit, as 

well as GPIO (General-Purpose Input/Output) input/output 

ports for sensors and actuators, network interfaces for linking 

Layer 1 and Layer 2, and storage capacity. 
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 As a key role, the IoT hub should: run a web server, 

be is able to process sensory data (e.g. presence, temperature, 

and light sensors), ability to order control elements (for 

example, IR Blaster, relays) and know connect to the Internet 

via NIC (Network Interface Card) 

2) Layer 2 - end-user interface 

The second layer is represented by the end user interface, 

containing a web interface, connected to MySQL database. It 

will work on a web server, with a PHP module enabled. It 

could be another SBD connected to the internet or the web 

server. 

3) Communication channel between layer 1 and 2 

A communication channel is an Internet connection, 

protected by the https certificate. Web server (WS) appearing 

the user interface will enable GET the Ajax applications in 

WS from layer 1 information about the state of the system 

(sensory information, OS information) and PUT Ajax 

applications command I control elements. Those requests will 

have something more to say security, which includes the 

token produced in layer 1 as well stored on Layer 2. The role 

of the token to confirm a new layer of data security on the 

network communication. 

III. PROTOTYPING AND DEVELOPMENT OF ARCHITECTURE 

A. System Architecture 

As shown in Figure 2, for the purpose of testing, I Low power 

SBC with web server enabled by RPi, itself takes on the role 

of Layer 1. The second layer, the end user the interface is 

represented by a web server stored in a commercial hosting 

plan, with a domain with name server she pointed. 

Demonstrating both a new way to connect data and the 

benefits of using web services architecture,  

I The IoT Hub was connected by telephone with General-

Purpose 

Output Ports (GPIO) to: 

1) Passive components 

a) PIR HC-SR501 mobile sensor 

b) SHT11 humidity and temperature sensor 

c) TEMT6000 lightning sensor 

d) MQ4 gas sensor 

2) F        functional parts 

a) 5V basic transmission, changing the state of the light 

bulb 

b) TSAL4400 infrared LED transmitter, transmitting i 

TURN ON / OFF the air conditioning system 

command. Pi, the lite version of Apache, with PHP 

programming language and CGI (Common Gate 

interface) Enabled features are included. On the other 

hand, it is layer 2 web server, an additional MySQL 

server is attached for both objectives: to keep track of 

login process once also, the data is processed from 

Schedule 1. 

 
Fig. 2: Software architecture 

B. Safety equipment 

To ensure the highest level of security, the application link 

used for the AJAX application will be done alternately using 

native browser language: JavaScript. Both servers will share 

in advance and keep 2 tokens in place at registration phase. 

The first token, TOK1, will activate production of a new 

secondary application one, TOK2, will be used to decrypt the 

RRL code. Step by step the cycle will be as follows: 

1) Layer 2 (L2) makes false AJAX application information 

in Layer 1 (L1), add TOK1. 

2) L1 translates the application as a new link command 

produces and produces the STR1 alphabet unit for use 

new applications. After a generation, it will respond to 

the request with 

tuple (STRE, MDHASH), as follows: 

STR1 TOK2 = STRE 

STRE | | TOK2 = MD1 

MDHASH = md5 (MD1) 

3) L3 gets a tuple, it will be XOR STRE with TOK2 again 

will confirm whether the result is correct by 

reassembling TOK2, make md5 and compare with 

found. 

4) If STR1 will be verified by comparison, L2 will be 

verified be able to make requests to the server, using the 

new link. To avoid exploitation, link will be valid for the 

duration, depending on the use case. Both servers will 

have mod security module enables well self-signed 

security certificates pre-distributed in the registration 

process. By using a hole transfer function, the default 

hole is secured communication (443) was replaced by 

layer 1. Other holes are blocked for both inlet and outlet 

communication, to avoid exploiting a different port-

socket weakness. Also, ACL (access control list) was 

define with multiple levels (controller level, data 

visibility level). 

IV. TEST RESULTS 

Comparing the actual model of buildings with others the 

general purpose of IoT architecture (see related work 

category from Phase II for example), the benefits are: 
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1) Data availability - data is only available to trusted users 

interface, agreed upon with the use of tokens and security 

certificate pairing 

2) IoT Hub separate data processing and low bandwidth – 

the metrics from data are processed at level 1 

3) Quick response to data investigation - output data from 

Layer 1 is a JSON file, easy to download and process 

4) Integration with third-party applications, which may be 

detected via API, using native browser methods to 

measure system performance from a security 

perspective, we have identified a specific IoT properties 

attack species and explain how they are proposed 

architecture handles itself. 

1) Medium Man (MIM), where the attacker listens to 

the data between layers and may interfere with data 

conversion. The use of TOK2 makes the MIM-proof 

system, take over considering the fact that the data 

request is dynamic and valid changes over time. 

Also, data between layers is encrypted using SSL 

certificates, which performs the encryption step 

from that direct attack to impossibility. 

2) Confidentiality, where the attacker may log in data 

can access the system. In order to access Layer 2, the 

user must meet 3 requirements: have valid 

verification details, be tokens and certificates stored 

on his local device and be registered on the system. 

That way, the user login only data will not be able to 

perform secret attacks. 

3) Data injection, in which false data is injected 

network, to reduce system integrity. Both a system 

based on authentication tokens and SSL encryption 

does not allow hacker to enter data into system. All 

connections not connected with requirements are 

automatically reduced. 

V. CONCLUSIONS AND FUTURE WORK 

This paper represents the study of the IoT system by 

lightweight structures (resource use is reduced and works 

with all computers on a single board), measuring deficient 

network (using the same architecture, you can add as many 

areas you need), integrated with critical infrastructure, where 

data is very important. We noticed that by designing 

buildings and choosing the right safety protocols, many types 

of attacks become impossible. Architecture based on web 

components, using the web AJAX servers and applications, 

offers great benefits in terms security, small data transfer size 

and low performance and administrative costs. Performance 

analysis from the processing area viewing, considering the 

related dynamic algorithm production of a data application 

structure and, analysis opto reduce the complexity of the 

registration process, it should be detailed as a future work. 
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