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Abstract— Artificial intelligence and the industrial internet of 

things have evolved the product manufacturing process, 

illuminating production and stability. Machine design and 

Industry 4.0 make use of IIoT applicants. Participating in AI 

and IIoT technologies to develop manufacturing machines 

that adhere to Industry 4.0 standards is a challenge. The above 

mentioned method is being used to plan an autonomous 

design machine and a smart manufacturing atmosphere. The 

internet of things (IoT) connects all the digital interfaces, 

process of data analysis, physical world control. As a result, 

a significant increase in productivity might be noticeable that 

improves the quality of life of humans. The world has evolved 

and everything is connected in this present time and digitised. 

The internet of things is expected to change the way of life 

and work method. The industrial IoT is confronted with the 

challenge of safety issues and privacy issues. 
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I. INTRODUCTION 

In this modern era of digitization, all the industries are 

adopting smart manufacturing systems. Industries that are 

present in this modern time goes through several hurdles such 

as data security issues, inclining costs, workforce turnover, 

safe operation, performance reliability and so on. Smart 

manufacturing systems are helpful for the industries to deal 

with the above mentioned issues. It includes the application 

of emerging technologies such as artificial intelligence, 

internet of things; cloud computing, machine learning, big 

data analytics and many more [1]. IIoT helps the industry to 

gain a higher level of vision and insights during their 

operations. Moreover, it is also helpful to utilise the entire 

data as the industry can adopt the smart manufacturing system 

appropriately. Smart manufacturing processes generate a 

huge amount of data and artificial intelligence is extensively 

important to recognize anomaly patterns, learn more and 

collect knowledge from the past experiences. Furthermore, it 

can predict machine life and boost the workforce efficiency 

of the industry.     

II. TECHNOLOGICAL ENHANCEMENT IN SMART 

MANUFACTURING 

For adopting the smart manufacturing process, the most 

crucial thing is to implement the most advanced technology. 

In order to adopt the manufacturing process, there are a lot of 

different kinds of technologies developed and implemented. 

Different kinds of advanced technologies are Management of 

Supply chain (SCM), Management of Product Lifecycle 

(PLM), Customer and Relationship Management (CRM), 

Planning of Enterprise Resources (ERP) and Manufacturing 

Execution System (MES). This portion highlights the role of 

these technologies and their effectiveness in developing the 

smart manufacturing system.  

A. SCM 

SCM helps to synchronize demands and necessities of the 

consumers with the instrumental deals and suppliers along 

with the material supply flow all the way to the consumers. 

The supply chain contains manufacturing, raw resources, 

sales, suppliers, distribution and consumers [2]. The modern 

version of SCM designed with AI is able to minimize the risk 

factors and it can improve the sustainability of the supply 

chain. 

B. PLM 

PLM is able to reduce the manufacturing costs through 

maintaining a product by its lifecycle. The components of the 

product life time are product design, maintenance, 

production, recycle, service and logistics [3]. This stage has 

three periods such as beginning of the life (BOL), middle of 

the life (MOL) and end of the life (EOL). For applying PLM 

along with advanced analytics the most necessary part is to 

collect the required data from the authentic sources. Among 

the above mentioned phases, the beginning of life is the most 

crucial phase and it contains production of the products and 

its design. For performing the designing phase, authentic data 

sources are helpful for the manufacturer to understand the 

market demands and the needs of customers [4]. According 

to the demand and needs the manufacturers can develop the 

features of their products. In the MOL phase, data sources 

consist of product logistics, warranty services of the products 

and maintenance of the products. 

 
Fig. 1: product Life cycle Management 

(Source: [5]) 
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C. CRM 

The CRM process is vital for creating value and satisfaction 

to the consumers. Moreover, it is also helpful to build and 

maintain profitable customer relationships. The CRM 

process is full with a series of several strategies and 

procedures that are able to manage the customer relationship 

[5]. Along with that, keeping track of important information 

related to the consumers is another function of the CRM 

process. The modern version of CRM is able to interact with 

PLM and all the data from the product life cycle are used for 

gaining customer satisfaction.  

D. ERP 

The function of the ERP process is to bring the desired value 

to an industry through transferring and sharing information 

and crucial data across all the segments of the industry along 

with the outer sources. The software system of ERP collects 

data and necessary information from sales, distribution, 

manufacturing, logistics, auditing, finance, suppliers, human 

resources, customers and so on [6]. Implementing the cloud 

based ERP helps to reduce costs, increase the scalability, 

availability, and accessibility. 

 
Fig. 2: Enterprise Resource Planning 

(Source: [7]) 

E. MES 

This process is extremely important to recognize the 

increasing demands to minimize the costs of manufacturing. 

The MES process includes product tracking, maintenance 

management, data collection, quality control and employee 

management and it also helps to increase the product quality 

[7]. Moreover, this process is also able to track and monitor 

the production process more efficiently.        

III. EVALUATING THE SYSTEM OF BANDSAW 

Bandsaw is a crucial part of a Bandsaw cutting instrument. 

As it is used for cutting, the instrument can be utilised until it 

reaches the end of its design life while used under perfect 

cutting conditions. However, in real life, operating 

circumstances may not always be optimum. Anomalies 

present in the raw resources, lack of alignment in the job setup 

and other factors might cause an excess power on the cutting 

instrument, limiting its operational period or even triggering 

fail state [8]. Therefore, an intelligent Bandsaw system can 

help to extend the life of a Bandsaw. Raw data from the 

machine is collected utilising data technologies along with 

external sources. The rate of data collecting varies depends 

upon the objective of the data. For instance, vibration data is 

gathered at a high level of rate of sampling and it serves as a 

measure of the health index of Bandsaw and varies repeatedly 

[9]. Protocol that can be used is Ethernet/IP, the captured data 

is sent to the fog layer.  

 Edge computational units in the fog layer execute 

data processing and properties evaluation operations on 

primary data given to it by instruments. Within the layer, 

communication can also take place to undertake and 

exchange computationally light analysis. It necessitates 

information with a wider range from a single instrument and 

the performance scale attributes and services are sufficient 

with a fog layer [10]. The pre-processed data is then 

transferred to the cloud layer, together with critical features 

and background information for a deep and advanced 

analysis. Analytical models of the Bandsaw machines’ PHM-

cyber twin are sorted in the cloud. While data from many 

identical machines is sent to the cloud, a similarity based 

analysis process is used to update the Bandsaw machines’ 

cyber twin models. On the updated models of cyber twin of 

the machines, deterioration curve evaluation and blade RUL 

prediction techniques are used to gain insights into the blade 

health. These perceptions serve as the foundation for making 

decisions. Alternatively, Eidetic image method is another 

essential technique where the images can be visualised that 

depicts that images related with blade can be predicted. This 

technique is considered to be effective as it helps in knowing 

intentions. The RUL technique in comparison with Eidetic 

technique will be effective in offering pictures and knowing 

of intention of blade health in advance. 

 The result of the analysis can be used to send modern 

set of optimised operating parameters values to the machining 

tool as the existing parameters may be damaging the blade. 

As a result, the blade is self-aware and may configure on its 

own to extend its life span. Furthermore, at the moment 

certain level of denomination is achieved then the blade can 

forecast its rest usable power and notify management of the 

need for a blade replacement [11]. The study reflects that 

technological enhancement reflects the smart manufacturing 

process along with technological development also taken into 

consideration. The study reflects that IIOT technology useful 

for development of the manufacturing machine included in 

adhere to industry 4.0.  The internet of things is expected to 

change the way of life and work method. The industrial IIOT 

is confronted with the challenge of safety issues and privacy 

issues. The study reflects that adopting of the smart 

manufacturing system indicates the modern era of 

digitalization. The study indicates that system availability   

 This gives a validity of high margin of products and 

extends the typical life cycle of the blade. Moreover, as 

everything is taking place in real time, proper planning of 

production, inventory control and maintenance scheduling 

are all dynamic. 
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Fig. 3: Development factor of that IIOT technology 

(Source [9]) 

IV. PROBLEMS IN SMART MANUFACTURING 

Despite the fact that the industrial sector has been using IIoT 

and AI in manufacturing operations for a long time, there are 

still substantial obstacles to overcome. Data and platform 

technologies have advanced dramatically in the last decade 

through sensor technology, communication protocols and 

processing capabilities. Analytical technologies grew as more 

data in computing power became available. Operations 

technologies are being developed, tested, and applied as the 

power of analytical technology is realised. Moreover, the 

adoption of industrial AI and internet of things in 

manufacturing is being driven by two key drivers. The first is 

the manufacturing processes that involve vast and expensive 

hardware along with a major percentage of them being legacy 

systems that are not supposed to be replaced by the end of 

their expiration . Next parameter is senior management’s 

aversion to introducing latest technologies into strongly 

established procedures and systems. 

A. Cyber Security 

It is critical to safeguard the accuracy, privacy and security of 

data that a corporation collects stores, shares and analyses. 

Security penetration occurs at every tier of the telecom 

services and communication mediums including while data is 

being transmitted from one layer to the next [12]. In the 

network, internet based services or devices are the easy target 

for attackers and hackers. Once within the radar, numerous 

types of breaches such as cross site scripting, Phishing, 

malware, control and so on could be launched.  

B. Data Integrity 

As the manufacturing process is nondeterministic, therefore 

maintaining data integrity is critical. It is difficult to ensure 

data accuracy in terms of background, correctness, 

unbiasedness label and other factors. Data integrity is 

extremely critical during the generation process and 

transmission and storage stages. The range of application can 

be large and sophisticated; physically validating data by the 

user can be time consuming. As a result, procedures for data 

maintenance should be available in the data integrity process.  

C. Data Management 

As several industries are incorporating AI and IIoT into their 

daily operations, the challenge of integrating the number and 

different systems in the architecture will become apparent. It 

is critical to be able to collect, store and manage the growing 

database, models and other information in an efficient way. 

The features required for application in manufacturing 

enterprise solutions are missing from the system of relational 

database management.  

D. System Availability 

While one of the forwarding technologies’ goals is to increase 

the availability of manufacturing capability, the necessity to 

consider the enabling technologies’ own availability is also 

taken into consideration. Hardware components that 

contribute sensing, processing, communication and other 

functions must be trustworthy and verified. Software that can 

prevent malware, data traffic, and unauthorized entry should 

be implemented beforehand in the system. It can be proven 

helpful in the event of a security breach, heavy traffic or 

excessive load as well as providing data security and 

diagnostic information in the event of a failure.      

V. INNOVATIVE STRATEGIES TO OVERCOME CHALLENGES 

Installation of higher key encryption security systems is 

required to protect the database of industries from simple 

brute force attack or distributed denial of service attacks. 

Minimum 128 bit encryption key is necessary to ensure the 

safety and security of the database [13]. Moreover, multiple 

layer firewalls that can detect level seven malware need to be 

installed in the cloud computing database. Multiple 

authentication factors that can be accessed only by designated 

authorities need to be implemented to keep the data integrity. 

Software such as Hive, MySQL and other RDBMS can be 

used to manage data with sustainability. Moreover, hardware 

components that can handle heavy traffic on the cloud 

database needs to be installed to support the manufacturing 

process.  

VI. CONCLUSION 

Industrial AI and IIoT are helpful to predict problems before 

they happen and prevent unplanned downtime. It also allows 

every piece of equipment to work at its best in a safe and 

secure manner. The futuristic AI that helps industries to grow 

and the internet of things are freeing supply chains, inventory 

management and industrial automations and moving forward 

to data driven mentality and protected systematic settings. 
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