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Abstract— The demand for cloud computing is increasing 

and a lot of organizations tend to use it to store and method 

their knowledge. Nowadays cloud computing may be a 

terribly known technology in IT enterprises. For an 

organization, the info hold on is extraordinarily terribly 

massive and it's terribly worshipped. Thus, it becomes vital 

to own the secured use of information. Private cloud may be 

a variety of cloud computing that delivers similar blessings 

to the general public cloud, together with quantifiability and 

self-service, however through a proprietary design. 
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I. INTRODUCTION 

These cloud applications use massive information centers 

and powerful servers that host internet Application and 

internet services. Cloud computing delivers IT capabilities 

as services-on-demand. Cloud computing, and personal 

cloud significantly, have changed absolutely the tactic that 

organizations deploy and manage business-critical enterprise 

applications.  Private cloud makes it a lot of less 

complicated for businesses to require advantage of 

enterprise applications as a platform that area unit absolutely 

increased for these critical services. And businesses today 

are encircling private cloud to a very high degree. It’s 

additional sensible to use a personal cloud that the 

organization itself owns the infrastructure, physical and 

software components of that private cloud. The objectives of 

this article is to assist small companies or any other 

institutions to build their private cloud at less cost, best 

performance, a higher security issue. 

II. TYPES OF CLOUD COMPUTING 

A. Public Cloud 

Public Cloud is a pretty resolution to tiny and mid-size 

business homeowners, because it eliminates the price of 

building their own computing, networking and storage 

infrastructure within the case of tiny and medium 

businesses, as they'll use cloud resources and pay per their 

usage wants. publically clouds, resources and prices are 

shared by users who use them over the internet on pay per 

use model. This model appeals especially to startups and 

small organizations that have not invested in hardware 

resources and are looking for ways to avoid the large Capex 

involved in procuring infrastructure upfront. Even supposing 

there are many advantages like value savings, quicker time 

to promote, etc., from this model. 

B. Private Cloud 

Private cloud may be a cloud computing model operated just 

for one institution/organization. It'll be managed internally 

or a 3rd party and hosted internally or externally. A non-

public cloud resolution can host your information on a 

passionate server with access and management restricted to 

your business only. The network is protected by a secure 

firewall and offers high performance due to its single usage. 

Customers will customise the management and maintenance 

of their service. This implies you'll be able to tailor your 

infrastructure to satisfy your business wants and to suit any 

security or infrastructure needs you have got. Using this 

model will grow the business if security hazards area unit 

handled carefully. It prices extra major expenditure as assets 

have to be refreshed periodically. Non-public cloud is 

additionally referred as internal cloud or company cloud. 

C. Hybrid Cloud 

Hybrid cloud is an IT design that comes with some degree 

of workload portability, orchestration, and management 

across 2 or more environments. Looking on whom you raise, 

those environments might have to include: 

 At least one personal cloud and a minimum of 1 public 

cloud 

 2 or more private clouds 

 2 or more public clouds 

III. CLOUD SERVICE MODEL 

There are three types of cloud service model: 

A. Infrastructure as a Service (IaaS) 

IaaS is also known as Hardware as a Service (HaaS). It is a 

computing infrastructure managed over the internet. The 

main advantage of using IaaS is that it helps users to avoid 

the value and quality of purchasing and managing the 

physical servers. In traditional hosting services, IT 

infrastructure was rented out for a selected period of time, 

with      pre-determined hardware configuration. The client 

purchased the configuration and time, no matter the actual 

use. With the help of the IaaS cloud computing platform 

layer, clients to meet dynamically scale the configuration to 

satisfy to meet needs and are billed just for the services 

actually used. IaaS cloud computing platform layer 

eliminates the requirement for each organization to maintain 

the IT infrastructure. IaaS is obtainable in 3 models: public, 

private, and hybrid cloud. The private cloud implies that the 

infrastructure resides at the customer-premise. Within the 

case of public cloud, it's placed at the cloud computing 

platform vendor's data center, and the hybrid cloud may be a 

combination of the two in which the client selects the best of 

each public cloud or private cloud. 

B. Platform as a Service (PaaS) 

Platform as a Service (PaaS) provides a runtime 

environment. It permits programmers to easily manufacture, 

test, run, and deploy web applications. You will purchase 

these applications from a cloud service supplier on a pay-as-

per-use basis and access them using the online association. 

In PaaS, rear expandability is managed by the cloud service 

supplier, thus end-users don't ought to be compelled to stress 

relating to managing the infrastructure. PaaS includes 

infrastructure and a platform to support the net application 

life cycle. 
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C. Software as a Service (SaaS) 

SaaS is also called "On-Demand Software".  It's a software 

system distribution model within which services are hosted 

by a cloud service supplier. These services are accessible to 

end-users over the web thus, the end-users don't need to 

install any package on their devices to access these services. 

IV. PRIVATE CLOUD USES  

A. Distribution of Production Workloads: 

These days, virtually each organizations are within the 

software development business. The internet, quality and 

social business opportunities have modified however we 

reach, communicate with and service our customers. New 

applications and workloads are the resulting in with success 

competitive in these new markets. Some research reveals 

that some corporations would possibly look to the public 

cloud to develop new software applications and commit to 

drift these workloads to their own private cloud once they 

are ready for production use. 

B. Agile Surroundings: 

It’s no wonder that the public cloud has become standard for 

organizations needed to quickly spin up environments for 

the development and testing of recent applications. A 

traditional internal data center is incredibly slow and 

inflexible and has an environment to permit the groups to 

hold out agile development projects. That all changes with a 

private cloud Infrastructure-as-a-Service solution like 

Openstack Cloud. By bringing a pool of shared, on-demand 

resources that may be briskly deployed and simply 

managed, you get all the speed and flexibility you need for a 

really efficient and agile DevTest environment. 

C. Upgrading Flexibility: 

Nearly each trendy business must be ready to like a shot and 

simply fit dynamical demands while not fastness down. 

Some changes may be expected, like web site traffic 

throughout your peak retail season. A personal cloud 

solution offers the specified speed of response and 

flexibility by creating an flexible data center environment. 

With your compute resources pooled and easily managed, 

you can quickly allocate more capacity and capability when 

you need it. A personal cloud approach permits IT to 

quickly deploy an application and also the needed resources 

on demand, before move them down quickly upon 

completion. Giving on-demand scalability and flexibility, 

non-public cloud addresses computing capability problems 

while not over-provisioning, at the same time increasing 

revenue and minimizing chance opportunity. 

D. Security: 

Public clouds can be secure but the lack of visible controls 

often concerns business leaders. A private cloud can offer 

all the benefits of public cloud while ensuring decisions 

around security and agreement remain firmly in the control 

of the enterprise. 

V. SECURING CLOUD COMPUTING SYSTEMS 

Private cloud security ought to be considered from totally 

different perspectives: 

 Infrastructure security: This perspective includes 

physical access and data outflow problems (loss of hard 

drives), energy supply security, facility security, 

network security, hardware security (hardware 

cryptography modules, sure protection modules), 

compute security (process, memory isolation), storage 

security, operating system security, virtualization 

security, and update security (hypervisor, virtual 

machines). 

 Platform security: This perspective includes user 

expertise security, application framework security, data 

security, development environment security, and update 

security. 

 Software security: It includes application security 

(multitenant partitioning, user permissions), and update 

security. 

 Service delivery security: It includes association 

security, and service end-point security (traditional 

network security). 

 User security: It includes ensuring that the users and 

also the systems they are using to access the private 

cloud are trusty and secured. 

VI. CONCLUSION 

This paper highlighted, the types of cloud computing and 

the cloud service model, and also the security of the private 

cloud. There are no standards or rules worldwide provided 

information through cloud computing. Users conjointly 

worry regarding who will disclose their information and 

have possession of their data. But once, there are standards 

and regulations worldwide, cloud computing will 

revolutionize the future. 
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