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Abstract— Wireless multimedia communications have 

developed rapidly with increasing wireless access bandwidth 

and popular intelligent devices. Recent, a number of studies 

have been conducted to design tough and well organized 

schemes for delivering multimedia content over error-

inclined wireless networks. In contrast, very few of those 

studies have concentrated on the security aspect of such 

transmission. There is have been increasing demands for the 

security of wireless multimedia Applications in recent years. 

Wireless networks when compared to traditional wired 

networks, are more likely prone to malicious attacks. Current 

security methods include physical layer and application layer 

security technologies independently and separately. 

Typically, physical layer information is dynamic in wireless 

networks, and application layer information is related to 

wireless multimedia content delivery. Both of them have 

significant impact on security performance. 

Keywords: Invisible Watermarking, Lossless Image 

Compression, AES 

I. INTRODUCTION 

Image Processing is a technique to enhance raw images 

received from cameras/sensors placed on satellites, space 

probes and aircrafts or pictures taken in normal day-to- day 

life for various applications. Various techniques have been 

developed in Image Processing during the last four to five 

decades. Most of the techniques are developed for enhancing 

images obtained from unmanned space crafts, space probes 

and military reconnaissance flights. Image Processing 

systems are becoming popular due to easy availability of 

powerful personnel computers, large size memory devices, 

graphics software etc. 

Image Processing is used in various applications such as: 

 Remote, Sensing, Medical, Imaging, Non-

destructive Evaluation, Forensic Studies, Textiles, Material 

Science, Military ,Film industry ,Document processing, 

Graphic arts, Printing Industry 

II. METHODOLOGY 

A. Multi-Level Image Water Marking (Sender) Mechanism 

In this module, the image data is taken and encoded so that 

original image is changed. In addition, the type of the data 

(Normal/High definition) is also encoded. The encoded data 

is obtained as input, the source coding function encodes the 

contents according to the received input rate and required 

output rate. In the channel coding part, authentication and 

watermarking are constructed. First the data is packet, then 

encoded, followed by authorization and watermark in. The 

operations of authentication and water-marking can directly 

relate to the multimedia content since the application packet 

only depends on the multimedia content. As a result, the 

importance and priority of the packets can be obtained easily. 

B. Multi-Level Image Water Marking (Receiver) Mechanism 

At the receiver, sequences of packets are received. Then 

content detection is performed on the received content to test 

the integrity of the content. The packet errors are found out 

and the error report (feedback) from receiver to sender is 

being sent twice so that even if the first information is 

attacked, the second copy helps to recognize the error details. 

The original data is received and data type information is 

retrieved based on proper decoding. Based on the receiver 

capability, the Normal/High Definition data is find out. Then 

decoding occurs to get image data which contains original 

image with watermark data. Then de-watermarking is carried 

out, checked and raw image data is displayed if watermark 

found to be correct 

 
Fig. 2.1: Architecture Diagram 

 
Fig. 2.2: Standard model of a communications 

1) Watermarking Models 

There are several ways in which we can model a 

watermarking process. These can be broadly classified in one 

of two groups. The first group contains models which are 

based on a communication-based view of watermarking and 

the second group contains models based on a geometric view 

of watermarking. In the rest of this essay, I only refer to image 

watermarking because I only concentrated on images during 

the development of example watermarking systems. 
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2) Communication-Based Models 

Communication-based models describe watermarking in a 

way very similar to the traditional models of communication 

systems. Watermarking is in fact a process of communicating 

a message from the watermarking embedded to the 

watermarking receiver. Therefore, it makes sense to use the 

models of secure communication to model this process. In a 

general secure communication model we would have the 

sender on one side, which would encode a message using 

some kind of encoding key to prevent eavesdroppers to 

decode the message if the message was intercepted during 

transmission. Then the message would be transmitted on a 

communications channel, which would add some noise to the 

noise to the encoded message. The resulting noisy message 

would be received at the other end of the transmission by the 

receiver, which would try to decode it using a decoding key, 

to get the original message back. 

 
Fig. 2.3: Digital Watermark Embedding and Extraction 

Model 

 

III. MODELING AND ANALYSIS 

 

 

IV. RESULT AND DISCUSSION 

FIELDNAME TYPE SIZE DESCRIPTION 

SNo INT 4 Unique 

Content VARCHAR 50 
Watermark 

content data 

Fig 4.1 Login 

1) Coding 

Coding is the process of whereby the physical design 

specifications created by the analysis team turned into 

working computer code by the programming team. 

2) Testing 

Once the coding process is begin and proceed in parallel, 

program module can be tested. 

3) Installation 

Installation is the process during which the current system is 

replaced by the new system. This includes conversion of 

existing data, software, and documentation and work 

procedures to those consistent with the new system. 

4) Documentation 

It is result from the installation process, user guides provides 

the information of how the use the system and its flow. 

Training and support 

 Training plan is a strategy for training user so they 

quickly learn to the new system. The development of the 

training plan probably began earlier in the project. 

 The best-suited application package to develop the 

system is Visual C# .NET under Windows environment. 

B. Input Design 

Input design is the process of converting user-originated 

inputs to a computer understandable format. Input design is 

one of the most expensive phases of the operation of 

computerized system and is often the major problem of a 

system. A large number of problems with a system can 

usually be tracked backs to fault input design and method. 

 The system takes input from the users, processes it 

and produces an output. Input design link that ties the 

information system into the world of its users. The system 

should be user-friendly to gain appropriate information to the 

user. 

 To provide cost effective method of input. 
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 To achieve the highest possible level of accuracy. 

 To ensure that the input is understand by the user. 

C. System Testing 

After the source code has been completed, documented as 

related data structures. Completed the project has to undergo 

testing and validation where there is subtitle and definite 

attempt to get errors. The project developer treads lightly, 

designing and execution test that will demonstrates that the 

program works rather than uncovering errors, unfortunately 

errors will be present and if the project developer doesn’t find 

them, the user will find out. The project developer is always 

responsible for testing the individual units i.e. modules of the 

program. In many cases developer also conducts integration 

testing i.e. the testing step that leads to the construction of the 

complete program structure. 

This project has undergone the following testing procedures 

to ensure its correctness. 

1) Unit testing 

2) User Acceptance Testing 

D. Unit Testing 

In unit testing, we have to test the programs making up the 

system. For this reason, Unit testing sometimes called as 

Program testing. The software units in a system are the 

modules and routines that are assembled and integrated to 

perform a specific function, Unit testing first on the modules 

independently of one another, to locate errors. This enables, 

to detect errors in coding and logic that are contained with the 

module alone. The testing was carried out during 

programming stage itself. 

E. User Acceptance Testing 

In these testing procedures the project is given to the 

customer to test whether all requirements have been fulfilled 

and after the user is fully satisfied. The project is perfectly 

ready. If the user makes request for any change and if they 

found any errors those all errors has to be taken into 

consideration and to be correct it to make a project a perfect 

project. 

 

F. Scope for Future Development 

In future, more study will be carried out in following area. 

 

 Device authentication: With the advances in the Internet 

of Things and device-to-device communications, the 

authentication of devices and their associated multimedia 

services should be verified jointly since different devices 

may have different multimedia content and security 

levels. 

 Content confidentiality: The multimedia contents of the 

transmitters (e.g., devices), and the corresponding 

control and feedback messages should be more 

confidential to protect the privacy of both the transmitter 

and receiver. 

 Green security: The receiver should be able to verify in 

an energy-aware way that any received contents are 

delivered unaltered in a multiple-user environment. 

 Communication overhead: The cross-layer security 

service should be efficient in terms of communication 

and processing overheads because wireless multimedia 

communication is very sensitive to transmission latency 

V. CONCLUSION 

This project implements a joint framework involving both 

physical layer and application layer security technologies. 

Through exploiting the security capacity and signal 

processing technologies at the physical layer, and the 

authentication and watermarking strategies at the application 

layer, the available network resource can be efficiently 

utilized, and the scalable multimedia security service can be 

achieved without changing the current communication 

framework. Importantly, the proposed joint security 

architecture can be implemented in a distributed manner by 

exchanging messages between the authorized transmitters 

and receivers, thus achieving a satisfying trade-off between 

the security level and communication overhead. Based on the 

receiver capability, the Normal/High Definition data is found 

out. Then decoding occurs to get image data which contains 

original image with watermark data. Then dewater marking 

is carried out, checked and raw image data is displayed if 

watermark found to be correct 
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