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Abstract— The Project describes Electronic protection for 

exam paper leakage which is a highly secured system. The 

examination is mainly the heart of the education system. We 

have proposed an electronic framework to distinguish and 

forestall test paper spillages. In this planned framework, the 

inquiry papers which are in the electronically bolted box 

will be sent to the assessment communities. The box will be 

opened after a predefined password only by an authorized 

user. As a matter of fact the inquiry papers are available in 

the sub boxes. These boxes are password protected. To open 

the individual sub boxes the test regulator will communicate 

something specific alongside the secret phrase. If the 

password matches, only then the security gets disabled and 

he can open the box. Without entering any password if any 

one tries to open the box it will send SMS to higher 

authority about the illegal activity. In this framework we are 

utilizing a ringer for such unapproved impedance. 
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I. INTRODUCTION 

Instruction is fundamentally the rousing power of the 

general public. An assessment is the evaluation intended to 

quantify the expertise, information, physical wellness or 

fitness and furthermore order in endless subjects. A test 

might be on paper, on the PC, orally, in test focuses, which 

are led to test, compute or inspect the arrangement of 

abilities. Likewise the fundamental reason for the 

assessment is to choose the competent contender for various 

positions.  

For the understudies principle issues are question 

paper spillage, who experience the ill effects of the deferred 

or abrogation of the assessment. Every single year we hear 

news about delayed/dropped test because of paper spillages 

in the paper or on TV. Once in a while the college itself 

doesn't have the foggiest idea how there is spillage of any 

data content identified with question papers. 

Hence, some student gets good rank in minimum time and 

with less effort and those students who really deserve the 

rank will not score even after hard work and maximum 

efforts. This viewpoint will make negative impact on 

understudies and dampen the development of society. So we 

have concocted a reduced and convenient arrangement and 

chose to plan and execute an assessment paper spillage 

insurance framework dependent on Microcontroller. Along 

with IC8051, GSM modem, Reed Switch is used in this 

system.  

II. BLOCK DIAGRAM 

 

III. WORKING 

First the inquiry paper goes to the school from college in an 

electronic fixed box which is called Electronic Control Box. 

The Electronic Control Box is an installed framework that 

was planned utilizing Microcontroller, which has inbuilt 

RTC to screen the Electronic Control Box. If anyone tries to 

open that box before and after the OTP time duration, the 

system communicates to the university authorities by 

sending an SMS (Short Message Service) through GSM 

(Global System for Mobile correspondence) that "some 

breaking down has occurred with the Electronic Control 

Box".  

The college specialists send a remarkable secret 

phrase to the central authority of the school before 10 

moment of the test. The system acknowledges for the 

password for 10 minutes valid time period. The same OTP 

will send to the ECB. Boss inspector needs to type the secret 

word which is given by the college utilizing the console. On 

the off chance that secret word is right, the electromagnetic 

lock pivots and opens the Electronic Control Box. This 

framework has two handsets. The handset 1 is an implanted 

framework identified with the Electronic Control Box.  

The handset 2 is the cell phone with the college 

specialists. The current module work manages the 

equipment and programming part. If the GSM password 

which is entered through keypad and that stored on 

E2PROM matches, then the stepper motor rotates to open 

the box. On the off chance that the school authority types an 

off-base secret key, at that point "Secret key MISMATCH" 

message is shown on the LCD. If anyone tries to open the 
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box before the valid time period or try to break it then 

system sends SMS “INVALID ACCESS”. Consequently, 

the spillage of inquiry papers is forestalled. 

A. GSM Technology 

GSM is generally utilized portable correspondence 

engineering utilized in the greater part of the nations. This 

venture exhibits the interfacing of microcontroller AT89C51 

with HyperTerminal and GSM module. It intends to 

acclimate with the language structure of AT Commands and 

their Information Response and Result Codes. The ASCII 

estimations of characters in the Information Response, 

Result Codes and their language structure can be checked by 

a LED cluster. For the fundamental ideas, working and 

activity of AT orders and GSM module allude GSM/GPRS 

Module.  

AT orders with a GSM/GPRS MODEM or cell 

phone can be utilized to get to following data and 

administrations: 

1) Information and configuration pertaining to mobile 

device or MODEM and SIM card 

2) SMS services 

3) MMS services 

4) Fax services 

5) Data and Voice link over mobile network. 

B. GSM/GPRS Module 

A GSM/GPRS module collects a GSM/GPRS modem with 

standard correspondence interfaces like RS-232 (Serial 

Port), USB and so on., so it tends to be effectively interfaced 

with a PC or a microchip / microcontroller based system. 

The force gracefully circuit is additionally implicit the 

module that can be initiated by utilizing an appropriate 

connector. 

 

C. GSM/GPRS Modem  

GSM/GPRS MODEM is a class of remote MODEM gadgets 

that are intended for correspondence of a PC with the GSM 

and GPRS network. It requires a SIM (Subscriber Identity 

Module) card simply like cell phones to enact 

correspondence with the organization. Additionally they 

have IMEI (International Mobile Equipment Identity) 

number like cell phones for their recognizable proof. A 

GSM/GPRS MODEM can play out the accompanying tasks: 

1) Receive, send or delete SMS messages in a SIM. 

2) Read, add, search phonebook entries of the SIM. 

3) Make, Receive, or reject a voice call. 

D. Wireless MODEMs 

Remote MODEMs are the MODEM gadgets that produce, 

send or translate information from a cell organization, for 

building up correspondence between the cell organization 

and the PC. These are made for explicit cell organization 

(GSM/UMTS/CDMA) or explicit cell information standard 

(GSM/UMTS/GPRS/EDGE/HSDPA) or innovation 

(GPS/SIM). Remote MODEMs like other MODEM gadgets 

utilize sequential correspondence to interface with and need 

Hayes viable AT orders for correspondence with the PC 

(any microchip or microcontroller framework). 

 

E. Mobile Station (Cell phones and SIM) 

A cell phone and Subscriber Identity Module (SIM) together 

structure a versatile station. It is the client gear that speaks 

with the portable organization. A cell phone contains Mobile 

Termination, Terminal Equipment and Terminal Adapter. 

 

F. Locking Mechanism 

Locking mechanism is a combination of gears and DC 

motors which moves the shaft by door locking and 

unlocking embedded into a metal body. 

G. Power Supply 

Power supply block consists of following units: 

1) Bridge rectifier circuit 

2) Input filter 

3) Voltage regulators 

4) Output filter 

5) Indicator unit 

H. LCD Display 

Liquid Crystal Display, which is ordinarily known as LCD, 

is an Alphanumeric Display it implies that it can show 

Alphabets, Numbers just as extraordinary images in this way 

LCD is an easy to understand Display gadget which can be 

utilized for showing different messages dissimilar to seven 

section show which can show just numbers and a portion of 

the letter sets. The main impediment of LCD more than 

seven portion is that seven section is vigorous show and be 

pictured from a more drawn out separation when contrasted 

with LCD. Here we have use d 16 x 2 Alphanumeric 

Display, which implies on this showcase we can show two, 

lines with limit of 16 characters in a single line.  

A 16x2 LCD suggests it can show 16 characters for 

each line and there are 2 such lines. In this LCD, each 



Electronic Protection for Exam Paper Leakage 

 (IJSRD/Vol. 8/Issue 7/2020/094) 

  

 All rights reserved by www.ijsrd.com 442 

character is appeared in 5x7-pixel matrix. This LCD has two 

registers, specifically, Command and Data.  

The request register stores the request headings 

given to the LCD. An order is a guidance given to LCD to 

do a predefined task like introducing it, clearing its screen, 

setting the cursor position, controlling showcase and so on. 

The information register stores the information to be shown 

on the LCD. The information is the ASCII estimation of the 

character to be shown on the LCD. 

I. 8051 Microcontroller 

At the point when we need to find out about another PC we 

need to acclimate about the machine ability we are utilizing, 

and we can do it by examining the interior equipment plan 

(gadgets design), and furthermore to think about the size, 

number and the size of the registers.  

A microcontroller is a solitary chip that contains 

the processor (the CPU), non-unpredictable memory for the 

program (ROM or glimmer), unstable memory for 

information and yield (RAM), a clock and an I/O control 

unit. Likewise called a "PC on a chip," billions of 

microcontroller units (MCUs) are inserted every year in a 

heap of items from toys to apparatuses to cars. For instance, 

a solitary vehicle can utilize at least 70 microcontrollers. 

The accompanying picture portrays an overall square graph 

of microcontroller. 

IV. CONCLUSION 

The compact and cost effective solution for the examination 

paper leakage system was achieved with controller. This 

undertaking can be stretched out to ensure the appropriate 

response sheets to send it to the college specialists. It can 

likewise be utilized in different applications where insurance 

of reports or any resources is required. The embedded 

system can be programmed to close the Electronic Control 

Box after the completion of the exam. 
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