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Abstract— The network information security problem has 

been a fundamental factor that limits internet application. 

Intrusion Detection is considered one of the network 

security fields of technology major scientific investigation 

directions. Web data mining technology will be 

implemented to NIDS (Network Intrusion Detection 

System), which may automatically detect the latest pattern 

from the huge network data, to decrease the workload of the 

manual compiling normal behavioral patterns and intrusion 

behavioural patterns. This study examined the recent 

intrusion detection technologies and the data mining 

techniques briefly. Emphasis on the web data mining 

algorithm in misuse detection and anomaly detection of 

particular applications. The classification algorithm is 

utilized for misuse detection. The clustering algorithm is 

utilized for anomaly detection. In pattern contrast to study 

deeply the sequence rules and association rules. Finally, the 

difficulties have been studied where the current data mining 

algorithm in intrusion detection applications encountered at 

present and has revealed the next research direction. In this 

article, the structure model, function modules, workflow, 

and functional features of the intrusion detection system 

which is based on web data mining technology. 
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I. INTRODUCTION 

With the advancement of network technology, today 

progressively more people understand the different methods 

of attack across the rich network resources and have carried 

out the extremely destructive attacks through easy function. 

Over the last few years, the quantity of hackers’ attacks is 

rising 10 times on an annual basis. Consequently, it has 

turned into the most pressing subject matter to make sure the 

network systems, computer systems, and the complete data 

infrastructure security, and it has turned into the widespread 

concern of the computer industry that how to identify and 

prevent these attacks efficiently [1-3]. There are several 

techniques to improve the network security at the moment, 

like the firewall, VPN, encryption, and so on but all of these 

will be too static to give efficient protection. Though, 

intrusion detection is a vibrant one, which can provide 

dynamic security to the network security in the surveillance, 

attack, and counter-attack. 

Over the past few years, the network has become a 

very important and essential method of users accomplishing 

relative business with the rapid popularization of the 

internet. However, as the great advantage that the rapid 

development of network technology has brought to our 

social life, the network economy is facing a not optimistic 

present situation [4,5]. According to China Internet Network 

Security Report 2010, which is published by the National 

Computer Network Emergency Response Coordination 

Center of China, the entire IP of trojan horse infected host 

has a great increase of 274.9% compared to it in 2009; the 

total IP of botnet infected host is about 14,000; the amount 

of tampered website is 34845, and webpage hangs horse and 

phishing have been flourished [6-9]. The network and 

information system themselves, and of their vulnerability, 

defect, and the threat they faced has made the network 

security an important part of national security, but as a 

bottleneck, it restricted further development of network 

economy. Nowadays, mainly technologies applied to 

network security include data encryption, identity 

authentication, firewall, anti-virus software, and intrusion 

detection, etc. These techniques almost involve all the 

aspects of network transmission and develop at different 

levels. A firewall, which is thought to be a method of 

protecting information security, is just a passive defense 

measure [10]. Though the firewall can shield the unexpected 

access requests outside, it cannot check whether the data 

streams passed it have malice codes. With the diverse 

methods and tools of attack, for some information sensitive 

departments, firewall alone cannot satisfy the security 

demands. In this background, the intrusion detection system 

emerges at the right moment. The technology and device 

have been concerned increasingly and performs a significant 

role in some network with high-level security requirements 

[11]. But once in practical implementation, the IDS solution 

has several fatal problems. Therefore, exactly how to design 

an intrusion detection system with a smart upgrading, active 

defense, self-learning, self-perfection, security, and 

stableness has become an essential research topic [12]. 

II. DATA MINING AND INTRUSION DETECTION  

A. Data Mining Technology  

Data Mining suggests mining or extracting the necessary 

knowledge from the mass information. To be particular, it 

implies data-processing to achieve the implied, earlier 

undetermined, the prospective and valuable knowledge, 

which may be expressed in patterns. The objectives of the 

excavations involve not only a file system and source data 

but also any information collections like Web source. Data 

mining is the most recent established technology of 

intrusion detection. Its benefit rests in the fact that it can 

abandon the necessary and unidentified knowledge and 

consistencies from host log data and the huge network data. 

This is a new effort to utilize up data mining in attaining 

network security, both domestically and overseas. Now, the 

study on the data mining algorithm is fairly mature, and data 

mining itself is a common knowledge finding technique. In 
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the area of intrusion detection, a data analysis process has 

been considered, which is applying a specific data mining 

algorithm to huge secure information in order to construct 

an intrusion detection system with scalability and self-

adaptability. At this time, the data mining algorithm has 

been applied intrusion detection primarily has four 

fundamental patterns like clustering, classification, 

sequence, and association. Figure 1 illustrates a 

characteristic data mining system structure. Data mining 

technology is developed for:  

 It does not require the subjective evaluation of the user 

and is more probable to explore the disregarded and 

concealed information. 

 It allows user to handle the huge amount of data   

 These two are particularly relevant to the intrusion 

detection that is based upon by examining the 

irregularity of auditing records. 

III. GENERAL INTRUSION DETECTION SYSTEM 

TECHNOLOGY  

A. The general intrusion detection system model  

Intrusion detection is a technology to aggressively protect 

the host from attack. As a proper supplement of firewalls, 

intrusion detection can help the system dealing with network 

attacks, expand the secure ability of system administrators, 

and promote the completeness of information secure basic 

structure. Commonly intrusion detection system consists of 

a data acquisition module, an intrusion analyzing engine, 

and emergency response. The structure is shown in Figure.1. 

The data acquisition module mainly collects the log files of 

the computer system and Web, network traffic, abnormal 

directory or file change, and abnormal program execution. 

The intrusion analyzing engine mainly analyzes the 

collected data by using the method of pattern matching, 

statistical analysis, and integrity analysis and then respond 

to it with the result whether it is intrusion [13]. The 

emergency response module is to start up the emergency 

action, e.g., shutting down the Web service, stopping 

network connection, stopping the process, and starting the 

backup, after the intrusion occurs. 

Intrusion detection technology can be defined as a 

system that identifies and deals with the malicious use of 

computer and network resources. It includes the exterior 

system intrusion and internal user’s non-authorized 

behavior. It is a technology designed to ensure the computer 

system security that can discover and inform the non-

authorized and abnormal occasions, used to detect the 

violation of network security. In the case of detecting data 

target, the intrusion detecting system can be classified as 

host-based, network-based, kernel-based, and application-

based. In this thesis, we focus on the construction of a 

network -based system. According to the differences in data 

analysis methods (that is, detection methods), we can say 

that there are two types of intrusion detecting system [14].  

1) Misuse detection  

Misuse Detection refers to confirming attack incidents by 

matching features through the attacking feature library. It 

advances in the high speed of detection and a low 

percentage of false alarm. However, it fails in discovering 

the non-predesignated attacks in the feature library, so it 

cannot detect the numerous new attacks.  

 
Fig. 1: A conventional structure of a data mining system 

2) Anomaly detection  

Anomaly detection can identify a different, undetermined 

attack or similar, although misuse detection prevents the 

occasion that the patient attacker progressively modifies the 

behavior of pattern to do the anomaly detection authorize 

the attack, which is protecting the reliability of anomaly 

detection [15]. Anomaly detection describes storing 

characteristics of usual performances of the users into the 

database, then comparing the current performance of users 

with those in the database. If the discrepancy is massive 

sufficient, we could say that there is anything unusual. Its 

advantages are lying in its relative insignificance with the 

system, its robust flexibility, and the opportunity to identify 

the attack that has not ever been identified earlier. But since 

normal contour performed it is not possible to provide a 

comprehensive description of all behaviors of users in the 

system, additionally every performance changes of the user 

continuously, its major disadvantage is the high percentage 

of fake alarm. Merging those two, we may achieve 

improved performance. Data sources of Intrusion Detection 

can be achieved with some committed capturing tool. In 

Unix, data packs are achieved with Arpwatch and Tcpdump 

and in Windows, data packs are achieved with Wincap.  

B. Deficiencies of a common intrusion detection technology  

Though there are several types of intrusion detection 

systems that are able to encounter the requirements of the 

user. But the conventional intrusion detection which utilizes 

hand signature and encryption, which is based upon the 

historical knowledge, has a few deficiencies [16]: 

 Once detecting the intrusion, the system cannot respond 

to it quickly and effectively so that the attacker could 

easily obtain part intrusion. 

 The system cannot aggressively detect the latest 

intrusion technique without a previous corresponding 

pattern.  
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 The technique based on knowledge is very simple to 

result in the data loss model due to deficient precision.  

 The gathering and analysis of abundant information and 

the manufacturing and distribution will be necessary to 

hand code.  

Consequently, in the practical application, particularly in a 

certain pivotal area like military, business, or finance, there 

are still certain problems:  

 The capability of adaption and self-learning is not 

sufficient to constitute a collective defense system.  

 The real-time intrusion system will no longer be able to 

examine some problematic attacks by several well-

educated attackers.  

 False alarms are too many due to lacking effective 

detecting techniques.  

 The alarms are too many and low lever so the director 

cannot obtain high-level information.  

 The time for processing is too long to be making it real-

time.  

Intrusion detection is a classification issue, an issue 

to categorize an incident to abnormal or normal. The central 

part of detection is the study and interaction of data. The 

application of intelligent agents and Web data mining is the 

foundation of finding a solution to the problem above [17]. 

Web data mining has a distinctive benefit with the 

undetermined knowledge acquisition by detecting noisy 

offensive and mining hazardous and hidden intrusion. And 

an intelligent agent can be applied an identical intrusion and 

response pattern to various assorted subsystem so it can 

improve the effectiveness and speed of response. 

C.  Application of Data Mining in Intrusion Detection  

In a conventional intrusion detecting system, security 

specialists have initially categorized aggressive actions and 

system vulnerability, select the statistical techniques because 

of the identifying categories, then the code is entered 

manually and creates the equivalent identifying modes and 

rules [18]. For complicated network system, the restriction 

of specialists’ knowledge increases with the modification of 

space and time, so it is not great to increase the efficiency of 

identifying the intrusion detecting modes. Security 

specialists generally concern about the established attacking 

characteristics and system vulnerability and study on that, 

which triggers the absence of flexibility of the detecting 

pattern to the undetermined intrusion that the system is just 

about to be confronting. At the same time, the long 

upgrading cycle of the security system, the high price, the 

following are not beneficial for enhancing the flexibility of 

intrusion detecting patterns [19]. As the specialists’ 

regulations and statistical techniques frequently need the 

technical assistance of hardware and software, it terminates 

the system from reprocessing and creating in new 

surroundings, at the same time it triggers the complexity of 

embedding new detecting modules. All of these are not good 

for improving the scalability of intrusion detecting patterns. 

Consequently, it has become a significant problem exactly 

how to determine an efficient, scalable, and self-adaptable 

intrusion detecting pattern in the area of intrusion detection. 

Contemplating intrusion detection as a method of data 

evaluation by utilizing the prevalence of data mining in its 

efficient usage of information, this is a technique that can 

automatically create applicable and accurate intrusion 

patterns from huge audit data, which creates intrusion 

detection system which can be applied to every computer 

environment. This methodology has turned into a popular 

subject matter of research, in the area of inter-discipline of 

artificial intelligence and network security [20]. The 

analysis techniques of clustering, classification, sequence, 

and association in data mining has proved to be feasible. 

IV. INTELLIGENT AGENT TECHNOLOGY AND DATA MINING  

A. Intelligent Agent  

Technology Agent is coming up with the advancement of 

artificial networks and intelligence. The IA (Intelligent 

Agent) is the latest outcome of artificial intelligent scientific 

studies. An agent is a software with specific understanding 

which may signify the user to perform any complicated 

work in accordance with the requirement of the user, to 

aggressively react to the relevant information process, and to 

predict, modify or proactively pursue the method to achieve 

tasks [21]. IA has complete control over its behavior and 

status. It can react to the complicated stimulation and create 

adaptive behavior and control, of the internal condition. And 

the outside can call Agent tasks and connect through the 

interfaces of Agent, which resulted in the initial response. 

The IA has multiple qualities [22]:  

 Motility: Agent can originally act powered by objects 

and select the appropriate time to take appropriate 

action.  

 Reorganization or Perception: Agent can equivalent and 

react to the time changes.  

 Communication: Agent can intermingle and share 

information with a certain pre-identified protocol.  

 Autonomy: Agent can regulate its condition and 

performance and operate or run without individuals or 

some other process.  

 Agent characteristics: IA is a temporary verification of 

individuals by achieving a specific task for a man.  

V. WEB DATA MINING TECHNOLOGY  

In the database, data mining is also referred to as knowledge 

discovery which is due to the fact that collecting the 

knowledge or information that is not recognized in progress 

but is theoretically useful from a significant, inadequate, 

fuzzy, noisy, and arbitrary data. Assuming that for the most 

part, the conventional data mining techniques can simply 

apply to the standardized and identical information, the 

conventional techniques are not appropriate for the 

information on the Internet, like log information, 

heterogeneous text information, connections. To resolve this 

problem, people are combining the conventional data 

mining methods with Web, so another new mining 

technology, Web data mining, comes up. Web data mining 

is to find and extract interesting and potentially useful 

models and hidden information from Web documents and 

Web activities. It bases on the data mining, document 

mining, and multimedia mining, aiming at mining useful 

information from the Web, and comprehensively use all 

technology of computer network, database, data 
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warehousing, artificial intelligence, information retrieval, 

visualization, natural language understanding, and so on, to 

combine the traditional data mining with Web [23]. Web 

data mining can be split into three different groups: Web 

usage mining, Web structure mining, and Web content 

mining. Web usage mining is mining fascinating patterns 

from the information about the use of the Web. Web 

structure mining is developing information from an 

organizational structure and connects relationships of the 

Web. Web content mining is mining the necessary 

knowledge from the contents of the document, which can be 

categorized into multimedia mining and text mining. 

 
Fig. 2: General Model of Intrusion Detection System 

The fundamental processing process of Web data mining 

contains four phases:  

1) Mode analysis is the procedure of mining a valuable 

pattern by examining user access patterns. 

2) Pattern recognition is the extraction of data and the 

processing generation models by utilizing a variety of 

algorithms that incorporate clustering analysis, 

classification rule discovery, sequential pattern analysis, 

association rules discovery, and access path analysis so 

on.  

3) Data pre-processing is mining, disintegrating, which 

combines the initial resource information based on the 

intention of extracting, and eventually transmitting the 

data to the appropriate format for data mining, and 

saving to a data warehouse or a relational database 

table, for the additional processing. 

4) The resource discovery is the method that achieves and 

then returns the text resources from the Web, that 

contains user records, web structure, web database,  

VI. APPLICATIONS OF ALGORITHM IN INTRUSION 

DETECTION  

A. Misuse-Detection-Based Pattern  

The fundamental concept of Misuse detection  

Initially, the primitive binary data file was gained from the 

host or the network, then these data have been processed and 

transformed into a data clustering method in ASCII code. 

Such data across the network are altered in the method of 

connecting record across the pre-processing unit, and every 

connecting record is conveyed by the specific characteristic 

property, like the time once a connection is made, the port 

service which is being utilized, and the condition once the 

connection has been completed, etc. After completing all the 

above, those unit records have been processed which is 

consist of feature characteristics and review the arithmetical 

characteristics, involving similar connecting record times 

with the target major engines, the proportion of similar port 

connections and SYN false connections, and some other 

numerical characteristics within a time limit.  

In the end, the following detection analysis was 

performed by utilizing the classification algorithm, as C4.5, 

RIPPER to set up a classification module. The process of 

constructing and choosing classification and geometric 

characteristics were summarized repeatedly, and ultimately 

the final classification data was verified through the various 

attack techniques and networking service. So that an 

effective and practical classification module was 

established. ID3 algorithm is a fundamental decision tree 

generation algorithm, which is not included in the rule 

obliteration. C4.5 is also the most important algorithm of the 

classification module. C4.5 is the revised version of the ID3 

algorithm, which takes in the rule extinction role and 

calculates the precision rate of every single rule by training 

sampling. The classification pattern has very high accuracy 

for the detection of the familiar attacks, but it is not so 

efficient for the unfamiliar attacks. This is because of the 

qualities of misuse detection itself. Misuse detection has a 

lower level of a false alarm, but it typically requires a lot of 

energy to build and select the feature characteristics of the 

familiar attack mode, which is also the complexity of 

classification detection. Consequently, this detection pattern 

can operate only for those restricted recognizable attacks. 

Anomaly Detection has been resorted to for those unfamiliar 

attacks. 

B. Anomaly-based Intrusion Pattern  

There are two major algorithms are available in anomaly 

detection. Those are the clustering algorithm and pattern 

comparison.  

1) Clustering algorithm  

The fundamental idea of the clustering study derives from 

the difference among normal and intrusion patterns and in 

the reality that the quantity of normal pattern would surpass 

that of intrusion pattern so that data sets were assigned in 

different categories and detect intrusion by to differentiate 

abnormal and normal behaviors. In data mining, the 

widespread clustering algorithms consist of hereditary 

clustering, obscure clustering, K-means, and so on. 

Clustering intrusion detection is a detection for an anomaly 

with no regulatory oversight, and it detects intrusion through 

training the unmarked data. Due to that, this technique 

requires no user guide or a different kind of classification, 

nor training procedure, so that it can explore an unidentified 

and new intrusion category.  
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Fig. 3: Structure of Intelligent Intrusion System Based on 

Web Data Mining 

2) Pattern comparison  

In pattern comparison, normal behavior pattern has been 

determined according to association rules and sequence 

rules, then normal behavior an intrusion behavior was 

differentiated with pattern comparison algorithm.  

a) Association rules  

Association rules analysis is a technique that can find all the 

assistance and reliability beyond the values of the domain. 

Association rules of mining are one of the most frequently 

utilized methods in data mining, and also the earliest utilized 

for intrusion detection. There are two principal measures. 

Initially, it classifies the item sets that all the necessary 

assistance is not below the determined minimum, that is, 

frequent itemsets. Later, it builds the rules of reliability that 

goes beyond the set minimum from the attained frequent 

itemsets. Recently, we have several different kinds of 

association rules which could be utilized in intrusion 

detection. For example Apriori.  

b) Sequence analysis  

Sequence analysis is utilized to find insert noise attack and 

distributional attack. Sequence analysis is becoming more 

and more significant due to the time duration and scale 

expansion. Comparable with association rules, sequence 

rules have been intended for the objective of mining the 

connections between data. The difference among the two 

lies in the reality that the final takes in the idea of time. 

There are a pair of critical factors in sequence mining, as the 

time of the uncovered mode, the time-gap among event 

overlaid windows, and the duration time of time sequence. 

The restraint was assigned on the sequence pattern that is to 

be extracted, in a manner of offering the pattern template, 

that form can be a normal expression, similar event, or 

sequential event.  

VII. CONCLUSION  

Because the ready-made data mining algorithms are 

available, intrusion detection based on data mining has 

developed rapidly. It advances in the ability to handle 

massive data, but it also has problems like, for instance, 

searching for more effective data mining algorithms, how to 

improve the correct rate of intrusion detection, how to 

control the rate of false alarm in anomaly detection, etc. 

These can be the topics for future research, meanwhile, they 

also need lots of work and experiments to develop a system 

that is more effective and more appropriate. There are many 

types of techniques in intrusion detection, in which that is 

based on data mining becomes the hot spot in the current 

intrusion detection technology. Though data mining remains 

in its emerging stage, so more detailed research has to be 

done.  
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