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Abstract— This plan proposes to develop an Electronic
voting machine using Aadhaar database, which is a safe and
secure system to avoid the misconception and false voting
takes place in the elections. Now the Government has
recently linking various details such as smart card, bank
accounts and now its linking even mobile number of each
person to their Aadhaar database. At the time of aadhaar
database enrolment process, our Government enrolled
fingerprint, iris and various other information of the resident
of India. So when Government attaches the voter identity to
the adhaar database, everyone can easily cast their votes
easily using fingerprint authentication. So in this paper,
voting process is done by providing aadhaar and fingerprint
authentication with the control of low cost host PIC
Microcontroller. When the individual cast their vote, the
count of the vote will be updated directly to PC using the
Internet of Things.
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I. INTRODUCTION

In India is a Democratic country every citizen above 18
years of age is eligible to elect their leaders. When a person
attends the age of 18 has the constructional right to
voluntarily enroll for voter id given by the Indian Election
Commission (IEC). Voter ID is only used for electing
purpose once in 5 years or on occurrence and voter card will
not provide any government facility like Aadhaar, Citizens
miss out to enroll for Voter card and even after getting the
Voter card during the election time the voter may miss out
the voting due to voter may neglect voting because voter is
living in some other region which is far from his resident and
voter is not ready to travel such a distance. To avail
constructional voting right to every citizen, Aadhaar and
Web based Voting System using Face Recognition,
Fingerprint Technique is the best solution.

In computing, e-services and information security it
is necessary to ensure that data, communications or
documents (electronic or physical) are enough secure and
privacy enabled. Advances in cryptographic techniques
allow pretty good privacy on e voting systems. Security is a
heart of e-voting process. Therefore, the necessity of
designing a secure e-voting system is very important.
Usually, mechanisms that ensure the security and privacy of
an election can be time-consuming, expensive for election
administrators, and inconvenient for voters [1].

This project provides the security by means of
RFID, Face recognition and respective booth level officer
login which is stored already in the data base. Radio
frequency identification (RFID) technology is a wireless
communication technology that enables users to uniquely
identify tagged objects or people [2]. The Arduino waits to
receive a character from python. After RFID authentication
the face here the Face Authentication is done by using the
Principle Component Analysis [5] and searches for the

match in stored database. Once it finds the match as it sends
the respective character of matched face to Arduino.

It receives the character and try to match with the
character received from RFID reader. If both character
matched the Arduino sends the respective character to the
cloud to unlock vote button for voter. Once the admin login
is done the respective voter’s constitution will be displayed.
If the character sent by the RFID reader and it is unmatched
then the Arduino will not send any character still if the
admin gives a login, the web page will display an error
message. In a particular nation or organization, it is very
important to elect a person who is efficient to lead that
particular organization or nation. So, here there is a need for
election to elect the person from group of people. In old
voting machines there are chances of rigging. So to
overcome this problem here we are using an Aadhaar and
Web based voting system by using which there is less
chance for rigging.
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Fig. 1: Face Recognition using PCA algorithm

In “Aadhaar and Web based Voting System using
Fingerprint and Face Recognition” if a person tries to vote
once again using same RFID card the web page will display
as your vote casted successfully until the Election
Commission officer resets it. If the person enters to vote with
some other person’s RFID card during Face Recognition the
character generated will be sent to Arduino. The Arduino
compares the character sent by RFID reader and Opencv if
both are different then the Arduino won’t send the
respective character to the Server and the server won’t
provide permission to next page to vote

Il. EXISTING SYSTEM

For first time in part of Parur Assembly Constituency in
Kerala in 1982, on experimental basis. Later, the extensive
use of EVMs stated in 1998. The EVMs were used at all
polling stations in the country in the 14th General Elections
to the Loka Sabha in 2004 for the first time. Since then all
elections to Loka Sabha and Legislative Assemblies have
been held using EVMs.

Working: The control unit is with the presiding
officer or a polling officer and the balloting Unit is placed
inside the voting compartment. The balloting unit presents
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the voter with blue buttons (momentary switch) horizontally
labeled with corresponding party symbol and candidate
names. The Control Unit on the other hand provides the
officer in-charge with a "Ballot" marked button to proceed to
the next voter, instead of issuing a ballot paper to them. This
activates the ballot unit for a single vote from the next voter
in queue. The voter has to cast his vote by once pressing the
blue button on the balloting unit against the candidate and
symbol of his choice. As soon as the last voter has voted, the
Polling Officer in-charge of the Control Unit will press the
'Close' Button. Thereafter, the EVM will not accept any
votes. Further, after the close of poll, the Balloting Unit is
disconnected from the Control Unit and kept separately.
Votes can be recorded only through the Balloting Unit.
Again the Presiding officer, at the close of the poll,
will hand over to each polling agent present an account of
votes recorded. At the time of counting of votes, the total
will be tallied with this account and if there is any
discrepancy, this will be pointed outby the Counting Agents.
During the counting of votes, the results are displayed by
pressing the 'Result’ button. There are two safeguards to
prevent the be pressed till the 'Close’ button is pressed by the
Polling Officer in-charge at the end of the 'Result’ button
from being pressed before the counting of votes officially
begins. (a) This button cannot be voting process in the
polling booth. (b) This button is hidden and sealed; this can
be broken only at the counting centre in the presence of
designated office.

.
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Control Unit

Fig. 2: Existing electronic voting machine

The machine and the process is in this context that
the solution offered by Bharat Electronics Ltd (BEL) in
India stands out as perhaps the best of available alternatives.
The Electronic Voting Machine (EVM) from BEL consists
of two interconnected units, the Ballot Unit where the voter
casts his vote by pressing a button alongside the name of the
candidate and symbol of the party for whom the person
chooses to vote for and the Control Unit by which the
polling official enables the Ballot Unit for the voter to cast
his vote and where all related data like number of votes
polled for each candidate, total number of votes cast etc.
resides. The voting sequence using the EVM has been kept
as close to the traditional VVoting process as possible.

Once the validity of the voter has been ensured, the
Polling official enables the Ballot Unit and the voter is asked
to go to the secluded area where the Ballot Unit is placed.
There, the voter scrutinizes the names of the candidates /
parties displayed on the Ballot Unit and cast his vote by

pressing the blue button beside the chosen candidates’ name
/ symbol. The corresponding LED is lit and an audible beep
is heard confirming the registration of vote in the system.
This process is repeated for the next voter. At the end of
polling, the process is completed by the official by pressing
the Close button on the Control Unit. On operation of the
result button of the Control Unit, the display indicates the
results of the poll including total number of votes cast and the
number of votes polled for each candidate

A. Disadvantage:

— Many software programmers have claimed that the
electronic voting machines are vulnerable to malicious
programming and if it gets affected then any hacker can
hack the machine and can tamper the vote counts easily.

—  Fake display units could be installed in the electronic
voting machines which would show manipulated
numbers but originally fake votes could be generated
from the back end. This process does not need any
hacker to hack the software. Such fake display units are
easily available in the market.

—  Electronic voting machines can be tampered during its
manufacturing and in such cases, it does not even
require any hacker or malware to manipulate the actual
voting.

— The biggest change with technology is that no matter
how much data it records but a single virus can destroy
the entire data storage. The electronic voting machines
which were used during the elections are susceptible to
damage which will result in loss of data.

I11. PROPOSED SYSTEM

This project aims to build an Aadhaar and Web based
Voting System using Fingerprint and Face Recognition.
This project is used to maintain High level security. The
voter details are stored in database in computer. Before
entering the premises that person should swipe RFID card
on to RFID reader, the RFID reader sends a character
associated with the RFID card. After sending the character
to the Arduino, the Arduino uploads the character to MAT
Lab.

After receiving the character from Arduino the
python software asks for face authentication if the character
obtained from the python and the Arduino is same then he is
valid person, he will be allowed to vote. In this project we
can overcome the problem prevalent in the existing system,
such as proxy votes, missing identity, security, high cost and
helps people to vote from any booth to his respective
constituency. To overcome above stated problems we are
proposing a voting system which is more secure, time
saving and provide two level of authentication by electronic
means based on individual Face pattern recognition,
Fingerprint of voters. The new system will use face pattern
of the voter as authentication by which at the time of
election if scanned face pattern data of the voter matches
with that of saved in the system then he is allowed to vote
otherwise he is rejected a reported as fake voter and law
breaker. Face pattern properties of any individual are unique
universally, which cannot be matched with anybody like
fingerprint, iris, gaits, voice, face etc. Out of these,
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fingerprints, face images and iris samples are saved in
national Aadhaar (U-id) database of Indian government. So,
there is no need to create an extra database which contains
only face pattern data. The need is to connect with the U-id
database. The proposed approach is time saving and
provides much better authentication from paper based
authentication.

IV. SYSTEM DESIGN OF VOTING SYSTEM

All computer software needs certain hardware components
or other software resources to be present on a computer.
These prerequisites are known as system requirements. In
other words, system requirements are giving to be met in the
design of a system or sub-system.
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Fig. 3: system design of voting system

A. Methodology:

1) Aadhar Card Scanning.

2) Connect to server Fetch and Display Aadhar Card
Related details.

3) User Authentication Using Face Recognition.

4) Matching Database and Live Detected Face.

5) Face Recognition Using PCA Algorithm.

6) If Face Matches showing the constituency details and
allowing person to vote.

7) 1If face doesn’t match person will not be allowed to vote.

8) Storing in Database.

The proposed face recognition system overcomes
certain limitations of the existing face recognition system. It
is based on extracting the dominating features of a set of
human faces stored in the database and performing
mathematical operations on the values corresponding to
them. Hence when a new image is fed into the system for
recognition the main features are extracted and computed to
find the distance between the input image and the stored
images. Thus, some variations in the new face image to be
recognized can be tolerated. When the new image of a
person differs from the images of that person stored in the
database, the system will be able to recognize the new face
and identify who the personis.

B. RFID:

Radio frequency identification (RFID) technology is a
wireless communication technology that enables users to
uniquely identify tagged objects or people. RFID is rapidly
becoming a cost-effective technology. This is in large part
due to the efforts of Wal-Mart and the Department of
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Defence (DoD) to incorporate RFID technology into their
supply chains. Although the foundation of the Radio
Frequency Identification (RFID) technology was laid by
past generations, only recent advances opened an expanding
application range to its practical implementation.

RFID is only one of numerous technologies
grouped under the term Automatic ldentification (Auto 1D),
such as bar code, magnetic inks, optical character
recognition, voice recognition, touch memory, smart cards,
biometrics etc. Auto ID technologies are a new way of
controlling information and material flow, especially
suitable for large production networks. The RFID
technology is a means of gathering data about a certain item
without the need of touching or seeing the data carrier,
through the use of inductive coupling or electromagnetic
waves.

The Four Core Components of an RFID System

’.-.-—.-: ((( —

Tags

Fig. 4: Basic Building blocks of an RFID system

An RFID system has four basic components: A tag
which is composed of a semiconductor chip and an antenna.
An interrogator (sometimes called a read/write device),
which is composed of an antenna, a RF electronics module,
and a control electronics module.
A controller (sometimes called a host), which most often
takes the form of a PC or a workstation running database
and control (often called middleware) software. An antenna,
which converts electrical power to RF power.

C. RFID tags:

The basic function of an RFID tag is to store data and
transmit data to the interrogator. At its most basic, a tag
consists of an electronics chip and an antenna encapsulated
in a package to form a usable tag as a packing label that
might be attached to a box.

— ——

Fig. 5: RFID Tag
Generally, the chip contains memory where data
may be stored and read from and sometimes written, too, in
addition to other important circuitry as shown in Fig.4.6.
Some tags also contain batteries, and this is what
differentiates active tags from passive tags. In our project
We use passive tag.

D. ARDUINO:

Arduino/Genuino Uno is a microcontroller board based on
the ATmega328P. It has 14 digital input/output pins (of
which 6 can be used as PWM outputs), 6 analog inputs, a
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16 MHz quartz crystal, a USB connection, a power jack,
an ICSP header and a reset button. It contains everything
needed to support the microcontroller; simply connect it to a
computer with a USB cable or power it with an AC- to- DC
adapter or battery to get started. You can tinker with your
UNO without worrying too much about doing something
wrong, worst case scenario you can replace the chip for a
few dollars and start over again. "Uno" means one in Italian
and was chosen to mark the release of Arduino Software
(IDE) 1.0. The Uno board and version 1.0 of Arduino
Software (IDE) were the reference versions of Arduino, now
evolved to newer releases. The Uno board is the first in a
series of USB Arduino boards, and the reference model for
the Arduino platform; for an extensive list of current, past or
out dated boards see the Arduino index of boards. [1].
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Fig. 6: Arduino

V. OPERATION PRINCIPLE OF FINGERPRINT READER

Fingerprint - processing includes two parts: fingerprint
enrollment and fingerprint matching (the matching can be
1:1 or 1:N). When enrolling, user needs to enter the finger
two times. The system will process the two time finger
images, generate a template of the finger based on
processing results and store the template. When matching,
user enters the finger through optical sensor and system will
generate a template of the finger and compare it with
templates of the finger library. For 1:1 matching, system will
compare the live finger with specific template designated in
the Module; for 1:N matching, or searching, system will
search the whole finger library for the matching finger. In
both circumstances, system will return the matching result,
success or failure.

Fig. 7: Fingerprint Reader.

The PCA algorithm have chosen to adopt for face
recognition for several reasons. Firstly, the environment that
will be used to obtain the individual face images is
controlled and hence lighting and pose variation effects can
be minimized. Secondly, since a face can be subdivided into
multiple regions, pattern recognition can be applied in
parallel, resulting in faster face recognition. Lastly, PCA
allows us to quickly add individuals to the face database,
making it better suited for real time applications.

A. Algorithm:

Stepl: Let 11, 12, I3, 14,............. IN be the face images from
data set (training faces). The face images must be centered
and of the same size.

Step 2: Prepare the data set each face image li in the
database is transformed into a vector and placed into a
training set S.

O={I'.I.I3  Te}

Step 3: compute the average or normalized face vector. The
average face vector (V) has to be calculated by using the
following formula.

= ZI‘

Step 4: Subtract the average face vector. The average face
vector is subtracted from the original faces and the result
stored in the variable,

=T —

Step 5: Calculate the covariance matrix and obtain the
covariance M.

M=S*S T

Step 6: Obtain the most significant Eigen faces for feature
set.

Step 7: Calculate the standard deviation std = (1/ >, ( - (

r)))root(Z)

VI. RESULTS

The Voter enters the booth with the RFID card. VVoter Swipes
the RFID card on RFID reader, the RFID reader reads the
respective character stored in the card and waits to receive
the character from opencv for face recognition. Once after
the character sent from the opencv, the RFID reader will
Uploads the respective character to the server if both the
character is same. If both the character is not same then it
won’t send the character to the web page. Once it uploads to
the server the admin gives login to the web page then the
respective voter’s web page will pop up on window with
vote button. After voting the message will be displayed as
vote casted successfully.
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Fig. 8: Voter’s voting page
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Fig. 9: Representing status of voter after voting and if tries
to revote

VII. CONCLUSION

The proposed method is to develop a secure internet voting
system based on face recognition which tried to overcome
all the drawback occurs in traditional or current voting
system. The proposed system has many strong features like
correctness, verifiability, convenience etc. For this system no
requirement of an elecltjon officer, paper ballot or any
electronic voting machine only the internet connection and
Face scanners are required one can vote from anywhere
securely. The proposed system provides two phase of
authentication. First is through RFID and second is Face
Recognition and third is fingerprint recognition. In this
system no voter can vote twice because the voters fingerprint
, Facial patterns will be linked to their Aadhaar Card. So that
any user tries to vote twice with some other person’s RFID
card it is not possible due to RFID linked to the Aadhaar
card and the respective Fingerprint and Facial Patterns
stored in data storage will not be matched with the Voter
trying to voting with some other person’s RFID.

Also the proposed method provides the voter to vote from
any region with in India to their Residential Constituency
from the nearest VVoting Booth with a secure voting process
without neglecting to vote.
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