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Abstract— Detection of intrusion bounds a large cover of 

security-based techniques designed to detect and report the 

malignant system to archive the evidence of intrusion. To 

comprehend intrusion detection, the meaning of intrusion 

should be clear. According to Webster’s dictionary, an 

intrusion is “the act of thrusting in or of entering into a place 

or state without invitation or welcome”. For the sake of 

understanding the article, we will define intrusion as any 

network activity or unauthorized system related to one or 

more computers or networks. This could be a sample of a 

legal user of a system trying to intensify his right so that he 

can gain greater access to the system that he is currently 

allocated or a legal user trying to associate to a remote port 

of a server to which he is unauthorized. These intrusions are 

generally commenced from the outside world, such as a 

disappointed ex-employee who was fired recently. This 

paper also discusses the concept of false positive. The false 

positive is referred to as the case in which the normal data is 

detected as an attack. For this, we take an example and try to 

find a solution for the same. The KDD CUP 1999 data set is 

used for this purpose. Results indicate that a class with a 

higher number of counts is expressed as an anomaly class. 

But if a true person crosses the threshold value of count it 

will be counted as an anomaly. So to remove false positive 

& to detect the true person, one solution is offered. 
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I. INTRODUCTION 

In this modern era, computer technology is widely used for 

various purposes in different corners of the world. With the 

enhancement in computer technology, its security has 

become a major issue as the attack on the network is 

increasing at a high-speed with time over the years. The data 

contains highly important and sensitive information and 

hence it is required to find the essential way to secure this 

data and information. Today in this present scenario, some 

very traditional security systems such as data firewalls, 

encryption, and VPN are at their best but still, they fail in 

discovering the attacks by the crackers. 

Intrusion detection has a dynamic programming 

feature that can give protection at the dynamic level to the 

network security to counter attacks.   

A. Signature-Based NIDS   

This technology analyses specific patterns related to known 

attacks. Signature-based detection is the most integral part 

of NIDS devices and has a strong dependency on it. It is the 

most commonly used design because it can easily 

acknowledge, locate, and recondition the attacks which are 

known. 

B. Types of Intrusion Detection Systems 

1) Signature Based Detection Systems 

A signature-based intrusion detection system (SBIDS) is 

most effective in opposition to the known attacks, and it 

depends on the consequently updating signature. Like 

Signature-based NIDS, SBIDS also has a drawback, it 

cannot detect the unknown attacks and novel attacks, but the 

rate of the detection is more than the anomaly intrusion 

detection rates. [9].  

2) Anomaly Based Detection System  

 This technology is the most attractive technology for many 

types of research because of its ability to detect novel 

attacks. Novel Detection is a technique used for the 

identification of such attacks that are unidentified and the 

machine learning system is not aware during training [10]. 

Anomaly Based Intrusion Detection System has 2 main 

advantages over Signature-based intrusion detection. It can 

detect unknown and “zero-day” attacks. This process can be 

achieved by comparing the amount of activity deviated from 

normal activity. Secondly, the normal activity profiles are 

customized for the network of system and hence it becomes 

difficult for an attacker to know about the activity without 

getting detected [11]. The System’s efficiency is based on 

how perfectly it is implemented and tested for all the 

protocols. Anomaly detection has a major drawback of 

defining its set of rules. 

3) Protocol Modelling 

It is performed by alarming traffic with some designated 

protocols or protocols that are not known to the system and 

examining the traffic of network for any abnormal protocol 

activity. For determining the normal protocol activity, the 

protocol modelling depends on several different data 

sources. Common sources for this data may include protocol 

specification RFCs, popular applications that use protocol. 

 
Fig. 1: Process of Intrusion Detection Systems 
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II. LITERATURE SURVEY 

V. chandola et al, used different clustering techniques and 

data processing classification. This is based on the concept 

of the Hybrid detection framework [1]. Francesco Mercaldo, 

mainly focused on using data processing techniques 

including support vector machines and classification trees 

for anomaly detection. The experiments displayed that the 

algorithm C4.5 is more capable than SVM in detecting false 

alarm rates and network anomaly regarding the 1999 KDD 

cup data [2]. The algorithm named D. Denning algorithm 

uses symbolic dynamic filtering (SDF) which is a feature 

derived algorithm [3]. In SDF, data are divided for 

producing symbolic sequences which later generates the 

features for pattern classification known as probabilistic 

finite-state automata (PFSA) [4]. Ugo Fiore et al, in this 

paper, firstly understood the functioning of the leaning 

method with the increase in noise as it could change its 

power of extracting correct rules. The Effectiveness of this 

method is estimated with 3 metrics namely “Max rule 

confidence”, “Precision”, and “Recall” [5]. 

T. Bhavani et al, they use Cluster Analysis for 

Anomaly Detection. We used a simple K-mean clustering 

procedure2 which is comparatively a simple and well-

known algorithm. It is a preferable choice for the larger 

dataset as it is less computer-intensive than many other 

algorithms, and therefore it is a preferable choice for larger 

datasets [6]. S. Lina et al, these fixed numbers of clusters 

given by the user are not a good estimation for High 

dimensional dataset, as it leads to improper distribution of 

data or leads to various deviations [7]. B. Thuraisingham, 

Network intrusion detection systems appoint signature-

based methods or data mining-based methods that depend 

on the labeled training data. Anomaly network intrusion 

detection method is based on Principal Component Analysis 

(PCA) for the reduction of data and the Fuzzy Adaptive 

Resonance Theory (Fuzzy ART) for the classifier is 

presented [8]. S. wu et al, New hybrid intrusion detection 

system using intelligent dynamic swarm-based rough set 

(IDS-IR) for feature selection and simplified swarm 

optimization for intrusion data classification [9]. B. Singh et 

al, The approach is deeply revised through simulation and 

applied to an industrial case study. The outputs suggest an 

efficient use for decision making in production 

management. Algorithms are used based on work order data 

for the creation of a dynamic network [10]. M. Xue et al 

used a hybrid approach for IDS based on data mining. The 

clustering analysis method aims for the improvement of the 

detection rate thereby reducing the false alarm rate [11]. 

K.Wankhade et al, in this paper, Anomaly traffic detection 

system based on the Entropy of network features and 

Support Vector Machine (SVM) are compared. Further, a 

hybrid technique that is a combination of both entropy of 

network features and support vector machine is compared 

with individual methods [12]. A. Samad, Focuses on a 

detailed study of several anomaly detection schemas for the 

detection of different network intrusions [13]. J. Jonathan 

presented an algorithm named ‘new density-based and grid-

based clustering algorithm’ that is appropriate for unknown 

anomaly detection [14]. 

 

 
Fig. 2: Architecture of network base IDS system 

III. PROBLEM IDENTIFICATION 

An Intrusion Detection System IDS is a system that secures 

the network & protects it. It can detect anomalous activity 

automatically. Intrusions are managed by intrusion detection 

systems. The detection of the anomalous activity has 

different techniques which are classified into two groups: -  

A. Predefined normal behavior 

It first stores the pattern of the user’s normal behavior into 

the database & then evaluates the normal behavior 

according to the stored pattern. If the deviation is bulky 

enough, it can be stated as there is an anomalous activity [2], 

[3], [4].  

An Intrusion Detection System (IDS) requires high 

detection rate and accuracy as well as low false alarm rate, 

usually, the performance of IDS is evaluated in terms of 

detection rate (DR), accuracy (AC), and false alarm rate 

(FAR) as in the following formula:  

B. Predefined intrusion behavior 

It first stores the pattern of malicious behavior which is 

related to intrusion & then evaluates the possibility of 

intrusion according to the obtained pattern. It has a low false 

alarm rate and high detection accuracy. The main 

disadvantage of it is that it can only detect predefined 

pattern intrusions. 

1) Detection Rate = (TP) / (TP+FP) 

2) Accuracy = (TP+TN) / (TP+TN+FP+FN)   

3) False Alarm Rate = (FP) / (FP+TN) 

Actual Predicted Normal Predicted Attack 

Normal TN FP 

Intrusions FN TP 

Table 1: General Behaviour of Intrusion Detection Data 

True positive (TP): The attack data detected as an attack. 

True negative (TN): The normal data detected as normal. 

False-positive (FP): The normal data detected as an attack. 

IV. FALSE-NEGATIVE (FN): THE ATTACK DATA DETECTED 

AS NORMAL 

Now, there is a major problem of false-positive which 

detects the normal data as an intrusion. For that 

understanding of how data is considered as normal or 

anomaly is mandatory. We will use the data of the KDD 

Cup 1999 data. MIT Lincoln Labs prepared and managed 

the 1998 DARPA Intrusion Detection Evaluation Program. 
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The motive was to inspect and evaluate research in intrusion 

detection. A standard set of data to be examined, which 

includes a greater aspect of intrusions simulated in a military 

network environment, was provided. The version of this 

dataset was used by the 1999 KDD intrusion detection 

contest. On observing this data & comparing the normal 

classes & anomaly classes, I found that it takes around 41 

attributes to check whether the input is of normal class or 

anomaly class. The attributes are (duration, protocol_type, 

service, flag, src_bytes, dst_bytes, land, wrong_fragment, 

urgent, hot, num_failed_logins, logged_in, 

num_compromised, root_shell, su_attempted, num_root, 

num_file_creations, num_shells, num_access_files, 

num_outbound_cmds, is_host_login, is_guest_login, 

‘count’,  srv_count, serror_rate, srv_serror_rate, rerror_rate, 

srv_rerror_rate, same_srv_rate, diff_srv_rate, srv_diff_ 

host_rate, dst_host_count, dst_host_srv_count, dst_host_ 

same_srv_rate, dst_host_diff_srv_rate, dst_host_same 

_src_port_rate, dst_host_srv_diff_host_rate, dst_host 

_serror_rate, dst_host_srv_serror_rate, dst_host_ rerror_rate, 

dst_host_srv_rerror_rate)  

'class' {'normal', 'anomaly'} 

Now, these 41 attributes are responsible to decide 

whether the corresponding data in normal or anomaly. For 

example: Let us consider four data of the KDD Cup 1999 

dataset. 

Example 2.1  

0,udp,other,SF,146,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,13,1,0.0

0,0.00,0.00,0.00,0.08,0.15,0.00,255,1,0.00,0.60,0.88,0.00,0.

00,0.00,0.00,0.00, normal 

Example 2.2  

0,tcp,http,SF,232,8153,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,5,5,0.2

0,0.20,0.00,0.00,1.00,0.00,0.00,30,255,1.00,0.00,0.03,0.04,0

.03,0.01,0.00,0.01, normal 

Example 2.3 

0,tcp,finger,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,24,12,1.00,

1.00,0.00,0.00,0.50,0.08,0.00,255,59,0.23,0.04,0.00,0.00,1.0

0,1.00,0.00,0.00,anomaly 

Example 2.4 

0,tcp,private,S0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,48,16,1.00

,1.00,0.00,0.00,0.14,0.06,0.00,255,15,0.06,0.07,0.00,0.00,1.

00,1.00,0.00,0.00, anomaly 

To calculate the anomalous behavior the Intrusion 

detection system is currently working on 41 attributes. Each 

attribute has its particular values & if any of the entry 

deviates from its mean value then it is considered as an 

anomaly. False-positive is the main problem in the intrusion 

detection system. To solve the false positive the count 

attribute should be removed in IDS. We can take action on 

any attack if we find a particular attack before time. If we 

decrease the attribute, we can improve efficiency as 41 

attributes take time to find anomalous behavior. The main 

factors must be kept under measurement while removing 

attributes. So, rather than improving the algorithm, we have 

to work on attributes. 

V. EXPERIMENT AND RESULTS 

The count attribute has led, to the increment in the rate of 

false positive. For the evaluation of our system, we have two 

major indications of performance. Firstly, the detection rate 

and second, the false positive rate. We can define the 

Detection rate as the ratio of the intrusion instances 

discovered by the system to the total intrusion instances 

present in the test set. The false-positive rate is defined as 

the ratio of the total normal instance that were incorrectly 

classified as intrusions to the total number of normal 

instances. These are considered as good. These are good 

measures of performance as they measure the percentage of 

intrusions the system can detect and how many incorrect 

classifications it makes the process. 

Now the problem arises is for authentication. If 

there is a proof of the authenticity to the system, then the 

count attribute will become useless and hence count 

attribute can be removed by providing an OTP (one-time-

password) to the user, to their Email address or the contact 

number. In this way, the problem is solved. 

Algorithm 1: Registration 

Start 

Enter all the mandatory fields of the form. Include 

username, email id & passwords. 

For incomplete information in the field or fields then 

Show “error!” in a dialog box 

Else 

Successfully registered. 

Exit. 

Algorithm 2: Login 

Start 

Input the values in username & password. 

If username & password are matched, log in. 

Else (for i=1 to i= 10) 

// (Where i signifies the number of attempts made) 

Repeat steps 1 and 2. 

Generate a one-time password (OTP) & mail it to the user. 

If OTP matched Repeat 1 to 4 

Else 

Show “Incorrect OTP!”. 

Exit. 

Time taken to build a model 

using count attribute 

Time taken to build a model 

without count attribute 

Model and evaluation on a 

training set 

Model and evaluation on a 

training set 

Time taken to build a model 

(full training data): 3.78 

seconds 

Time taken to build a model 

(full training data): 3.2 

seconds 

Table 2: Comparison of output: 

VI. CONCLUSION 

In this era, one major problem is faced by many people is 

when they use internet banking to open an account & as they 

may have many accounts, they have to store different 

passwords in their memory. They are blocked from a 

particular banking website for the next 24 hours in case of 

encountering three wrong attempts. This paper describes 

solutions for these particular problems. The problem of 

false-positive can be reduced to a great extent if this solution 

is followed by the system. Also by removing count 

attributes the efficiency of our intrusion detection system 

has been improved. With this improvement we can get the 

knowledge intruder faster & easier than the early system. 
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