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Abstract— This paper deals with the necessity of a low cost 

electronic home security and automation system. By using 

this system we can unlock the door by using pre-decided 

password. This will also help in preventing iunauthorized 

unlocking. In case the user forgets the combination of 

password this system give the flexibility to the user to 

change or reset the password. Firstly the user combination 

will be compared with pre-decided password stored in the 

system memory. But if user combination matches with the 

password, the door, light and fan will be unlocked. We can 

lock the system also by just pressing one key. 

Keywords: Automation, Lock System, Solenoid, Interface 

Reliability, Biometric Application 

I. INTRODUCTION 

Biometric systems have overtime served as robust security 

mechanisms in various domains. Fingerprints are the oldest 

and most widely used form of biometric identification. The 

use of fingerprint for identification has been employed in 

law enforcement for about a century. A much broader 

application of fingerprint is for personal authentication, for 

instance to access a computer, a network, an ATM machine, 

a car or a home. Electronic lock using fingerprint 

recognition system is a process of verifying the fingerprint 

image to open the electronic lock. This proposed system 

highlights the use of fingerprint verification on an electronic 

lock for its access. Hence the verification is completed by 

comparing the data of authorized fingerprint image with 

incoming fingerprint image. Then the information of 

incoming fingerprint image will undergo the comparison 

process to compare with authorized fingerprint image. In 

this project, digital image processing algorithms is used to 

identify whether the incoming fingerprint image is 

authorized or unauthorized. 

II. LITERATURE REVIEW 

In this research paper “Ifrared sensor system” Pooja Ajmera 

says the proposed system is a threefold system with a strong 

secured way to increase security.it is a fixed system with 

minimal errors.it consists of three independent circuits 

which are connected to each other for a complex security 

and non-hackable concrete system. 

An infrared sensor is an electronic instrument 

which is used to sense certain characteristics of its 

surroundings by either emitting and or the detecting infrared 

radiation .This sensor is analogous to human’s visionary 

senses which can be used to detect obstacles and these type 

of sensors measures only infrared radiation, rather than 

emitting that is called as a passive IR sensor .usually in the 

infrared spectrum. 

It has the following characteristics:  

Measurement without direct contact with the 

object, faster response, Easy pattern   measurements. 

The emitter is simply an IR LED (light emitting 

diode) and the detectors is simply an IR photodiode which is 

sensitive to IR light of the same wavelength as that emitted 

by the IR LED. When IR light falls on the photodiode. The 

resistance and these output voltage, change in proportion to 

the magnitude of the IR light received.  

The system consists of a transmitter and receiver 

and this system consists of a op-amp. When the IR receiver 

does not receive a signal, the potential at the inverting input 

goes higher than that non- inverting input of the op-amp. 

Thus the output of the comparator goes low, but the led does 

not glow. When the IR receiver module receives signals to 

the potential at the inverting input goes low. Thus the output 

of the op-amp goes high and the led starts glowing, thus 

detecting a presence of an obstacle in the front of the sensor. 

In the final term paper, “Design and 

Implementation of a Fingerprint Based Lock System for 

Shared Access”, Jayasree Baidya, Trina Saha, Ryad 

Moyashir and Rajesh Palit  talks in approach of addressing 

these problems most of the door lock security systems have 

several loopholes. Security has been a major concern 

nowadays .Here biometric fingerprint security system 

provides a reliable tool for the betterment. In order to 

provide more secured system to user this is an Arduino 

UNO device that provides physical security using the 

fingerprint sensor technology. Fingerprint recognition is one 

of the most secured system because ones fingerprint never 

matches with the others. it unlocks the system when a match 

is found. 

Now the question is why our made system is so 

prominent. 

Systems like deadbolt, password authentication, 

face detector, retinal scanner, iris scanner, voice recognition, 

those systems does not have unique identification .those can 

be either easily hacked or spoiled. The RFID card 

&password can be stolen or lost so. Here system allows 

multiple choices (millions of identities) which make it a 

perfect open solution. It offers flexibility to add more 

features, fingerprint scanning is more accurate & cost 

effective method, as duplication of the same is virtually 

impossible. 

Discussion on the pros and cons of the existing 

systems: 

A. Deadbolt system 

Security protocol followed in this system was “single key 

for a single lock”. For a few days, it was satisfactory but at 

One time it was proved wrong by the fact that multiple keys 

can be easily made for a single lock. Hence this system is 

considered outdated in current times. 

B. Password-authentication 

This system stores the password. power consumption is 

efficient but unauthorized users can easily acquire 

passwords through different methods (hacking, guessing). 
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C. RFID reader authentication 

Radio frequency identification (rfid) is a inexpensive 

technology that enables wireless data transmission. with 

rfid, wireless automatic identification ,the object, location, 

or individual is marked with a unique identifier code 

contained with an rfid tag, which is in some way attached to 

or embedded in the target. rfid systems can be easily 

duplicated or cards can fall into the wrong hands. 

D. Face detector lock 

These systems have difficulty in recognizing a face from 

Images from different views and under different light E. E. 

Retinal scanner the retinal be a characteristic of each 

individual and each eye. It requires a person to peep into an 

eyepiece and focus on a specific spot, false acceptance and 

rejection rates are lower but the problem of this device is, it 

is not user- friendly and the cost is very high. 

E. Iris scanner 

Each individual has a unique iris; even the left and right eye 

of the same person, it has high accuracy .it affects whenever 

the changes in lighting, as iris is small therefore a scanner 

cannot work properly for multiple people of different 

heights, it is expensive. 

F. Voice recognition 

Voice recognition or speaker identify a speaker. The 

background noise affects the accuracy. 

The keeping these things in mind, the system we 

are working on compares an input fingerprint to the enrolled 

one to determine if they are from the same finger. Along 

with that a 4-digit password will be saved. One can access 

the lock by entering the correct password through keypad. 

Upon 3 failed attempts the door will buzz continuously for 3 

seconds.  

The main components used are arduino uno, 

fingerprint sensor, electronic lock, push button 16* 2 

keypad, channel relay.                          

Fig. 1: Flowchart [2] 

The project includes both hardware & software 

authentication. the purpose of project is to build up more 

effective secured system.  Main advantages of the same is 

that it is cost effective, high accuracy rate provides tighter 

security to the user. 

In this paper “Smart digital door lock system for 

home automation.” Jae-Young Pyun, proposed a system is 

the network of sensor nodes and actuators with digital door 

lock as base station. A door lock system proposed here 

consists of RFID reader for user authentication, touch LCD, 

motor module for opening and closing of the door, sensor 

modules for detecting the condition inside the house, 

communication module, and control module for controlling 

other modules. 

The biggest advantage of our proposed system over 

existing ones is that it can be easily installed when and 

where necessary without requirement of any infrastructures 

and proper planning. In this work, we have taken ZigBee 

network as the backbone of our system. We propose a 

digital door lock based home automation system, which 

exploits the full capacity of ZigBee sensor network by 

integrating home security with home automation. In our 

proposed system, a ZigBee module is embedded in digital 

door lock and the door lock acts as the central main 

controller of the entire system. 

ZigBee modules accompanied by ZigBee relay 

module are attached to the major home appliances for 

controlling the power condition. The entire network can be 

monitored and controlled through the digital door lock 

In this work, we have taken ZigBee network as the 

backbone of our system. We propose a digital door lock 

based home automation system, which exploits the full 

capacity of ZigBee sensor network by integrating home 

security with home automation. In our proposed system, a 

ZigBee module is embedded in digital door lock and the 

door lock acts as the central main controller of the entire 

system. 

 
Fig. 2: Block diagram of paper [2] 

The control module, I/O module, and the motor 

module reside inside the digital door lock. The structure of 

the digital door lock and interconnection of the components 

are shown. The digital door lock is composed of a main 

processor, a ZigBee module, door lock controller, CDMA 

module, camera module, card reader, microphone, and 

speaker. The control module is the brain of the system. 

The control module performs two major functions. 

If there has been some emergency situation, the 

corresponding emergency message such as fire, burglary, 

and various other alert messages are displayed on LCD. In 

other case user can see the status of the room in the touch 

LCD. The current environmental condition of home can be 

easily viewed in the LCD. In the manual mode user can 

switch on/off the individual device though the touch LCD.  

Suppose he finds the room is hot, thus he can switch on the 

air conditioner though the LCD. 
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We implemented a prototype system for home 

automation based on digital door lock with ZigBee network 

protocol. 

All of the control circuits for locking and unlocking 

of door were rebuilt into our AVR controller based ZigBee 

system. The interface between the user and the system is 

provided by the touch LCD. 

In this paper “Fingerprint Based Locking System” 

Ajinkya Kawale ellaborated a smart and affordable door 

lock enhanced with a fingerprint interface. For 

implementing this project, we will be using the fingerprint 

sensor, a microcontroller (Arduino Uno), a DC lock and 

some other hardware devices. The fingerprint sensor will be 

integrated in the door panel, facing outer side of the door, so 

that people can’t have access to the controlling system from 

outside.  The latches will be fixed inside the panel of the 

door, so that the thickness of the door can help the latch’s 

strength.  We’ll use a few latches within the panel to divide 

the force among them if tried to force in. The fingerprint 

sensor will take the fingerprint of the user and forward it to 

the microcontroller to match with its records. If the 

fingerprint   matches   with one   of   the   fingerprints stored 

in microcontroller’s memory, then the microcontroller will 

lock or unlock the latch, based on its current state.  If the 

fingerprint is unknown to the microcontroller, then buzzer 

will buzz and the user will have to try again. If wrong 

fingerprints are tried 5 times, then the system will alert the 

user about the break in. The system will also go into a 

secure state where it will continue to buzz the buzzer to alert 

the neighbours that something is wrong. The system will be 

reset once a known print will be entered. Hence the 

proposed system is highly secure and affordable. 

In this paper “A smart door access system using 

fingerprint biometric system” Dinesh Bhatia suggest 

priviously for high security areas or in lock rooms for banks 

traditional lock systems, password etc were employed 

.However these system were found to be not perfectly 

secure. There was need of betterment in the security .so 

there come the use of RFID cards but these were not much 

helpful due to chances of getting lost ,stolen or forgotten .so 

there are biometric system which will help to the effective 

security system  

There are   two types of biometric system: 

Behavioural and Physiological. 

It operates in two mode ie verification n 

identification .In verification mode, the system performs a 

one-to-one comparison of a captured biometric with a 

specific template stored in a biometric database in order to 

verify the individual is the person they claim to be. In 

identification mode, the system performs a one-to-many 

comparison against a biometric database in attempt to 

establish the identity of an unknown individual; the system 

will succeed in identifying the individual if the comparison 

of the biometric sample to a template in the database falls 

within a previously set threshold. Identification mode can be 

used either for ‘positive recognition’ (so that the user does 

not have to provide any information about the template to be 

used) or for ‘negative recognition’ of the person ‘where the 

system establishes identity’. In identification mode the 

system performs a one-to-many comparison against a 

biometric database in attempt to establish the identity of an 

unknown individual. 

1) Fingerprint template: 

 The first step is collecting the finger print using a special 

sensing device. This process is referred to as enrolment. In 

this step, the finger print is acquired for authentication. The 

captured image (called the finger print template) can be 

stored directly as an image or can be stored as a biometric 

algorithm. 

2) Finger print matching: 

Finger print matching techniques can be placed into two 

categories: minutiae-based and correlation-based. minutiae 

based means (presize or trivial detail of something) and 

correlation based   method is able to overcome some of the 

difficulties  of the minutiae-based approach    .  Correlation-

based techniques require the precise location of a 

registration point and are affected by image translation and 

rotation. 

3) Fingerprint classification: 

Fingerprint classification is a technique to assign a finger 

print into one of the several pre-specified types already 

established in the literature which can provide an indexing 

mechanism. Finger prints are classified into five classes, 

namely, whorl, right loop, left loop, arch, and tented arch. 

This information is quantized to generate a finger code 

which is used for classification. 

III. METHODOLOGY / EXPERIMENTAL 

A. Materials/Components 

1) LCD  16*2 

2) DC lock  (12v) 

3) Microcontroller Arduino-UNO 

4) 4*3 keypad 

5) Fingerprint sensor 

6) Relay(5v dc) ,Regulator (5v,12v)IC 

7) IR led’s and red lasers 

8) Power supply 

9) Buzzer 

10) Resistors ,capacitors 

11) Connecting wires 

12) Breadboard 

 
Fig. 3: Components bounded together [2] 

This is a strictly threefold system dependent on 

each other for the functionality of the whole circuit.it is a 

concrete system with a switch case mechanism for serving 

the purpose of a so-called multi lock system. The working of 

our system is divided into three, those are as follows: 
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1) The IR Sensor System: 

This system was basically invented and introduced in our 

project in order to overcome a drawback of the arduino 

system, because the arduino is a delicate component and a 

pivotal one, any burglar can break the wall to destroy the 

arduino in order to completely destroy the system. 

This system consists of a IR led and receiver which 

is the most initial part of the whole security system. The IR 

system delivers an output for any obstacle passing through 

tithe output offered by it will be roughly near to 5 to 10 mA. 

This output does the work of providing a signal to the 

arduino to make it aware that someone has entered the 

security system. After the entering of the security system a 

output is provided and a timer of a specific timing is 

therefore set and stored in the memory of the 

microcontroller. This means that any obstacle that passes 

through the IR system has a specific amount of time to crack 

the keypad based password /the fingerprint based passcode. 

In a way this system shields the whole security by providing 

a extra layer of awareness thereby overcoming a 

shortcoming. 

2) Microcontroller-Arduino System: 

 
Fig. 4: Pin diagram of Atmega 328P (an arduino uno ic) 

This system is the brain and the decision making 

part of the system.it consists of the arduino uno which is 

capable of making decisions for the system in a rhytmic 

consistent way.The arduino will be connected to the 

fingerprint sensor, the buzzer, the keypad, the IR sensor 

output and a 5v dc relay .When the IR output is received by 

the arduino, it immediately sets its timer for a specific 

period of time before starting any activity. This is done by 

using a while loop and adelay function with boundary 

conditions. 

As the arduino is interfaced with the lcd display,it 

will first display a common message which writes “choose  

any one system”, and two alteratives will be given of the 

fingerprint sensor and the keypad based lock. 

This mechanism is made possible by a switch case loop used 

in C language, where multiple choices are given and one is 

chosen. 

After choosing the system, the user will possibly go 

through the keypad for password or if it’s a family member 

it goes through a fingerprint sensor .if the keypad 

lock/fingerprint sensor doesn’t get correct output for 3 

times, a output current will be passed through the arduino to 

a buzzer and it will go off thereby creating a sound for 

awareness. 

As the correct password or the correct fingerprint is 

used, the current is passed from one pin to the relay which 

ultimately unlocks the dc lock. 

3) The Lock: 

As the lock used is of 12v dc and the output provided by the 

arduino is 5v dc .the conversion is required. 

A system is generated where a stepdown 

transformer is used to convert the 220 volts of ac mains to 

18 volts ac. As from there the 18v ac is passed to a bridge 

rectifier to convert it to 18v dc. This voltage is then passed 

through two ceramic capacitors to convert the 18v 

fluctuating dc voltage to a straight dc voltage, and then 

passed to an voltage rectifier of 12v dc to convert it to 12v 

dc. Now as to connect this 12v dc to our 12v lock we use a 

Relay. Whenever a 5v output is given to the relay, it 

switches from its normally open state to the normally closed 

state and connects the two loads of the lock and the 12v 

created by ac mains. As a result the relay acts as a joint 

between the hardware and software system, thereby creating 

a complex but a highly secured security system. 

 
Fig. 5: System diagram 

 
Fig. 6: Architectural diagram [2] 

B. Flowcharts: 

 
Fig. 7: Flow Chart 
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Fig. 8: Descriptive Flowchart of Entire Project 

As we know that the traditional lock and key 

system, fingerprint lock system, password/pin code system, 

biometric lock system are some of the security system we 

use for security purpose. The pros and cons of each system 

makes them differentiable. Some basic differences in system 

structure are as follows: 

Table 1. Differences between different types of 

lock systems: 

From the above table we can easily diagnose that a 

unique system including biometric applications is always 

better as compared to any of t the traditional & similar 

security system. It not only stops unauthorized access but 

also but alerts the owner of any misuse and burglary. 

IV. RESULTS AND DISCUSSION 

In our discussion part it was observed that the the market 

share of the different security systems are not the same.so 

here is the FAR(FALSE ACCEPTANCE RATE) that ensure 

the rate of biometric security system will incorrectly accept 

an access attempt by an unauthorized user. 

Here is the graphical representation of the same. 

 
Fig. 9: Graphical Representation 

It was also observed that the market shares of those 

biometric security systems vary. Here is the statistical 

representation of our data. 

 
Fig. 10: Graphical comparison of different biometric lock 

systems. 

V. LIMITATIONS 

If the fingers are exposed to any kind of chemicals then the 

fingerprint scanner is unable to recognize the image .Also if 

it is dry or dirty, cuts on them then it may give an error. 

Since the system needs an electricity to run the circuit. A 

power failure can switch of the circuit totally. It is a low 

range circuit. 

The way in manual locks we can give our key to 

anyone in emergency, here we have to enroll everyone’s 

fingerprint in order to unlock. So after a certain limit or after 

enrolling so many finger patterns it loses its accuracy in 

detecting. 

In keypad, one can go for trials & errors, & there 

are chances of the password to be either get hacked or 

guessed. 

IR sensor has a range upto which it can detect the person, 

also it detects at particular angle, otherwise it will not. 

VI. FUTURE SCOPE 

This lock can be modified further by adding features given 

below: 

 Face recognition. 

 OTP based system. 

 Live video streaming on mobile applications. 

 Biometric recognition. 

 Computerized fingerprint lock system 

 Multi lock network system. 

 RFID card based system. 

 Iris or Retina scanner system. 

 We can send this data to a remote location using 

mobile or internet. 

 We can use non-contact fingerprint sensor which is 

also called as touch less 3D fingerprint scanner . 

 We can add fire sensor and GSM modem. 

VII. CONCLUSION 

This system is a fine example of design and implementation 

of a low cost smart home security system based Arduino 

UNO microcontroller board. By using combination of 
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Arduino UNO Microcontroller and password protection one 

can make possible smart home automation effectively. 

Password protected locking/unlocking prevents 

unauthorized unlocking. Flexibility to the user to change or 

reset the password makes it user friendly. So this system is 

cheap, reliable and easily installable. 

VIII. APPENDIX 

Types of 

differences 

Lock & 

key 

Biometric 

Lock 

Fingerprint 

Lock 

Composition 

Composed 

of  simply 

lock and its 

key 

Composed of 

LCD display, 

number pad, 

fingerprint 

scanner 

and/or retina 

scanner. 

 

Composed of 

LCD 

display, 

fingerprint 

scanner and 

GSM 

module. 

Interfaces Key 
Fingerprint 

and/or retina 
Fingerprint 

Function 
Unlocks by 

key only 

Unlocks by 

fingerprint 

and/or retina 

scan 

Unlocks by 

fingerprint 

Performance Low Very high High 

Strength Moderate Very high High 

Efficiency & 

vulnerability 

Less 

effective 

and highly 

vulnerable 

Very 

effective and 

less 

vulnerable 

Highly 

effective and 

less 

vulnerable 

Fig. 11: Comparison table between different security 

systems 
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