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Abstract— In today’s world many people like a 

businessman’s, Media, politicians, etc., uses Twitter daily & 

have become an important part of life. An increasing 

number of people on twitter but hide their identity for 

malignant purpose. It is dangerous for other users hence the 

necessity for identifying the twitter bots. Thus there is a 

developing need for distinguishing which account contains 

bots or not. The characteristics of twitter accounts are 

utilized as Features in machine learning algorithms to label 

users as genuine or fake. In this paper, we used three 

machine learning algorithms to detect the account is fake or 

real, which are Decision Tree, Random Forest, and 

Multinomial Naive Bayes The classification performance of 

the algorithms is compared with their accuracy. The 

accuracy given by the Decision tree algorithm is 93%, the 

Random Forest algorithm is 90% and the Multinomial Naive 

Bayes is 89%. Hence it is seen that the Decision tree gives 

more accuracy as compared to Random Forest and 

Multinomial Naive Bayes. 
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I. INTRODUCTION 

People use Twitter to share their sentiments, news, 

occasions, and to post their day by day activities [1]. 

Subsequently, threatening clients can see everyone’s 

exercises from their timeline. These harmful clients make 

fake accounts and spread different fake news, fake joins, and 

fake photographs. Most of the Twitter clients are not 

mindful of these fake accounts; they acknowledge their 

demands and become victims of these fake clients. In this 

manner, fake accounts distinguishing proof on Twitter gets 

to be vital for everybody who uses it. Until 2017, Twitter’s 

post constrain was an iconic 140 characters. Usually 

presently changing and nowadays twitter post restrain is 280 

characters. The pernicious clients utilize abbreviated links 

and abbreviated URLs and they also express their thoughts 

with repetitive words to seize the genuine users’ 

consideration. Fake clients have their fake designs and can 

be effortlessly distinguished by carefully analyzing their 

tweeting designs [2]. 

Spammers create a large number of followers 

making their spammer follow back. The spammer uses 

another technique that follows other accounts so that they 

can follow back and increase more followers to spread fake 

news, false information. Mostly in spammer's account, 

friends are common and followers do much more than 

following. Spammers target specific users and promote 

products or services [3]. As estimated by Twitter in 2017, 48 

million of its active users were bots. The Twitter bot is a 

program that controls the Twitter account through twitter 

API. The bot computer program may independently perform 

activities such as tweeting, re-tweeting, enjoying, following, 

unfollowing, or direct messaging other accounts. One 

significant academic consider evaluated that up to 15% of 

Twitter clients were mechanized bot accounts. Each 

moment, on normal, around 6,000 tweets are tweeted on 

Twitter. On the expansive scale, utilize social media has 

gotten to be both a boon and a bane for the current era. 

Employing a Twitter account for spreading fake data is 

expanding these days. Counterfeit accounts are the 

significant wellspring of wrong information via web-Based 

networking media. In this paper, classification calculations 

in machine learning are utilized to detect counterfeit 

accounts. The way toward finding fake accounts for the 

most part relies upon characteristics as feature such as 

Screen name, location, description, verified. 

 From the Graph shown in figure 1.1, it can be 

observed that the Number of counterfeit account increases 

over the years on an online social network. So it becomes 

obvious to understand the importance of detecting fake 

accounts. In the diagram demonstrated as follows, X-axis 

show years and Y-axis show fake account in millions. 

 
Fig. 1.1: Expanding bots throughout the year 

II. EXISTING SYSTEM  

Ashraf Khalil et.al. has proposed a technique to distinguish 

counterfeit twitter follower accounts utilizing AI 

algorithm[4]. They have utilized qualities as characteristics 

which is number of twits and followers to AI algorithm to 

classify users as phony or authentic. 

 Naman Singh et. al. has proposed a method for 

detecting fake profile using machine learning[3]. He has 

used the procedure shown in fig 2.1 to find out the fake 

account. The same procedure is used in this paper to find the 

fake accounts. 

 
Fig. 2.1: Flow diagram of fake account detection. 
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 To create fake account is very simple. Fake 

accounts can be purchased online at an extremely less cost 

and can be given to the client by means of publicly 

supporting administrations. It is furthermore easy to buy 

Twitter and Instagram supporters and preferences online [5]. 

Previous investigations towards understanding and 

recognizing spam behavior has used methods like sifting, 

rules, and machine learning [6] to distinguish fake 

characters. Spammers sifting gets to be exceptionally 

troublesome when spammers utilize powerfully versatile 

and robotized techniques. The fake Twitter accounts so 

created can be effectively identified as fake accounts and 

can be put in the blacklist. For discovering a fake account 

[7], a machine learning mechanism has to be prepared with 

data of fake accounts so that the calculation can be prepared 

accordingly. 

After going through the existing algorithms, it can 

be concluded that in most of the fake accounts individuals 

generally give false age data. For illustration, for most of the 

fake Twitter accounts generally, the age esteem is set as 18-

19 so that they make their account qualified for creation. In 

a few fake accounts, individuals moreover lie approximately 

their sex, the twitter account profile pictures are too 

generally downloaded from the web and a few accounts 

have the picture of a character of distinctive sexual 

orientation set in their sexual orientation segment by them 

[6]. Past investigate has done much to identify fake 

personalities created by bots. Machine learning [8][1], [9] 

has been utilized to not as it distinguished bots on SMPs but 

moreover distinguish the aim of the bot [9]. Fake 

personalities can conceivably be identified by different 

approaches. These can incorporate, among others, the 

discovery of fake substance connected to the account [10], 

examining the account profile itself [11], or utilizing non-

verbal markers, for illustration, the time between opening an 

account and the first entry posted [12].  

A marginally diverse approach has been utilized by 

Zhang et.al, who proposed a novel strategy of fake account 

discovery in Weibo, the Chinese partner of Twitter This 

detection framework is based on the premise of why such 

accounts exist in the first place.Consequently, it has been 

observed that there's a high overlap between the follower 

records of the clients of such accounts. The authors have 

examined the top Weibo accounts whose supporter records 

copy each other. They have characterized four 

commonplace structures of spammers, clustering them into 

34 bunches, and analyzing the properties of each group. 

III. PROPOSED SYSTEM  

For predictions of fake accounts, machine learning plays an 

important role. Decision tree and Multinomial Naive Bayes, 

Random forest are popular algorithms for predictions. To 

find Twitter bots the architecture shown in Fig 3.1 is used. It 

shows that how data set is used for different model analysis. 

For implementation of above models, the machine learning 

techniques in python are used. Use of python is preferred, 

because it is easy and take less time than other platform. 

Detail explanation of proposed system is as follows. 

 
Fig. 3.1: Architecture of Twitter Bot Detection 

A. Dataset  

To utilize machine learning to distinguish fake twitter 

accounts, the dataset is required. It must have a named 

collection of clients, pre-classified as fake or veritable. 

Twitter permits to mine the information of any client 

utilizing Twitter API or Tweepy. The information within the 

dataset is the tweets extricated from the twitter account. For 

getting the tweets, it is necessary to get the consumer key, 

consumer secret, access key, and access secret from twitter 

developer which is available easily for every user. These 

keys helps the API for authentication. After getting the 

dataset, it is filtered and cleaned. We use pandas to import 

the dataset and sklearn to perform the splitting.  

 This process involves the removal of unwanted 

words. In this paper, the dataset used for experimentations 

has 2232 twitter bots and non_bots. The dataset is split into 

80% and 20% respectively for training and testing 

purposes.The Attributes used in Data set as shown in table 

3.1. 

ATTRIBUTE DESCRIPTION 

Name Twitter account holder name 

Screenname Pseudonym of twitter account 

Created Twitter joined date 

Friends Count Total counts of the friend's account. 

Followers 

Count 
Total Followers 

Language Twitter account language 

Listed Count Total no. of groups  account belongs to 

Profile Image Profile image of twitter 

Status Count Total no. of twits count 

Location Account holder region 

Time zone Time zone of twitter account 

URL URL link 

Default Profile Profile Detail 

Extend Profile Update Profile Detail 

Bot False implies genuine 

Id String String Id number 

Verified True implies user account verified 

ID ID number 

Status Twit details 
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Description 
Length of the user defined string describing 

the account 

Table 3.1: Account attributes used in Data Set 

B. Identifying Attributes  

Unlike genuine users, fake followers' accounts are created to 

generate revenue by following other users. Thus, it can be 

believed that they exhibit a unique behavior pattern on 

Twitter. Although they are considered a type of spam, fake 

followers' accounts exhibit different behavior from Twitter 

spammers. Twitter spammers usually post many tweets in 

order to spread their spam messages knowing that excessive 

posting of spam messages will put them at risk of getting 

exposed and suspended by twitter but their goal is to send 

their spam message to as many users as they can [4]. 

Whereas, fake followers accounts want to avoid the risk of 

getting exposed as much as they can. Thus, they follow a 

very conservative approach on twitter. They actually post 

less than usual users.  

The number of procedures accessible to discover 

recognize, distinguish and take out fake record. If a 

particular message contains some common words. These 

words or number of words these are directed to as spam. 

These principles have moreover been used in web Based 

systems administration stage with a triumph. Despite the 

fact that the principle disadvantage is that the way toward 

growing new words are simple and consistent and the 

utilization of abbreviated words are getting progressively 

basic on stage for instance lol which means roar with 

laughter. Example coordinating strategies are being utilized 

to recognize these abbreviated words on these stages. For 

example, from any record a tweet is distributed in regards to 

inclining data on the online networking stage or another 

record not over a day old beginnings publicizing about the 

slanting points is viewed as fake [13]. Facebook utilizes 

calculations which can recognize bots utilizing the quantity 

of companions for trickery which could either be identified 

with connections history or labeling. The above standards 

indicated are effective for distinguishing bot accounts by 

have not been fruitful in recognizing counterfeit records by 

human. 

1) Feature Selection       

The essential features are selected from the data Bayes table 

Users that may have an effect on the record being genuine or 

counterfeit. These features are Screen name, location, 

verified, and description. These attributes are picked since 

they explain the record use at a fundamental level. 

C. Methodology 

First, the data is extracted using Tweepy. The extracted data 

has almost 24 attributes including login activity, number of 

followers, name, location, friends count, etc. After 

extracting the data, it is preprocessed and then it is decided 

which attribute should be included? Detail explanation of 

Data set and Identified attributes appear in the previous 

section. 

To execute the Decision Tree, Random Forest, and 

Multinomial Naive Bayes algorithms, python 3.5 as well as 

the libraries Scikit-Learn, pandas, and NumPy are used[14]–

[15 First, we read the CSV’s for the genuine accounts and 

the bot accounts into pandas data frames.Using NumPy, 

incorporate the name section to every datum outline, 

specifically "Phony Or Real". Then we used  NumPy libray 

for label fake or real account in dataframe.The real account 

get ‘0’ and fake accounts get ‘1’ label. We combine bots and 

non_bots dataframes into one then we divide attribute X as 

input and Y as  output. Before training the model, we must 

create a train set and test set.   

Like Wise we provide data set input to different 

machine learning algorithms in python are as follows. We    

achieved different accuracies with respective algorithms. 

1) Decision Tree is a dynamic apparatus that utilizes a 

flowchart-like tree structure or is a model of choices 

and the entirety of their potential outcomes, including 

results, input expenses and utility. The objective of 

utilizing a Decision Tree is to make a training model 

that can use to predict the class or estimation of the 

objective variable by taking in straightforward choice 

guidelines surmised from earlier data (training data). In 

Decision Trees, for predicting a class name for a record 

we start from the root of the tree. The values of the root 

property are compared with the record’s attribute. On 

the introduction of comparison, the division compared 

to that regard is taken after and bounce to the taking 

after level center. Each internal hub represents a test 

and each branch represents the result of the test, and 

each leaf hub represents a class name. The ways from 

the root to the leaf talk to classification rules.   

2) Random Forest is an outfit methodology fit for 

performing both regration and grouping with the use of 

various decision trees and a procedure called Bootstrap 

Aggregation, regularly known as  Bootstrap. The basic 

idea behind this is to join distinctive decision trees in 

choosing the last yield rather than relying upon 

particular decision trees.  

Approach: 

1) Pick unpredictably K information point from 

the readiness set.  

2) Build the decision tree related with those K 

information pint.  

3) Pick the number Ntree of trees you have to 

gather and repeat stage 1 and 2. 

For another information point, make every last one of 

your Ntree trees foresee the estimation of Y for the 

information point, and dole out the new information 

point the normal over the entirety of the anticipated Y 

values.   

3) Multinomial Naive Bayes The dataset is divided into 

two sections, namely, feature matrix and the response 

vector [16]. Feature Matrix contains all the rows in 

which each row consists of a dependent feature. Which 

are Name, Followers, Location, etc. The response 

vector contains predicts values for each row of the 

feature matrix. In this paper, we utilized Bot as a target 

variable. The presumptions made by Naive Bayes are 

not commonly right in genuine circumstances. The 

autonomy supposition that is rarely right yet frequently 

functions admirably practically speaking 
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IV. RESULT 

The proposed method uses the Decision Tree, Random 

Forest, and Multinomial Naive Bayes as a classification 

module. The below table no. 2 shows the number of bots 

and non_bots data which is collected and merged in one data 

frame.  The data frame is divided into 20% for the testing 

phase and  

80 % for the training phase. In our research, we 

tested the 447 twitter account. In the existing methods, one 

or two feature is used to find fake accounts but in this paper, 

many features are included to find fake accounts. This 

results in better achievement of prediction accuracy of fake 

accounts detection as compared to the existing methods. The 

distribution of the number of twitter account by dataset 

shown in table 2. 

Name Size 

Data Frame (2232,24) 

Bots (1056,24) 

Non_Bots (1176,24) 

Train Data (1785,20) 

Test Data (447,20) 

Table 2: Distribution of the number of the Twitter account 

by Dataset inside the dataset. 

A. Performance measures  

For the measuring implementation of any machine learning 

framework, there are different parameters. For our 

framework, we select parameters as accuracy. The execution 

of our proposed algorithms is assessed in terms of accuracy 

by considering a set of features. We summarize the comes 

about of the proposed algorithms by considering the taking 

after assessment measurements. 

1) True Positive (TP) output when the demonstrate 

accurately predicts positive class. 

2) False Positive (FP) output when the demonstrate 

inaccurately predicts positive class 

3) False Negative (FN) output when the show inaccurately 

predicts negative class.  

4) True Negative (TN) output when the demonstrate 

accurately predicts negative class. 

Accuracy = (Total no. of predicted class / total no. of testing 

class) × 100% 

or 

Accuracy= 
TP+TN

TP+TN+FP+FN
 

Classification of Records Bots Non_bots 

Bots TP FN 

Non_bots FP TN 

Table 3: Terminology of Records Classification 

In table 3 terms are represent to get category of the 

records concurring to their type which they come in and 

offer assistance to measure the working of the strategy. 

Amongst the three modules, Decision Tree gives the best 

accuracy. Decision Tree algorithm is applied on all records 

and attributes of data frame to find out the best Root node at 

each level. But in Random Forest it take subset of records of 

Data Frame. There may be a possibility of taking duplicate 

Records in the dataset which reduces the accuracy of 

module. Multinomial Naive Bayes algorithm uses Naive 

Bayes problematic formulae. The random forest will 

decrease the change portion of blunder instead of the bias 

portion, so on a given training data set. The choice tree gives 

more accuracy than the Random forest. A comparison of the 

accuracy of algorithms appears in fig 4.1. 

 
Fig. 4.1:  Comparison of Accuracy 

V. CONCLUSION 

It is presumed that the exploration work have been done to 

distinguish, recognize and dispense with counterfeit bot 

accounts made. It is possible to separate fake records 

effectively by applying a data set with counterfeit records 

and checking them as fake and genuine records and then 

stamping them as genuine. In this paper, different machine 

learning methods are implemented for the detection of 

twitter fake accounts. The performance of different 

techniques for the prediction of twitter bots is studied in this 

paper. It can be concluded that Decision Tree algorithm 

gives the best accuracy for twitter bots account.  
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