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Abstract— The world is heading towards development in 

technology the Internet- of- Things (IOT) as Digitization. 

Internet-of -Things (IoT) integrates the interconnectedness 

of human culture --our 'things' --with the interconnectedness 

of our digital information system --'the internet.’ IoV is the 

convergence of the mobile Internet and IoT. The rapid 

growth in population leading to need of more vehicles has 

led to inclination towards traffic management using smart 

sensing and communication capabilities vehicles. This paper 

aims at the traffic issues of our daily life. Internet is a boon 

in this era and data is the new oil.  IOV makes an 

interconnection between things, vehicles and environments 

for information transfer between networks. IOV allows 

driver to monitor the outside information and use it for safe 

navigation, pollution control, speed control in case of 

emergencies and traffic management. 
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I. INTRODUCTION 

Technology has changed rapidly in the last 30 years. We are 

familiar with the trending smart devices like PCs, Tablets, 

Phones, TVs, Cars and Wearables like the Fitbit. In the near 

future we are likely to witness existence of smart homes, 

smart cities, smart offices and smart factories. Due to the 

advancement in wireless technologies and smart devices, 

these devices are identified to sense the signal with the help 

of internet. This is where merges “Internet of Everything.” 

The Internet of Everything (IoE) is an attempt towards 

making networked connections more relevant, precise and 

valuable for converting actions from information. It results 

in creating new possibilities, experiences and unprecedented 

economic opportunity for businesses, individuals, and 

countries. 

IoE is the intelligent connection of people, process, 

data and things. The Internet of Everything (IoE) describes a 

world of sensors connected over public or private networks 

using standard and proprietary protocols. 

PILLARS OF IoE: 

1) People: Connecting people in more relevant, valuable 

ways. 

2) Data: Converting data into intelligence to make better 

decisions. 

3) Process: Delivering the right information to the right 

person (or machine) at the right time. 

4) Things: Physical devices and objects connected to the 

Internet and each other for intelligent decision making; 

often called Internet of Things. 

Nowadays, IoE is used in many applications with 

good performance and response time. The major 

applications of IoE in vehicles and road network include 

smart traffic monitoring, smart parking system and self drive 

cars 

 
Fig. 1: 
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Fig. 2: 

II. INTERNET OF VEHICLES (IOV) 

World is witnessing rapid population growth along with 

expansion of cities which as resulted in rapid increase in 

vehicle ownership. Growing technology has shown a 

tremendous increase in the deployment of electric vehicles 

(EV), both fully electric and plug-in hybrids. There is a need 

for better communications and interconnectivity among 

these vehicles due to their mobility. As vehicles evolve from 

simple transportation means to smart entities with sensing 

and communication capabilities, they become an integral 

part of a smart city.  

IoV is the convergence of the mobile Internet and IoT. 

A. Internet of Things (IOT):  

The IoT integrates the interconnectedness of human culture 

--our 'things' --with the interconnectedness of our digital 

information system --'the internet.’ 

The Internet of Things is making the fabric of the 

world around us smarter and more responsive, merging the 

digital and physical universes. 

IoT has been applied in following areas smart 

homes, smart healthcare, smart grid and smart cities to 

improve the performance and take better decision in 

emergency situation. 

 
Fig.  3 

B. Internet of Vehicles (IOV): 

 IoV is an extended application of IoT in intelligent 

transportation. It is envisioned to serve as an essential data 

sensing and processing platform for intelligent 

transportation systems.  

A vehicle will be a sensor platform, absorbing 

information from the environment, from other vehicles, 

from the driver and using it for safe navigation, pollution 

control, and traffic management.  

IoV used to make an interconnection between the 

things, vehicles and environments to transfer the data and 

information between the networks. The major role of IoV is 

used to develop the human-vehicle-thing-environment with 

multiple things, multiple vehicle and various networks. IoV 

is to allow vehicles to communicate in real time with their 

human drivers, pedestrians, other vehicles, roadside 

infrastructure and fleet management systems. 

IoV can be understood as the combination of inter-

vehicle network, an intra-vehicle network, and vehicular 

mobile internet. IoV is used to manage traffic, develop 

intelligent dynamic information communication between the 

vehicles, pollution and environmental protection, road 

accident prevention, road safety management and energy 

management. 

According to a recent report by Allied Market 

Research, the global IoV market is expected to be over $200 

billion by 2024 and several auto manufacturers, including 

BMW and Daimler, have announced programs to develop a 

platform that will connect IoV services like route 

management and smart parking with onboard infotainment 

centers. 
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Fig.  4 

C. Connected Cars: 

 
Fig.  5 

A connected car is a vehicle which is able to 

optimize its own operation and maintenance using onboard 

sensors and Internet connectivity. It aims at the convenience 

and comfort of passengers. 

The car is equipped with Internet access which is 

shared with other devices both inside as well as outside the 

vehicle. 

A connected car is capable of communicating 

bidirectionally with other systems that are outside of the car. 

Connected car is a smart vehicle with an intention to make 

life easier and more comfortable. 

These cars are smart to ensure passenger’s safety 

and take necessary precautions. Users gain real-time access 

to information which facilitate contact between the car and 

the dealership and alert the emergency services in case of an 

accident. 

IoV supports five types of network communication: 

 Intra-Vehicle 

 Vehicle to Vehicle (V2V) 

 Vehicle to Infrastructure (V2I) 

 Vehicle to Cloud (V2C) 

 Vehicle to Road (V2R) 

VANET technology which is responsible for 

communication and transfer of messages between the 

vehicles. VANET is identified from MANET. VANET 

consists of Vehicle to Vehicle (V2V) and Vehicle to Road 

(V2R) communications to transfer the signal between the 

vehicles. The need to enhance communication speed 

between the vehicles requires some feature enhancements in 

VANET. Hence to fulfill this requirement, IoV is identified 

from the IoT.  

Vehicles in IoV system communicate with each 

other, but content distribution among various vehicles is a 

common issue. To overcome this issue, Markov decision 

process (MDP) was introduced. MDP is based on the 

Bayesian coalition game (BCG) as-a-service in cloud. It 

helps in distributing the content among various vehicles in 

IoV system. In addition, Kumar et al. has used BCG and 

learning automata (LA) which is responsible for processing 

of huge size of spatiotemporal data in IoV. 

Paul et al. also proposed the cooperative cognitive 

Intelligence architecture in order to resolve the spectral 

scarcity and high mobility issues.  

Also, the cloud providers haven taken care of 

special services in order to implement the IoV system. Later, 

to resolve the pricing competition in IoV system the gaming 

method was implemented. 

VANET is a part of IoV to develop an ITS. IoV 

involves transfer of messages and electronic information 

between vehicles which is handled by an additional feature 

called vehicle. The electronic data that are transferred 

between the vehicles mainly include geo position, spatio-

temporal location, navigation and remote monitoring 

information. 
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Fig. 6: 

III. COMMUNICATION NETWORKS IN IOV: 

There has been a rapid advancement in wireless 

communication technologies. such as 4G networks, 5G 

networks and LTE are used to improve the man-to-man and 

man-to-machine communication into M2M communication. 

This advancement is used to enhance and improve the field 

of V2V communication. Devices fixed in the M2M are 

always in roaming. 

A. Machine to Machine: 

Machine-to-machine communication or M2M can be 

understood as communication or exchange of information 

between two or more machines without any human 

interfacing or interaction. This includes serial connection, 

powerline connection (PLC), or wireless communications in 

the industrial Internet of Things (IoT). 

The need for an external environment or platform 

to facilitate the communication between the sensor devices 

led to the concept of machine-to-machine communication. 

Hence to avoid additional computation cost and overhead, 

M2M communication networks were identified with 

advance communication technologies. This advancement is 

used to enable the direct communication between source and 

destination without any additional human intervention. 

Few applications of M2M communication in IoV 

environment are: 

 Continuous security monitoring system in order to 

ensure security services by alarm, continuous 

surveillance system, security in driver and access 

control. 

 Continuous tracking of vehicle to monitor Pay as you 

drive, route optimization, traffic monitoring, quality 

tracking and navigation systems. 

 
Fig. 7: 

B. Device to Device: 

Sensor devices are responsible for observing a particular 

signal and transmitting it to the server. Further, the server 

takes necessary actions based on the signal received from 

the sensor. The process is time taking and would result in 

latency and transmission delay in wireless communication. 

So, to overcome this issue D2D communication has been 

introduced. In order to reduce delay in transmission of 

signals from sensor to server the networks are combined 

with 4G LTE advanced techniques.  

This technique enables mobile devices to transfer 

huge amount of data between the nearby mobile devices. 

The device to device communication does not have 
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requirement of additional external environment or platform 

to facilitate connection between nearby mobile devices. 

 
Fig. 8: 

C. Vehicle to Vehicle: 

Vehicle to Vehicle communications generally denoted as 

V2V is responsible for the transfer of signal and information 

between the vehicles. 

Vehicle-to-vehicle communication enables vehicles 

to wirelessly exchange information about their speed, 

location, and heading. The technology behind V2V 

communication allows vehicles to broadcast and receive 

omni-directional messages (up to 10 times per second), 

creating a 360-degree “awareness” of other vehicles in 

proximity.  

Vehicles are facilitated with appropriate software 

(or safety applications) can use the messages from 

surrounding vehicles to determine potential crash threats as 

they develop. The technology can then employ visual, 

tactile, and audible alerts—or, a combination of these 

alerts—to warn drivers. These alerts allow drivers the ability 

to take action to avoid crashes. 

These V2V communication messages have a range 

of more than 300 meters and can detect dangers obscured by 

traffic, terrain, or weather. V2V communication extends and 

enhances currently available crash avoidance systems that 

use radars and cameras to detect collision threats. This 

advanced technology helps passengers to avoid the 

unfortunate crashes. 

V2V communication networks have proved 

beneficial for short-range communications (DSRC) between 

the vehicles. Mesh network is widely used in V2V 

communication, i.e. bus, car and smart traffic monitor are 

involved in continuous and smooth real-time data transfer. 

Usually, 5 to 10 hops are used to transfer the traffic signal 

for 1 mile distance. Once the driver chooses the wrong route 

then the V2V system enables the alarm or flashes red light 

in the front panel. 

 
Fig. 9: 

IV. DATA AND CLOUD COMPUTING IN IOT, IOV AND IOE 

SYSTEMS: 

IoT enables interconnection between various type of 

physical devices which includes sensors devices, mobile 

phones, laptop, etc. 

IoT plays a vital role in developing connection 

between vehicles, buildings and other items that are fixed 

with sensors, actuators and gateways. IoT, IoV and IoE 

system devices are communicated with the help of small 

scale wireless technologies and tools. Smart devices are 

connected with the physical object or vehicles or individuals 

to sense the valuable information in real-time continuously. 

These smart devices generate tremendous amount of data 

which require advanced processing tools as it is not easy to 

handle usingstandard data processing tools and technologies 

Data generated from the IoT devices in the form of 

unstructured format which actually represents the big data 

which is being generated continuously. 

In order to process real-time big data being generated from 

the devices advanced technologies are used. Streaming data 

from the IoT devices is stored in cloud platform to enhance 

the scalability. 

Though, cloud computing enables various platform 

and technologies to provide scalable storage space, there is a 

need of advance data processing tools and machine learning 

algorithms to process which can be accessed using big data 

analytical tools such as Hadoop distributed file system 

(HDFS), apache Hadoop mapreduce, apache hive, Apache 

HBase, and apache mahout are used to process such kind of 

big data in cloud. Amazon web services provide Amazon 

Elastic MapReduce (EMR) to store and process big data in 

cloud. 

 
Fig. 10: 

V. CHALLENGES IN IOT, IOV AND IOE SYSTEMS: 

 Urgent need of improvement in the communication 

system by using an efficient service-oriented 

architecture IoT devices which can be achieved through 

the cloud connection.  

 Need to develop an effective integration platform 

between cloud and IoT systems. 

 Data being generated from the IoT systems are big data 

which calls for advance scalable algorithms with highly 

equipped tools and technologies to process and handle 

big data. 

 Reduction in the latency, transmission of signals from 

one device to another or to the servers. 
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 IoT devices should have an appropriate security 

mechanism to protect and prevent from unauthorized 

access and data access which might lead to data loss or 

other cyber-crimes. 

 IoT devices should support various types of modern 

networking protocols such as mobile internet protocol 

version 6 (MIPv6), internet control message protocol 

version 6 (ICMPv6) and so on. 

 Modern IoT system should support star and mesh 

topology to provide an efficient network 

communication between the devices. 

 Modern IoT devices must be identified at time and 

location, hence, the mobile address of the devices 

should be enhanced.  

VI. CONCLUSION 

This journal aims at representing detailed study of Internet 

of Vehicles (IoV). 

It includes scopea nd reviews the challenges being 

faced In the industry involving IoT, IoE and IoV systems. 

The challenges and hardships faced are security of these 

technologies and their adverse impacts. In order to enhance 

the communication between the connected devices in 

internet, 5G mobile networks are identified with good 

network bandwidth. This article throws light on the various 

applications of IoT, IoE and IoV in different environments 

along with detailed study of mechanisms of these 

technologies. 

The devices include smart wearable healthcare 

monitoring system, smart home, smart cities, traffic 

management system and industrial applications. IoT devices 

are designed to help and make life easier by using them in 

modern applications with good performance, however, we 

still have to overcome many hardships and challenges 

The article concludes with vast scope of these 

devices in near future along with detailed explanation of the 

mechanism and technological advancements being used. 
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