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Abstract— The LAN system can be controlled using 

raspberry pi application to provide remote service to its 

client over the network. In this paper, Raspberry pi is used 

as an administrator for all the systems that are connected to 

the LAN. All the systems that are connected to the LAN 

should be configured as client systems and Raspberry Pi is 

used as the server. This paper proposes a dedicated 

raspberry pi as the only System administrator. The paper 

also implements the concept of multithreading to improve 

the efficiency. 
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I. INTRODUCTION 

The Local area Network (LAN) system control using 

raspberry pi is an application which is used by the system 

admin for monitoring and controlling systems through LAN. 

LAN system control provides remote services to its clients 

by using network. This tool acts as network administrator. 

The network admin can easily use this tool for handling all 

the computers connected to the LAN. This application 

provides remote services like shutdown of a system, file 

transfer in computer, software installation, control clients, 

and block websites. The main intention is to control some 

operations of each and every system connected under a 

single LAN remotely by using a technique called Backdoor. 

A backdoor is a method for accessing computer or system or 

any encrypted data by bypassing the system customary 

security maintenance. The purpose of creating a backdoor is 

to troubleshoot the access. The attacker or blocker uses 

backdoor method for installing malwares or viruses to 

corrupt the system or to take an advantage of any system. In 

many cases, viruses or malwares are designed to make 

explode against other viruses. This application i.e. LAN 

system control is designed using raspberry pi for controlling 

system because the raspberry pi is the cheapest and efficient 

devices which can be more sufficient for the application and 

it is portable. It can be moved from one place to another 

place, rather than dedicating complete pc for it. The main 

objective is to configure the raspberry pi in such a way that, 

it should control all the systems that are connected to the 

LAN. By using this application, there will be energy saving 

and also effective utilization of man power. It also reduces 

the time to deploy it in the monitor. 

II. EXISTING SYSTEM 

The job of admin is to manage and control all the computers 

in a LAN. It has different platforms and resources. If admin 

wants to control or share some information on the computer, 

then the operating systems on both the sides should be same. 

For example, if client is in windows XP and if server is in 

windows 2000, then such operations cannot be performed, 

so both client and server should be either in windows XP or 

in windows 2000. To transfer any files to the system, then 

few appropriate tools have to be downloaded. Some of the 

software’s that are used as system admin are VNC, SSH, 

putty etc. Many of them use android concept to provide 

remote service to its entire client. The model uses 3 

components such as: server, client and android mobile. All 

the clients are connected through the LAN, whereas all 

systems are connected to the server and server is further 

connected to the mobile phone using json parsing method. 

When administrator sends the request through android 

phone to the server to get the information, the server gives 

information to its clients through the android phone. They 

used android concept for implementing this because it 

provides easy interface which gives interactive graphical 

user interface. Some of the features that are provided by 

system are view process method, view client method and 

view logs. A click on the view client list will display all the 

systems available in android. If user want to see log details, 

they can see it in android by clicking view logs. They can 

use JSON (JavaScript object notation) language. When user 

clicks on this feature on mobile, then http is sent in URL 

format and later it is received by the server. And this http 

protocol is encoded by the server and it is sent to the client, 

and then the command is executed in the specific systems. 

The URL consist of IP address and port no of the server. 

Finally, the client side has only connection code in it. 

A. Disadvantages of Existing System 

1) Inefficiency: It needs some human interventions and it 

asks for few permissions from the user.  

2) Cost management: Many existing systems are not cost 

effective.  

3) Hard to maintain: whenever a system is updated, few 

changes have to be made. 

4) Need more man power: In the existing system, there is 

need for considerable man power to control different 

operations.  

5) Complexity: It is difficult to implement in large IT 

companies because it is difficult task to get IP address 

of all the system.  

III. LITERATURE SURVEY 

Jiujun Cheng et al. [1] proposed that in Local area network 

and in the wireless network, the performance of system 

along with the network efficiency is very important. There 

are two ways for monitoring of the network, active 

monitoring of system and passive monitoring of system. The 

paper proposes a new method for network monitoring. The 

user module sends signals to the data buffer module every 

second. When there are operations to be performed, then 

data buffer modules take these signals and update it and 

send back to the user interface module. Then, the user 

interface module shows that signal to the user by graphical 

design. The user modules send the signal to the protocol 
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analysis modules and after receiving the signal it changes 

the network packet and process accordingly. By using this 

mechanism, the network monitoring method and shielding 

systems method are proposed is running on memo operating 

system. So, this will help in solving many security issues 

and other problems in the WLAN system. Here IP address 

are recorded to know which devices is connected, the 

network protocol, data transmission rate and other factors 

are recorded to give statistical analysis to the user about the 

network.  

Khandagale Tejas et al. [2] proposed an approach 

to connect and control the LAN connected devices remotely. 

This technique helps the system admin to monitor and 

control the LAN connected devices remotely. There are five 

main features that are used by the system. Here, the 

communication between user and server is done by FTP 

server. Apart from these, there are other interfaces like user 

interfaces, software interfaces, hardware interfaces. 

Prasad Raut et al. [3] proposed that their main 

intention is to give more details of the PC which is located 

at the remote station that is connected to the network 

through mobile phones. Here, it is proposed that the mobile 

application is used for monitoring the network status. The 

Admin can seek every information from his mobile phone. 

From his mobile phone, he can monitor and even control the 

client's PC. All client PCs are connected to the server via 

LAN or wireless network. By using WIFI or GPRS network 

the server is connected to the android application. When that 

application is installed in the admin mobile, he can control 

the clients that are connected through the network remotely. 

Here the system consists of three modules, user, admin, and 

mobile application. The user or the clients are the end 

connected device of the network. Admin is a person who is 

responsible for controlling and monitoring the end device 

through the network and mobile application is a special type 

of application designed as interfaces between clients and 

admin. In the mobile application, it shows the details like 

the number of processes running in the respective system, its 

network speed, and admin can restrict some applications for 

some users. It also sends some notification regarding 

uninterrupted access to the admin. 

Rathod R.B et al. [4] presented that they control the 

LAN system using android mobile. They used 2 modules, 

user and admin. When a user wants to communicate, then it 

needs to send a request to the server. The administrator is 

the person who monitors the LAN system and they 

communicate with the client. When the user selects the 

required module on the phone, then the HTTP protocol 

request is sent to the server in the form of URL. After 

processing, the server sends the response to the client. Then 

user takes specific commands and other fields from the 

server. The command is executed in a certain machine. The 

URL consists of an IP address and port number. They use 

port no 4455 for server and 7788 port number for the client. 

The admin has all the rights to perform any operations on 

the system. 

Karishma Gidge et al. [5] designed an application 

in which the system is classified into 3 components such as 

client, server, and mobile phone. The system is connected 

through the LAN. All clients are connected to the server and 

the server is further connected to the mobile phone using the 

JSON parsing technique. When admin sends the request 

through an android phone to the server, the server gives 

information to all its clients through the android phone. 

Some of the features that are provided by the system are 

view process method, view client method, and view logs. If 

admin selects the view client method, then all systems that 

are available in the network are displayed on the phone. If 

the user wants to see log details, they can view it by clicking 

view logs module on phone. JSON is a JavaScript object 

notation language used for communication. When users 

select any module on phone, HTTP protocol is sent in URL 

format and then it is received by the server. And this HTTP 

is encoded by the server and sent back to the client. The 

command that is extracted from the server is executed in a 

specific machine. The URL consists of the IP address of the 

server and port number of the server module. 

Milton Halem et al [6] proposed a method called 

MSSAAA (mass storage system administrator autonomic 

assistant) for monitoring the systems which are connected to 

the LAN. They used this technique because it reduces the 

low-level tasks of an administrator. This do not require 

human intervention and also increases the performance of 

the storage system. The IBM autonomic toolkit is used for 

the generic log adapter and autonomic monitor engine. The 

MSSAAA has six modules designed to improve the storage 

which consists of reliability, availability, and serviceability 

of the system. The efficiency is counted by saving a file 

from an NFS mount. When they place a tap in error status, 

no problem will occur in it. This module automates the data 

between storage and SAM. This module consolidates 

statistics from other storage system architectures which 

gives a high value of system performance. This data is also 

added to the module to regulate the problems and may 

provide benefits for the assistant. 

Fujimoto et al [7] proposed the use of detection 

indicators on some existing methods. They have designed 

algorithms for detecting attacks using detection indicators. 

The attacks are detected using domain administration 

privileges. Multiple indicators are used based on the method 

and characteristics of API attack. The paper proposes 

methods to detect log as positive if it matches with any of 

the indicators.  

A. Input log data  

It analyzes only domain control event logs. It is easy to 

detect the control event because attackers try to access the 

information etc. The found target AD environments are 

documented in the event ID’s. Event ID 4688 and 5140 are 

not shown in the default setting.  

B. Detection algorithm  

Some of the attack tools such as mimikate are not added to 

the blacklist because there is no use if attackers change the 

name of the file in alert levels as described dependency on 

attack. The alert levels are based on CLL tools in the 

blacklist and this percentage depends on environment. Her 

are 20 CLL tools in the blacklist for daily operations and 

they set to warning to 15.  

Mamata Bhamare et al. [8] presented that the 

admin sends the request using SMS through GSM modem to 

the server. Then the server identifies the client system in 
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which admin wants to monitor and download data from the 

cache data buffer. In this, some GUI features are provided to 

the admin to send commands regularly without any 

intervention of the message every time. The server sends 

some commands to clients such as shutdown, kill, create, 

delete, and compile code, etc. The communication between 

client and server takes place through GSM modem and is 

provided by GSM service provider. All the clients are 

controlled through SMS. The LAN system can also be 

controlled through mobile in a remote place. The 

communication takes place only in one direction. To access 

this, the mobile should have a GSM facility in it. The admin 

can check the load of the network by using a certain 

command. One of the most used software is an active expert 

SMS messaging server. The active SMS messaging concept 

sends and receives messages. The user can use a mobile 

phone to get a database on a computer using SMS. This can 

be used in offices, malls, schools, and colleges. 

Suraj Mali et al [9] proposed that the request is sent 

by the admin through SMS via using GSM modem to the 

server. Then, the server identifies the request sent by the 

admin and generates required commands to process it. The 

server sends some of the commands to clients such as 

shutdown, killing, creating, compiling, etc. The client and 

server communicate through the GSM modem provided by 

the GSM service provider. All servers and clients are 

monitored and controlled through a series of SMS. They use 

SMS parser to parse some text. The SMS consist of a mobile 

number of admin and some commands that are needed for 

client execution. The process builder is used to perform 

some process. The acknowledgment is sent to an admin 

about certain actions taken place.  

Avinash Sasidharan K et al [10] proposed that the 

LAN monitoring task can be done through the android 

application. It is easy to control and monitor the system 

through an android device. They used the concept of client-

server communication, where android is a server and all the 

computers are clients that are connected over a network. The 

client and server communication uses socket programming. 

This application is connected to the server using a WIFI 

module. They provide some operations such as live 

streaming, start the process, kill the process, broadcast 

message, taking a snapshot, sending an email, shutdown, 

lock pc, and many more. The developed system is based on 

the GSM module and communication between client and 

server takes place through TCP/IP and HTTP protocol.  

Kiran Purkar et al. [11] proposed a process for 

monitoring systems through an android application. The 

system has 3 modules, android application, server, and 

client. The monitoring and controlling of the system can be 

done from anywhere by the admin. The server is connected 

to the mobile phone using a wireless network or internet. 

The clients are connected to the server through wired or 

wireless. The communication between client and server 

takes place using HTTP protocol and gets a response 

between server and clients. This admin sends some of the 

specific commands to the server through mobile phones and 

the server sends that commands to clients. The commands 

that are used in communication are: client list, process list, 

kill the process, shutdown, image capture, and send a 

message. 

Nimodia C.S et al. [12] proposed that they 

developed a device to control and monitor the system by 

using both Email and Android phones. In the Email concept, 

the system uses an email account to remotely control all the 

systems. The user can log in into the system anytime or 

from anywhere with their respective mail id to check the 

activities of all the systems. The tasks that are covered under 

this concept are net view, process list, active process, open 

file, new file, delete the file, shutdown, screenshots, etc. 

Secondly controlling and monitoring of the system using an 

android phone. The main aim of using this concept is to 

provide admin the maximum details regarding the system. 

They use a combination of android protocols and network 

protocols for this concept. They use simple network 

management protocol to manage systems which is an 

internet standard protocol that supports routers, switches, 

servers, modems, and many more. The SNMP works in the 

application layer of TCP/IP. And it also uses UDP port 161. 

The admin sends a request on port161 to the agent and then 

the agent sends the response back to the admin. The admin 

receives acknowledgment through port 162. Android 

provides some API that supports session initiation protocol. 

By this protocol, it can add telephony features to this 

application. And it can also provide both outgoing and 

incoming voice calls. The operations that are performed 

through email can also be performed through android. The 

android application is more efficient than email because it 

works well with the internet and also provides a good user 

interface. The advantages of using android compared to 

email are high performance, scalability, availability, 

reliability, and transparency. 

Komal Gupta et al. [13] designed the framework 

that is divided into customers, servers, and android phones. 

The systems are connected through a LAN and the 

customers are connected to the server, where the server in 

turn connected to the android phone using a method called 

JSON parsing. If the admin wants to get data, he has to send 

a request to the server through a mobile phone. Then, the 

server gets data and gives it to the admin. The features 

secured by the framework are customer list, a process run 

down, and view logs. The admin can select any of the 

features on the android phone. For example, if he selects the 

customer list, then all client’s systems that are connected in 

LAN are displayed on the android phone and if he selects 

the second component, then the processes of all the systems 

are displayed. JSON is a JavaScript object notation that is 

used for communication. When admin chooses any of the 

features, then HTTP asks to send URL structure which is 

received from the server. The URL message is received and 

gets some of the required parameters and is executed on a 

specific system. The URL consists of the IP address and port 

number of the server. The URL is written in a java 

programming language.  

Chaitanya Nimodia et al [14] presented that the 

admin sends a request to the server using SMS through 

GSM modem. Then the server identifies the client system 

which has to be monitored and controlled by the admin. The 

data is extracted from a cache and 15-second data of all 

systems is sent to admin as a response. Admin is provided 

with a certain GUI application in J2ME to send some 

command message without retyping of certain messages 
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whenever they are used. The commands that are sent by the 

server are shutdown, kill the process, create, delete, and 

compile code. The communication between client and server 

takes place through GSM modem and is provided by the 

GSM service provider and this process uses a series of SMS. 

The admin can control and monitor the system in remote 

places also. Communication is one way i.e. it is 

unidirectional i.e. clients cannot communicate with the 

admin. The mobile should have a GSM facility in it to start 

communication. The admin also uses a certain USB 

interface and some of the commands for communication 

with clients. In an email-based system, the admin should 

have an internet facility to monitor and control all the 

systems. Multiple admins can operate the network. The 

admin sends a mail to the server through SMTP (simple 

mail transfer protocol) and post office protocol. The admin 

monitors certain operations such as shut down, kill the 

process, start the process, create, delete and read files, and 

execute code. The tomcat server is used by the Http for 

communication internally. 

Pooja Chaudhary et al. [15] proposed that they used 

an android application for controlling and monitoring the 

system which is connected to the LAN. This technique has 

three components client, server, and android phone. The 

systems are connected by using Wi-Fi. The server is 

connected to the client. The connection between server and 

android phone is done through socket programming. For the 

communication between client and server, we can use any 

operating system i.e. starting from Windows XP. This 

application uses java as a programming language because it 

provides good GUI. When an admin selects any of the 

features in the android phone, then Http request is sent in the 

form of URL to the server. This Http is encoded and sent to 

the client. Using Http, the client extracts certain parameters 

and commands and it is executed on certain systems. The 

URL consists of the IP address and port no. In the server, 

they used 9977 port no and, in the client, they used 9988 

port no. The URL is written in a java programming language 

which is a server-side. The client has only the client and 

server code. The URL used for the server-side is Http://<ip 

address of server><port no>. The URL used for the client-

side is Http://<ip address of client>/<port no of client/? 

Method=method name &parameter value= Val for sending 

the request. 

IV. PROPOSED SYSTEM 

The LAN system control using Raspberry PI is an IOT 

application, which is designed mainly for system admin. 

This application can be implemented in schools, colleges, 

offices, and IT companies, where it requires to manage a lot 

of computers that are connected to LAN. This IOT based 

application mainly consists of a Raspberry pi which is either 

connected to smart phone or a monitor to control the 

systems that are connected to the LAN. The main objective 

is to reduce the complexity that arises in the traditional way 

followed. This tool acts as a network administrator, it 

provides remote functionalities like the shutdown all the 

system connected to the LAN, file transfer, software 

installation, and uninstallation and blocking of websites, and 

remote-control of client’s option for every system. The 

efficiency is improved using multithreading and security is 

improved using RSA algorithm. In this application, the main 

concept used to access remote client system using Raspberry 

pi is backdoor. By using the backdoor method, we are able 

to bypass the system security patches and access each 

computer connected in a network. For this, we are using a 

Raspberry pi device because it is cheap and efficient rather 

than dedicating a complete PC for System admin to monitor 

and control. Now we only need a desktop monitor or a smart 

phone which can connected to Raspberry pi to operate it. 

This will reduce the cost up to 70% and is also easily 

portable and also allows the admin to operate it even from 

remote places. By using Backdoor, the problem is that we 

are compromising the security in our system as we provide 

open administrator access to all the system that is trying to 

connect using the port number in which backdoor is opened. 

Traditional backdoor access using net cat does not provide 

any security features, it just opens a port in the system and 

any system can penetrate through it and connect to that 

system by knowing its IP address and the port number. This 

makes the system vulnerable to many attacks, hence to 

overcome this drawback the only solution is to allow only 

the Raspberry connect through the open port. For this, we 

need to implement some authentication and this is 

implemented by using RSA algorithm. In the RSA 

algorithm, we use a public and private key concept, the 

public key is used by the Raspberry pi to encrypt the data 

while sending connect requests, the message or data that is 

encrypted using the public key is can only be decrypted by 

using the private key. So, each system connected to the LAN 

will have a copy of the private key, when a connection 

request has arrived the system then it decrypts the data using 

the private key and decodes the message and verifies 

whether it is from the authorized Raspberry pi or any other 

unauthorized system. If the request is from Raspberry Pi 

(i.e. System Admin) then the connection access is provided 

else the connection is rejected. Remote shutdown allows the 

admin to shut down all the PC connected to the network. 

The admin can add a message to be displayed before 

shutdown and can also add a time frame after which the 

system has to automatically shut down, the admin can also 

abort the shutdown within the specified time frame.  

The next functionality is file/folder transfer. Here 

the file/folder can be transferred from server to all the 

clients at a time. Installation of software can also be done 

remotely. When the system admin wants to install a software 

for every client system then admin can install the software 

remotely to all the system connected to the LAN and also 

the admin can uninstall the software from all the clients if 

required. And the admin can block the clients from 

accessing a particular website, this will also work as a 

firewall of the system.  Remote control of the clients via 

console access is also supported. We are also improving the 

efficiency of the system by making use of the complete 

processing capacity of a dedicated raspberry. We have used 

Raspberry pi 2 or 3, it is a Quad-core processor instead of 

running the complete command in a single thread, it would 

be much efficient if we use all the 4 cores of the processor 

for the project itself. Hence, we have implemented the 

concept of multithreading to improve the efficiency of the 

project. Assume that there are 100 computers in a computer 
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lab and the System Admin executes the shutdown command 

without multi-threading, then the raspberry pi takes 5 

seconds for 1 computer it might take 500 seconds to turn off 

100 computers. This time increases as the number of 

computers increases. Without multi-threading, if the 

raspberry pi takes “x” seconds to shut down a computer then 

for “n” computers the time taken will be “n*x” seconds. 

Therefore, without multithreading, the total time is taken to 

execute a command in all the computers connected to the 

LAN = n*x. where “n” is the number of computers 

connected to the LAN and “x” is the time taken in seconds 

to execute the command in each computer. E.g. If there are 

1000 computers and time used by the system to install a 

software in each computer is 15 seconds then the total 

amount of time taken to install the software in all the 

systems connected to the LAN will be 1000*3 =15000 

seconds. So, by implementing multi-threading and utilizing 

the complete power of a quad-core processor we can 

decrease the total time consumed drastically. Consider there 

are 100 computers in a computer lab, when the System 

Admin executed to shut down command, by multi-threading 

we divide the IP address of 100 computers to 4 groups (i.e. 

25 in each group) and assign a thread to each group, each 

thread will execute the command to 25 IP address assigned 

to it, As these threads execute parallel at a time 4 threads can 

be executed in a Quad-core processor so 4 systems will be 

shut down at a time. So instead of taking 5 seconds to turn 

off 1 computer without multithreading, with multithreading 

the project can shutdown 4 systems in 5 seconds, so the total 

time taken will by now (100*5)/4 = 125 seconds. Therefore 

with multithreading the total time is taken to execute a 

command in all the computers connected to the LAN = 

(n*x/np), where, “n” is the number of computers connected 

to the LAN, “x” is the time taken in seconds to execute the 

command in each computer and, “np” is the number of cores 

in the processor. 

 
Fig. 1: System Design 

V. FUNCTIONAL REQUIREMENTS 

This application is developed in the batch script for the 

client-side system, to configure the Raspberry pi, shell 

scripts are used and for GUI, Python is used. 

A. Remote shutdown:  

Remote Shutdown allows the admin to shut down all the PC 

connected to the LAN remotely. And a time is set after 

which the shutdown has to happen, it also allows the admin 

to add a message to be displayed before shutdown. Admin is 

allowed to abort the shutdown within the given time. The 

raspberry scans all the computers IP address in the LAN 

connects to each system and sends a command to shut down 

immediately and all the systems connected to the LAN 

automatically shut down. This simplifies the normal process 

of turning each system off individually.  

B. Remote File/Folder transfer:  

This functionality is a process of transferring a file/folder 

from admin computers to client computers. When admin 

wants the file to be installed or to use for clients, then he can 

transfer that to every client or particular client based on 

requirements. 

C. Remote software installation/uninstallation:  

Remote installation module provides the functionality of 

installing software on all the systems connected to the LAN 

remotely without any user interactions using silent 

installation feature, it takes the system request and then 

transfers the required files for the installation and then it 

runs the .exe file in the network. Remote installation reduces 

installation time by providing remote services.  

D. Remote control Clients:  

This Project supports Remote Control Clients via Console 

access. The remote-control client’s functionalities allow the 

admin to control the clients. This will help to change the 

settings from server to all its clients or particular clients and 

also manages the software update of clients and changing 

configurations in clients. It also helps the admin to carry out 

daily tasks like the shutdown of every client or individual 

clients or restarting of client’s computers, log out of users 

changing of settings like time, date, and other settings for 

client’s computers and scheduling tasks of client’s 

computers and others. 

E. Remote Block websites:  

If admin wants to block clients from accessing certain 

websites, this can be easily done by using this system. When 

the admin adds a website name to block websites list, this 

website will be added to the host.txt file in the client’s 

system’s c:/Windows/system32/ drivers/etc/host.txt file, 

which prevents the client from accessing that website. 

F. Undo:  

The undo option is used to undo the previous tasks. It 

performs differently based on situations like if the previous 

task was shutdown it aborts shutdown on all the system 

connected to the LAN. If the previous action was share file, 

then the undo option deletes the shared file in all clients. If 

the previous option was installing a file, then the undo 

option uninstalls the installed software. If the previous 
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action was block website, then the undo option unblocks the 

blocked website. 

VI. NON-FUNCTIONAL REQUIREMENTS 

It is a detailed description and control process for a new 

computer. They tell what standard function should provide 

to the system. For example, some of the services such as 

security, access requirement, the interface of the user, and 

implementation details which include software and 

hardware. The service requirement is used to check the 

quality of service and requirements for the design. There are 

some real and measure services such as hour, availability, 

response, throughput, and reliability. The security services 

include backup and data recovery, and preventing 

unauthorized access. The access-restricted include what type 

of data should be protected for what type of user such as 

view option. This requirement may cover full or some part 

of the requirement. The non-functional requirements in this 

project are as follows: 

A. Accessibility:  

The accessibility factor refers to that system does not require 

any internet facility. It can access and control any system 

connected to the LAN even if internet is not available. The 

LAN connection can be wired or wireless. 

B. Availability:  

The system should be available all the time. The system can 

be remotely accessed from any place using SSH, the system 

is also available on the smart phones or tablets. This system 

is configured to be remotely accessed from any place using 

SSH. 

C. Deployment:  

Deployment is the lengthiest phase in this project, this is 

made easier using some methods. Firstly, the system admin 

software is deployed on a raspberry pi which reduces the 

deployment cost, and to configure the client systems a 

project package file is created and hosted using raspberry pi. 

So, each client system can download it using raspberry pi 

and import the project xml file in task scheduler, which is an 

automated script to install the project easily in the client 

computer. 

D. Documentation:  

The documentation step is done for every process to analyze 

and record the result of every module starting from the 

system development.  

E. Efficiency:  

The efficiency is ensured by making use of the complete 

processing capacity of the dedicated raspberry pi. There is a 

dedicated raspberry pi for the System administrator. A 

Raspberry pi 2 or 3 is used as it is a Quad-core processor, so 

instead of running the complete command in a single thread, 

it would be much efficient. Hence, the concept of 

multithreading is used to improve the efficiency.  

F. Security:  

The RSA algorithm is used to improve the security. In RSA 

algorithm, a public key and private key method is used by 

the Raspberry pi to encrypt the data while sending connect 

request, the message or data that is encrypted using the 

public key is decrypted only by using the private key. So 

each system connected to the LAN will have a copy of the 

private key when a connection request has arrived, the 

system decrypts the data using the private key and decodes 

the message and verifies whether it is from the authorized 

Raspberry pi or any other unauthorized system, If the 

request is from Raspberry Pi (i.e. System Admin), then the 

connection access is provided else the connection is 

rejected.  

VII. CONCLUSION 

The proposed model is mainly designed for the System 

Administrator to minimize the man power and to reduce the 

time to maintain all the systems using a Raspberry pi. This 

model can be implemented in a way that it can be simple 

and easy and sometimes, it can be complex task to reduce 

power of the system and increase security. When it is 

deployed in all systems, then all the settings are changed by 

default. So, by this, it reduces lot of power and also 

increases efficiency of all the systems. This model can be 

used in various places like schools, colleges, IT Companies, 

Cyber Centers or Offices to save energy and man power and 

also to monitor and maintain the systems. By using 

Raspberry Pi, the project is much cheaper to install and by 

automation the installation process also has been made easy. 

This model is much more flexible where new features and 

functionalities can be added easily to this model and if need 

any security it can be enhanced easily as required by the 

user without changing the base structure. 
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