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Abstract— Big Data refers to complex and large data sets 

that have to be processed and analyzed to uncover valuable 

information that can benefit businesses and organizations. It 

refers to a massive amount of data that keeps on growing 

exponentially with time. This paper presents the structure of 

big data, characteristic of big data, challenges of big data, 

such as security & privacy, curation, capture, scalability & 

performance, data transaction, and their solutions. It is so 

voluminous that it cannot be processed or analyzed using 

conventional data processing techniques. It includes data 

mining, data storage, data analysis, data sharing, and data 

visualization. The term is an all-comprehensive one 

including data, data frameworks, along with the tools and 

techniques used to process and analyze the data. 
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I. INTRODUCTION 

We live in a digital world today, everything is digital and all 

data we have is in digital format, we get data from various 

sources and this era is no longer a data era but a big data era, 

as the data is huge. The complexity to process big data is 

really high and conventional applications or traditional 

database management tools do not work for processing big 

data. The size of data can vary from petabytes to zeta bytes 

or beyond and data is available in the structured, semi-

structured, and unstructured format. Data warehouses have 

been used to manage the massive dataset. The foremost 

problem in the big data analysis is the lack of compatibility 

between database systems and analysis tools. During the 

phase of knowledge discovery and representation, data 

analyses challenges appear.  

The expression “Big Data” also resides in the way 

that information is handled. For processing large quantities 

of data that is extremely complex and various there needs to 

be a set of tools that are able to navigate through it and sort 

it. The methods of sorting data differ from one type of data 

to another. Regarding Big Data, where the type of data is not 

singular, sorting is a multi-level process. Big Data can be 

used for predictive analytics, an element that many 

companies rely on when it comes to see where they are 

heading. For example, a telecommunication company can 

use data stored from length of call, average text messages 

sent, average bill amount to see which customers are likely 

to discard their services.  

II. CHARACTERISTIC OF BIG DATA: 

As with all big things, if we want to manage them, we need 

to characterize them to organize our understanding. 

Therefore, Big Data can be defined by one or more of three 

characteristics, the 3V's: high volume, high variety, and high 

velocity. These characteristics raise some important 

questions that not only help us to decipher it, but also gives 

an insight on how to deal with massive, disparate data at a 

manageable speed within a reasonable time frame so that we 

can get value out of it, do some real-time analysis, and 

provide a subsequent response quickly. 

A. Volume:   

Volume refers to the sheer size of the ever-exploding data of 

the computing world. Big Data indicates huge ‘volumes’ of 

data that is being generated on a daily basis from various 

sources like social media platforms, business processes, 

machines, networks, human interactions, etc. Such a large 

amount of data are stored in data warehouses. It raises the 

question about the quantity of data.  

Velocity:  Velocity essentially refers to the speed at which 

data is being created in real-time. In a broader prospect, it 

comprises the rate of change, linking of incoming data sets 

at varying speeds, and activity bursts. It raises the question 

of at what speed the data is processed.  

B. Variety:   

Variety refers to the types of data. Variety of Big Data refers 

to structured, unstructured, and semi-structured data that is 

gathered from multiple sources. While in the past, data 

could only be collected from spreadsheets and databases, 

today data comes in an array of forms such as emails, PDFs, 

photos, videos, audios, SM posts, and so much more. It 

raises the question of how disparate the data formats are 

III. TYPES OF BIG DATA: 

A. Structured:   

By structured data, we mean data that can be processed, 

stored, and retrieved in a fixed format. It refers to highly 

organized information that can be readily and seamlessly 

stored and accessed from a database by simple search engine 

algorithms. For instance, the employee table in a company 

database will be structured as the employee details, their job 

positions, their salaries, etc., will be present in an organized 

manner. There are 20% data only used in structured data. 

Other 80% data are unstructured data. 

B. Unstructured:   

Unstructured data refers to the data that lacks any specific 

form or structure whatsoever. This makes it very difficult 

and time-consuming to process and analyze unstructured 

data. Email is an example of unstructured data. Unstructured 

data deals with Datamining, NLP (Natural Language 

Processing), Text Analytics, Noisy Text Analytics, etc. 

C. Semi-Structured:   

Semi-structured data pertains to the data containing both the 

formats mentioned above, that is, structured and 

unstructured data. To be precise, it refers to the data that 

although has not been classified under a particular 

repository (database), yet contains vital information or tags 

that segregate individual elements within the data. 
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IV. CHALLENGES OF BIG DATA: 

Some of the most common of those big data challenges 

includes the following: 

A. Curation: 

The biggest challenge in the entire life cycle of data is the 

accuracy of data. It forms the foundation of all the 

subsequent transformations and the usage of this data. If the 

data at source is not accurate, like a building with weak 

foundation, everything based on the inaccurate data will 

crumble like dominos – all of the decisions or insights 

generated will be exponentially inaccurate. And this is what, 

in my opinion, most businesses are facing today. 

1) Solutions:   

Data Inaccuracy could creep in during the creation, 

acquisition, cleaning or even during annotation of data. For 

instance, in the healthcare or older adult markets, inaccurate 

health data could be the deciding factor between life and 

death for an older adult – a wrong decision based on 

inaccurate data could lead to severe consequences. 

To ensure that the data is accurate, it needs to be 

validated at the source acquisition of the data, whether it is 

created in house or acquired from other sources. Some of the 

practices may include asking users to validate their own 

data, also known as crowd sourcing. It may also include 

sampling and auditing for accuracy. 

Also known as tagging of data, annotation involves 

enrichment of data by adding metadata. For instance, 

metadata of an event may include the time and location. 

While tagging enriches the data, inaccurate metadata will 

lead to inaccuracies during transformation or processing of 

data. Along with ensuring accuracy at source and ensuring 

the data is labeled properly, de-duplication of data is just as 

important. 

B. Security & Privacy: 

With hacking, data break-ins and data infringements on the 

rise, CIOs and CTOs are losing their sleep as they have been 

having a difficult time protecting their data. Today, it is not 

uncommon to hear news stories about how a company was 

hacked and lost millions of identities. 

1) Solutions: 

Encryption 

At the minimum, CIOs and CTOs can use strong 

encryptions to encrypt a piece of data in flight and at rest 

along with a stronger firewall to guard their cloud 

infrastructure or data centers. While a strong encryption is 

one possible solution, it is not the ultimate solution. With 

the availability of immense compute power, hackers can 

break into even the strongest encryption. It is not the 

question of if, it’s the question of how long it will take them 

to break an encryption key. 

2) De-Identification 

Next, the CIOs and CTOs need to understand what PII 

(Personally Identifiable Information) or PHI (Protected 

Health Information) means in the context of their problem 

space. Once they have a clear understanding of PII/PHI, 

they need to consider various ways of de-identification – the 

process of separating personal information from the rest of 

the data. A simple de-identification solution could be 

separating out personal information on a different server or a 

different zone.  

3) Data Governance 

Another important way to provide stronger privacy and 

security is to define a strong and effective data governance 

model that outlines who has access to each part of the data, 

specifically raw personal data. The fewer human eyes that 

have access to the data, the more secure it is. A strong 

governance model should also restrict or prohibit making 

copies of data and an ability to share data with others, inside 

or outside of an organization. 

C. Scalability and Performance 

With Petabytes of data flowing in, a data pipeline engine 

needs to be highly scalable and robust. It becomes even 

more critical if the data needs to be processed in near real 

time. In order to provide an out-of-the-box consumer 

experience, data needs to be readily available. A good 

example of a great consumer experience for a support team 

would be to identify and resolve a user problem even before 

a user realizes it. 

1) Solutions: 

Right Architecture 

From the day one, a data engine needs to be built for an 

anticipated volume of data generated over time. A less than 

optimum data engine will result in suboptimal performance, 

and it will eventually need to be replaced. With the latest 

open source technologies such as Kafka, Kinesis, Spark, 

NoSQL databases, it is not challenging to build a highly 

scalable distributed data engine. However, it might be 

challenging for less trained IT personnel to tune it. 

2) Extensible Data Definition 

Traditional relational databases require a well-defined 

schema, which is, sort of, a hindrance to the current day 

unstructured data computing. On the other hand, NoSQL 

databases provide flexible and highly scalable performance 

for unstructured data. DBAs may want to consider usage of 

NoSQL where their solution demands high scalability. That 

said, administrators need to be aware of what NoSQL 

databases to be used for their applications and if they will 

need to shard it for higher performance. 

3) Hierarchical Storage 

Data is written once but retrieved all the time. Data storage 

must be optimized for retrieval using Hierarchical Storage 

Management (HSM) systems including in-memory caching. 

All of the frequently retrieved data should be stored in a 

high-performance storage that could mean in a cache or an 

in-memory database. All of the data that is not expected to 

be used or is seldom used could be moved to slower and less 

expensive storage. 

To conclude, by adopting best practices for data curation, 

CIOs can ensure better security, data integrity and accuracy, 

leading to better decision making. 

D. Data Capture: 

Data capture is currently leading the charge when it comes 

to edge-to-core architectures found in datacenters. Not 

surprisingly, the new data is captured directly at the source, 

which might exist underneath the ocean as seen in gas and 

oil exploration, or orbiting satellites as evident from weather 

applications. Closer to home, the new form of Big Data is 



An Overview of Challenges in Big Data and Remedies 

 (IJSRD/Vol. 8/Issue 4/2020/124) 

  

 All rights reserved by www.ijsrd.com 562 

formed on your phone every time you capture a video or 

image, or send out a tweet. The amount of data obtained 

from the source is going to be considerably higher than what 

we’ve become familiar with now. 

1) Solutions: 

Bar code recognition: 

Dependent upon the type of barcode that is used, the amount 

of metadata that can be included is high, as is the level of 

recognition. The application of single or multiple bar codes 

to particular document types such as Proof of Delivery 

notes, membership forms, application forms, gift aid etc, can 

dramatically increase the effectiveness of a business 

process.  

2) OCR (Optical Character Recognition):  

OCR as a technology provides the ability to successfully 

capture machine produced characters in preset zones or, full 

page. OCR systems can recognise many different OCR 

fonts, as well as typewriter and computer-printed characters. 

Dependent upon the capabilities of the particular OCR 

product, this can be used to capture low to high volumes of 

data, where the information is in consistent location(s) on 

the documents. 

3) ICR (Intelligent Character Recognition):  

ICR is the computer translation of hand printed and written 

characters. Data is entered from hand-printed forms through 

a scanner, and the image of the captured data is then 

analysed and translated by sophisticated ICR software. ICR 

is similar to optical character recognition (OCR) but is a 

more difficult process since OCR is from printed text, as 

opposed to handwritten characters. 

E. Data Transaction: 

In recent years, the ability to collect, correlate and extract 

“actionable” transaction data has become more challenging 

for reasons such as: 

 The massive, growing volumes and diversity of 

electronic banking and payments transactions 

 The omni-channel convergence of ATM, POS, Branch, 

Mobile and Internet Banking channels 

 The increasing disparities between how banking 

technology platforms work, including virtual, cloud-

based, mobile and Agile applications 

 The growing number of ways in which transactions get 

processed through banking services, fraud applications 

and payment networks 

 The merger activity and globalisation focus of many 

financial organisations 

1) Solution: 

The good news is that fresh thinking and new approaches 

have made it a whole lot easier to overcome these 

challenges.  Recent technology advancements in real-time 

transaction data collection, storage and vertically focused 

visualization applications will help position your 

organization to win. 

V. CONCLUSION 

Big data has made a strong impact in almost every sector 

and industry today. In this paper, we have reviewed some 

challenges and solutions of big data Building a viable 

solution for large and complex data is a challenge that 

companies in this field are continuously learning and 

implementing new ways to handle it. One of the biggest 

problems regarding Big Data is the infrastructure’s high 

costs. Hardware equipment is very expensive for most of the 

companies, even if Cloud solutions are available.  

Each Big data system requires massive processing 

power and stable and complex network configurations that 

are made by specialists. Besides hardware infrastructure, 

software solutions tend to have high costs if the beneficiary 

doesn’t opt for open source software. Even if they chose 

open source, to configure there is still needed specialists 

with the required skills to do that. The downside of open 

source is that maintenance and support is not provided as is 

the case of paid software. So, all that is necessary to 

maintain a Big Data solution working correctly needs, in 

most cases, an outside maintenance team.  

Software solutions are limited by hardware 

capabilities. Hardware can only be as fast as current 

technologies can offer. A software solution just sends the 

tasks in order to be processed. The software architecture 

tries to compensate the lack of processing speed by sorting 

and ordering the requests, so that processes can be 

optimized in order to achieve best performance. 
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