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Abstract— Cinema is great entertainment for people in 

today's life. To entertain people, filmmakers invest heavily 

in cinemas. Their effort is destroyed by a few people piracy 

and film contention. He fanned it by capturing the video in 

the cell phone camera and uploading it to his website or 

selling it to the person who continues it. In this study, a 

technical method is used to avoid false video and cinema 

recording. An invisible light is projected from the screen to 

the entire audience that is on the camera lens which is 

sensitive to infrared light rays and to camera operation. 

There is a technical method for the anti-piracy system for 

the film industry, which uses the steganographic technique 

in MATLAB and will provide a screen, your IR will be 

disabled and immediate registration will be carried out, but 

your GSM will not be invited and will be interested in the 

application. Location of piracy via GPS. 

Keywords: Image processing, IoT, Fire Base Cloud, GPS, 

GSM, MATLAB, Steganography 

I. INTRODUCTION 

Film piracy has a profound impact on the film industry. The 

Motion Picture Association of America (MPAA) conducted 

an investigation into film piracy in 2005. According to 

statistics from the report, the best American film studios lost 

6: 1 billion or more per year. These income losses will 

obviously cause serious financial problems for studies and 

even contribute to their current decline. In 2010, for 

example, over a million copies of James Cameron Avatar 

were illegally downloaded in just seven days.  Under the 

law, film piracy is considered a crime worldwide. As one of 

the main sources of film piracy, video piracy represents 

approximately 23% of piracy methods according to BBC 

News. As a source of DVD infringement, video footage 

from cameras is rapidly spreading over the Internet. Our 

project focuses mainly on reducing piracy that occurs in the 

field of cinema. Mainly film piracy occurs by capturing the 

film that is played in the cinema with a camera, processing 

the video and taking a better photo. The goal of our project 

is to prevent people from capturing and reducing piracy in 

the cinema by capturing videos of the film being played in 

the theater. Although we cannot completely eliminate it, we 

can reduce the losses that occur due to piracy. For this 

purpose, we use infrared radiation since IR rays have the 

property of being detected by cameras, but not by the human 

eye. So we use this infrared property to prevent the camera 

from capturing the film. Since direct infrared is dangerous to 

humans, we use the near infrared range at the top and 

bottom of the bandwidth. The problem of hidden cameras in 

open spaces is extremely important today. These cameras 

are secretly placed in changing rooms, theaters and 

numerous different places that represent a significant risk 

for the protection of people. The moving image appears 

when they are downloaded, burned and configured for an 

open usage path before the actual legitimate CDs are 

accessible on the market, causing immense misfortunes for 

authentic owners who don't get their deal to the advantage. 

This task means helping to maintain the well-being and 

safety of people by creating an application with which spy 

cameras can do it undoubtedly be identified. In addition, this 

company discovers its application in courts and places 

where cameras are not allowed. Some people may say that 

the cameras are far from difficult to discover and that this 

proposal is useless, however the search for undercover 

cameras is no less demanding. Physically verifying its 

quality is relatively inconceivable, this picture will discover 

its application in such places. Camera phones are 

exceptionally basic today. While visiting places such as 

galleries, museums, shrines, shows or places where keeping 

the mystery is a big problem, the customer transmits his 

advanced cell with him. Despite the fact that photography is 

not allowed in such territories, the client tends to take 

pictures of these destinations secretly, which is not worth 

mentioning. Thinking about theft in cinemas, the Indian film 

industry suffers huge losses. To maintain a strategic distance 

from such problems, we must build a system that identifies 

such an advanced camera for mobile phones or any digital 

camera and thus destroys the image or video captured by 

that camera. In the meantime, the system should not harm 

the camera or the customer. Therefore, system configuration 

is an appropriate method that does not interfere with the 

activity of the camera, as well as being harmless to the 

customer. The system will distinguish the camera in the 

limited photography area and thus produce a solid infrared 

bar on each device to prevent it from capturing images or 

videos. Since we are using infrared rays to kill the digital 

camera, it is not a danger to humans nor will it affect the 

recognized camera activity. This discovery and deactivation 

technique for a camera or other optical device may be more 

useful in protection zones to distinguish imaginable attacks. 

II. LITERATURE SURVEY 

The global film industry generates trillions of dollars every 

month. And through our solution, we could reduce the losses 

created by piracy in the first 15-30 days. Since we are 

increasing profits for the whole sector (all countries) 

through our solutions, we may charge a premium for the 

same. Movies are captured in one country, processed in 

another country using an unidentified server to launch the 

pirated version of a movie. Furthermore, in recent times, the 

digitization of cinema prints using the "Qube Cinema" 

technology has helped to obtain clear prints from pirated 

versions. All this occurs in the first 15-30 days after the 

release of the film, after which a clear copy will be 

available. 
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III. EXISTING SYSTEM 

Technologies such as locking devices of electronic devices 

that block the operation and functioning of the device itself. 

This somehow prevents the camera from capturing videos 

and images. However, in places where the use of other 

devices such as cell phones, laptops, etc. is required, this 

system does not provide the proper environment. In recent 

times, infrared rays are also used to avoid taking videos. 

Apple Inc. has obtained a patent for the development of a 

system that would prevent users from making contraband 

footage during concerts. This system uses infrared 

projectors in the 4 corners of the room, releasing IR rays, 

which prevents the acquisition of photos and videos. 

IV. PROPOSED SYSTEM 

In our project, we use the property of light which is not 

visible to the naked eye, but cameras can capture, only 

human eyes can detect visible light. But our eyes cannot see 

rays of light such as IR and UV, but cameras easily capture 

their images. Then, by projecting the image shown in the 

cinemas, we send original visible rays that help us see 

cinemas as films along with a mix of other invisible beams 

of light. The innovation in our project lies in the design, in 

which we use the IR that breaks through a transmitter built 

into the projector that sends high intensity infrared rays 

together with the projection of the film. All this blaster and 

infrared projector act as a complete synchronized system. 

Therefore, unlike the previous case, if the IR system may or 

might not be operational. While we focus on preventing 

piracy in the cinema field, it is very necessary that the 

system works together with Movie played. Therefore, the 

integration of the IR system with the projector helps us 

achieve this. 

The three main objectives in the proposed systems are the 

following. 

 If authentication fails automatically, the webcam is 

enabled and the person's image is sent to the distributor 

via email.  

 Infrared-based transmitter screen design to avoid 

mobile recording. 

 Steganography technique to hide the secret key to 

prevent piracy.  

 Immediate GSM-based alert to the concerned authority 

to notify the piracy position via GPS. 

A. Architecture 

1) Transmitter Section:   

 
Fig. 4.1: Transmitter Section 

2) Receiver section: 

 
Fig. 4.2: Receiver Section 

B.  ALGORITHM 

1) LSB steganography: 

The video file is generally a collection of images and 

sounds, so most of the techniques presented in images and 

audio can also be applied to video files. So, video 

steganography is nothing more than a combination of image 

and audio steganography. Therefore, combined evaluations, 

i.e. image and audio steganography evaluations, can be 

taken together for video steganography evaluation. The big 

advantages of video are the large amount of data that can be 

hidden inside it and the fact that it is a stream of moving 

images and sounds. A video transmission consists of the 

collection of frames and the secret data are incorporated into 

these frames as payloads. 

Algorithm for embedding a secret message in a 

multimedia file:  
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1) Step 1: inserting the cover of the multimedia file, secret 

message and shared secret key.  

2) Step 2: split the media file into frames.  

3) Step 3: Convert the secret message to encrypted text 

using the secret key shared by the sender and recipient. 

4) Step 4: Find the least significant bits of each RGB pixel 

in the cover frame.  

5) Step 5: convert the encrypted text message into bits. 

6) Step 6: Incorporate the bits of the secret message into 

the LSB bits of the RGB pixels of the cover frame.  

7) Step 7: Continue the process until the message is 

completely embedded in the media file.  

8) Step 8: regenerate the frames of the media files. 

Algorithm to extract the secret message from the 

media file:  

1) Step 1: enter the stego media file.  

Step 2: split the Stego media file into frames. 

2) Step 3: Find and recover the LSB bits of each RGB 

pixel in the stego frame.  

3) Step 4: Continue the process until the message is 

completely extracted from the media file.  

4) Step 5: Use the shared key decryption message to get 

the original data. 

5) Step 6: rebuild the secret information. 

6) Step 7: regenerate the media file frame. 

V. APPLICATIONS 

 Shopping centers  

 Jeweler shops 

 Changing rooms 

 Exhibitions 

 Historical museums 

VI. ADVANTAGES 

 This system is designed to increase the level of security. 

 This system will have low costs, low energy 

consumption and high precision. 

VII. FUTURE SCOPE 

1) Without stopping only in theaters, we intend to go 

beyond theaters to protect the privacy of the general 

public by creating blocks for video cameras.  

2) This will also prevent the loss of confidential 

information from private board meetings or government 

organizations where electronic locks cannot be 

installed. 

VIII. CONCLUSION 

Video content will be provided in MATLAB format via 

USB, so it cannot be accessed easily. Since secret keys are 

provided to make the film, secret keys cannot be obtained. If 

the person tries to watch the movie if the keys don't match, 

their image will be captured and sent along with the 

location. 
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