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Abstract— With the increased importance of Network in our 

lives and ever increasing network traffic and vulnerability of 

networks and increasing security threats in network, it has 

become critically important to detect threats in real time and 

save our systems and data from any type of damage. Based 

on literature, this review provides the details of recent 

advancements in the field of Intrusion detection, using 

Machine Learning approaches. We have used CICIDS 2017 

dataset, which consist of benign and recent attacks, which 

are widespread now a day. The supervise methods used are 

decision tress classifier, naïve bayes classifier, k-nearest 

neighbor and support vector machines. 
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I. INTRODUCTION 

Big data is a buzzword, as the name suggests, it is a huge 

collection of data. Universally, there is no single definition 

of Big Data. According to Wikipedia, “Big data is an all-

encompassing term for any collection of data sets so large 

and complex that it becomes difficult to process using 

traditional data processing application”. While according to 

McKinsey Global Institute, “Big data refers to data sets 

whose size is beyond the ability of typical database software 

tools to capture, store, manage and analyze”. Everything 

around us is generating Big Data at all times. Whenever we 

exchange anything digitally or via social media, we are 

producing it. Systems, sensors and mobile devices transmit 

it. Big data is arriving from multiple sources at an alarming 

velocity, volume and variety. Meaningful value extraction 

from big data, needs optimal processing power, analytics 

capabilities and skills [1]. Big data is completely 

transforming the way we do business and is impacting most 

other parts of our lives. Everything we do is increasingly 

leaving a digital trace or data, which can be used and 

analyzed by drawing out geometric and statistical patterns 

from these massive datasets [2]. The traditional applications 

which are being used for analyzing data can’t be used to 

process Big data is due to the fact that most data generated 

is unstructured. These data sets comprises of both structured 

as well as unstructured data. This unstructured data is 

generated from various sources, which can be classified into 

two categories. Firstly, data from the physical world i.e. 

from sensors, scientific experiments, observations and 

secondly, data from human society i.e. from social network, 

Internet, health, finance, etc [1].  Other complexities are 

high dimensionality of datasets, large number of data types 

and most importantly the high speed of data processing. 

These complexities can be addressed using Machine 

Learning techniques, since it can improve efficiency and 

accuracy of results given by intelligent computer programs. 

Machine learning, as quoted in [5], is the capability of 

computer program to acquire or develop new knowledge or 

skills from existing or non-existing examples for the sake of 

optimizing performance criterions. These learning 

techniques still requires some improvement to become 

efficient means for analyzing and classifying Big Data. 

Internet has become an essential element of our 

lives and is the best source of knowledge, information and 

brings lots of facilities in our lives. It is a major element of 

many business and education processes. A major portion of 

our population is connected directly or indirectly to the 

Internet through various smart devices. Internet has bought 

revolution in our lives but it has also increased the interest 

and has facilitated hackers and cyber criminals [3] and thus, 

the term Cyber Security gained attention. According to 

Wikipedia, “Cyber Security is the protection of computer 

systems from theft or damage of their hardware, software or 

electronic data, as well as disruption or misdirection of the 

services they provide.” Cyber security system is set of 

technologies and processes for protecting our network, 

computers and data from attacks. Cyber security systems 

comprises of network security systems and host security 

systems. These systems, at minimum, comprises of firewall, 

antivirus and Intrusion detection system. Intrusion detection 

is being used to prevent malicious attacks and unauthorized 

access and deeds in network system [4].  Intrusion detection 

systems are software application that keeps an eye on the 

network or system for any malicious activity, which is 

reported to administrator or alarming system. IDS is 

important since it comes into play even when prevention 

techniques have failed. Intrusion detection in real time has 

become a challenging task. In order to increase the 

efficiency and improve performance of Network Intrusion 

Detection Systems (NIDS) many machine learning 

approaches are being used.  

II. LITERATURE REVIEW 

The prediction of possible Intrusion attack in a network 

requires continuous collection of traffic data and learning 

their characteristics on the fly. Author in [6], has addressed 

problem, challenges and issues of Big data classification of 

network intrusion traffic. For deeper preliminary analysis of 

big data characteristics, the author has suggested new 

definition for Big data by introducing C3 i.e. three new 

parameters, cardinality, continuity and complexity. He has 

suggested integration of modern technologies HDFS and 

cloud technologies with representation learning techniques 

and support vector machine to predict network intrusion 

through Big data classification strategy. Machine learning 

techniques initially requires labeled data for training and 

may behave abruptly in case of unknown data. Over the 
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years scholars have suggested different improvements or 

innovations in traditional machine learning techniques to 

overcome this drawback. One such method has been 

suggested by authors in [7]. In their work authors have 

presented an intrusion detection module capable of detecting 

malicious network traffic in SCADA (Supervisory Control 

and Data Acquisition) system. They have used OCSVM 

(One Class – Support Vector Machine) that does not need 

any labeled data for training or any information about the 

kind of anomaly it has to detect. They have used the 

network traces to train their model offline and then 

anomalies detection is done in real time. Their work was 

part of an intrusion detection system which further 

communicates with other parts of system. Intrusion 

Detection Systems plays a very important role in Cyber 

Security. Authors in [9] have focused their attention towards 

IDSs and have given a brief presentation of the evolution of 

intrusion detection technology and address a few intrusion 

detection techniques and IDS implementations. An overview 

of computer attack taxonomy and computer attack 

demystification along with a few detection signatures is 

presented. Special emphasis is also given to the current IDS 

limitations. They have also mentioned the two types of 

Cyber analytics in support of IDS i.e. Mis-use based 

techniques and Anomaly based techniques. Mis-use based 

technique or Signature based technique uses known pattern 

or signature to detect attack, but fails to detect novel or zero 

day attack. Anomaly based techniques can be effectively 

used to identify unknown or novel attacks by finding 

anomalies. A third way is hybrid techniques, which is 

combination of mis-use based and anomaly based 

techniques. A focused literature survey of Machine learning 

methods for cyber analytics in support of intrusion detection 

is being done by authors in [8]. They have provided a short 

description of each Ml method and complexity of ML 

algorithms is addressed, discussion of challenges for using 

ML for cyber security is presented. They have also given 

recommendations on when to use a given method. The 

authors have concluded that the biggest gap observed is the 

un-availability of labeled data and has suggested that 

significant advances could be made in ML methods for 

cyber security, if we could collect and label some of the 

data. Machine learning techniques for intrusion detection 

can be classified as Single classifiers, Hybrid classifiers or 

Ensemble classifiers, as identified by authors in [10]. They 

have given a statistical study of techniques and 

advancements of machine learning techniques for intrusion 

detection from 2009 to 2014. They have identified that 

Support vector machine and artificial neural network are 

most popular approaches for single classifiers, hybrid 

techniques to yield better results and they have also added 

that feature selection could further improve systems 

performance.  

As stated above, misuse based Intrusion Detection 

techniques are not suitable for detecting unknown or zero 

day attacks, hence, Anomaly based and Hybrid techniques 

has gained lots of attention from researchers all over the 

world.  And on Machine Learning front, supervised learning 

techniques and hybrid learning techniques are gaining 

attention.  One such method has been proposed by authors in 

[11], by using misuse detection model to enhance ability of 

anomaly detection technique. They have first use C4.5 

algorithm to create a misuse detection model, to decompose 

training data into subsets and then used Support vector 

machine is used to create anomaly detection model in each 

subset. Their study concluded that, their proposed hybrid 

intrusion detection method showed improved performance 

for detection of unknown attacks and speed of detection. 

They further wants to improve performance of C4.5 based 

misuse model to further increase performance of their 

proposed model. Authors in [12] have also aspired to 

increase the detection rate of unknown attacks and reduce 

detection time, but they have outliner detection approach for 

anomaly detection model. They have used Neighborhood 

Outlier Factor (NOF) on KDD datasets. They have found an 

improved performance of proposed approach then existing 

machine learning approaches like Back propagation neural 

network and ANN and fuzzy clustering.  

Lots of attention has been given to improve the 

performance of ML techniques for cyber analytics and also 

to volumes of big data. The velocity and variety also plays 

an important role and also the need to detect intrusion as 

early as possible cannot be neglected. Authors in [13], 

therefore, have concentrated their research towards real time 

detection of intrusion for high speed environments. They 

have proposed a four layer Hadoop based IDS architecture 

to overcome the need of real time analysis. They have used 

five major ML approaches to evaluate the proposed system; 

J48, REPTree, Random Forest tree, conjunctive rule, SVM 

and Naïve Bayes classifiers. They have found that REPTree 

and J48 are the best classifiers in terms of accuracy as well 

as efficiency. 

Researchers have also identified the importance of 

high quality training datasets so as to improve the 

performance of classifiers. Authors in [14],[16] have used 

modified K-means to build new small training datasets 

representing entire original training datasets, thereby 

reducing the training time of classifier and improving the 

performance of intrusion detection system. For intrusion 

detection model they preferred multilevel hybrid approach 

with support vector machine and extreme learning machine.  

Another remarkable work has been done by authors in [15], 

where they have conducted a comparative study of four 

traditional ML methods; SVM, Random Forest, Extreme 

Learning Machine and RPART. They have found the 

performance of SVM and Random Forest to be satisfactory 

but with a deviation depending on inclination of training 

datasets towards positive instances and negative instances. 

They showed that SVM trained with only negative instances 

shows a poor detection rate. In this work we have used 

CICIDS 2017 intrusion detection dataset [17]. This dataset 

consist of benign and some common attacks like Brute 

Force SSH, Brute Force FTP, DoS, Web Attack, BotNet, 

Infiltration, Heartbleed and DDoS. This dataset includes 

record of five days network stream generated by computer 

system.  

III. POPULAR MACHINE LEARNING TECHNIQUES 

In this section we have given a short description of popular 

machine learning techniques along with their performance 

traits when applied for cyber intrusion detection. These 
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learning techniques have been selected based on their 

approaches. Our aim is to identify which approach is 

suitable for real time intrusion detection 

A. Decision Tree 

Decision tree is used as example of many real life examples 

and is widely used in machine learning. It can be used for 

both classification and regression but is mainly used for 

classification. It uses a tree like structure which represents 

both decision and decision making. The leaves of decision 

tree represent classification or decision and branches 

represents decisions that lead to those classification. 

Advantage of decision tree is easy implementation and high 

accuracy but can also lead to over fitting and also output 

main be biased if data is not balanced. 

B. Naive Bayes 

Naïve Bayes algorithm is a simple but powerful approach 

for predictive modeling. It applies Bayes theorem for simple 

probabilistic classification. Naïve Bayes classifier evaluates 

the probability of every input feature and then selects the 

one with the highest probability. Naïve bayes is advisable if 

the classification problems are binary or multi class. Its 

model learns fast from training data and gives high accuracy 

for textual data. The main drawback of this method is that it 

considers every feature individually or independent, i.e. it 

won’t understand the relationship between features, if exist, 

which is the actual scenario in real world.  

C. Support Vector Machine (SVM) 

It is another powerful machine learning technique which can 

be used for both classification and regression. It works by 

identifying a hyper plane which will differentiate the two 

classes such that the distance between hyper plane and class 

is maximized.  Hyper plane is a line or space in 

multidimensional plane which separates out our classes. It is 

difficult to find crisp classes in real world hence, 

regularization parameters are used to tune in the parameters 

of SVM classifier. SVM works well if we have many classes 

but won’t work well if data is not clean or overlapped. Also 

its training time is high.  

D. K-Nearest Neighbor 

K-nearest neighbor (kNN) is an easy to implement 

supervised machine learning technique. It can be used to 

solve classification problems and regression problems. The 

kNN techniques assume that similar things reside in close 

proximity. In this technique, K value is determined after 

loading data and Euclidean distance is evaluated between 

target object and other objects. After sorting, closest 

neighbors are selected based on minimum Euclidean 

distance. After picking first k sorted entries, nearest 

neighbor categories are formed and most appropriate 

category is selected. Advantage of kNN is it is versatile, 

easy to implement and simple but it does not works well 

with large datasets and high dimensional data. 

IV. RESULTS 

We have used CICIDS 2017 dataset, which is being 

developed by Canadian Institute of Cyber Security [17]. It 

consist of benign and most real world attacks like Brute 

Force SSH, Brute Force FTP, Infiltration, Heartbleed, Web 

attack, DoS, Botnet and DDoS. The evaluation metrics used 

are Accuracy, Precision, Recall, F1-Score and Support. The 

result of application of above mentioned machine learning 

techniques on CICIDS 2017 is shown in Table 1.  
ML 

Technique 
Accuracy Precision Recall 

F1-

Score 
Support 

Decision 

Tree 
0.98 0.99 0.99 0.99 22560 

Support 

Vector 

Machine 

0.92 0.92 0.92 0.91 22560 

Naïve 

Bayes 
0.38 0.87 0.38 0.45 22560 

k-Nearest 

Neighbor 
0.96 0.96 0.96 0.96 22560 

Table 1: Classifier Performance 

All the above mentioned algorithms have been 

implemented in Python and dataset has been preprocessed 

using the same. From the above mentioned table we can 

observe that the Decision Tree and K- nearest neighbor are 

performing nearly well as compared to Support vector 

machine and Naïve bayes.  

V. CONCLUSIONS 

This paper describes the recent advancements of Machine 

learning techniques in the field of cyber analytics, 

particularly network intrusion detection. We have also 

mentioned few popular machine learning techniques which 

are being used in cyber analytics. These methods are being 

further modified by various authors. A very promising area 

of research could be how to use machine learning methods 

for real time intrusion detection and classification. A single 

method cannot be called as the best method for such 

problems and hence requires lot of efforts for finding 

application specific methods. 
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