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Abstract— In the modern world all the people were used 

Automated Teller Machine (ATM) to money withdrawal, 

mini statement, and balance inquiry. This proposal describes 

a system that replaces the ATM cards and PINs by the 

biometric Fingerprint and Iris authentication in the ATM 

system. There is no anxiety about mislaying the ATM card 

and no need to carry the ATM card. The process of 

operation begins by apprehending and matching fingerprints 

and iris patterns. Furthermore the system provides guard to 

the ATM mortal and bandit attacks by making provisions of 

system. A lot of offenders tinker with the ATM fatal and 

steal user credit cards and passwords by illegal means. Once 

the ATM bank card is lost and the password is stolen, the 

criminal will withdraw all cash in the shortest time, which 

will bring enormous financial losses to the customer. ATM 

system is making easy and secure operations also 

maintaining user-friendly milieu with user and ATM. 
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I. INTRODUCTION 

Money transaction is the most important work in this world, 

not only transaction we need to ensure that the security of 

money. Previously barter system was used for the money 

transaction. Then came metal coins (even gold and silver) 

and notes (paper money). As in this 21st century, no one 

ready to carries hot cash in their pockets. The traditional use 

of metal coins and paper notes has now been replaced by 

plastic currency (or digital currency) in the form of various 

transaction cards used in ATMs. 

This methodology introduces the invention of the 

Automated Teller Machine (ATM). The number of ATM 

cardholders has been increased. So different banks all over 

the world have installed their large number of Automated 

Teller Machines (ATMs) around the world. This system not 

fully secured for money Transaction or money with drawl 

when we needed. Because some intruders also having some 

chances to steal our money from our bank account very 

secretly. At earlier once we lost our ATM cards by mistake 

intruders easily take our ATM card and take out our money 

from our account. That affects many bank users a lot. Then 

all the banks introduce one feature which is the ATM card 

block after missing scenario. Once we lost our card we can 

block our ATM card instantly .there after that ATM card 

will not work anymore. One more problem is we need to 

remember and should be kept in our PIN confidentially. 

Once we disclose our PIN with somebody there is no 

security for our money. The customer's bank account 

becomes very easily accessible by the intruders when 

customers share their account's PIN through these emails or 

messages. Intruder’s use the method Thermal imaging 

attachments methodology is used to retrieve the customer's 

PIN very easily. When a button is pressed by the user, 

thermal signatures are left behind on the ATM keypad. The 

time-lapse between the pressings of the buttons makes it 

very suitable to the impostors to know the PINs. The 

essentials of advancements in technology and ATM systems 

are needed to a contrivance to band such skimming 

activities. All of the banks are starting to gadget a second 

level of authentication procedure system.          

II. LITERATURE SURVEY 

Some of the already existing systems are available in the 

biometrics ATM system model. Those systems are used 

either Fingerprint and OTP method or Iris and OTP method. 

And some more methods are available like using ATM cards 

and Fingerprint and PIN (Personal Identification Number).  

A. Biometrics to Control ATM Scams  

Ahmad Tasnim Siddiqui-International Conference on 

Circuit, Power and computing technology. This paper 

described a normal traditional ATM system by using only 

fingerprint and ATM cards. And few more advanced ATM 

systems are available. Those systems are using the Iris 

scanner and OTP method to do a transaction securely. 

B. ATM Terminal design based on Fingerprint Recognition 

method.   

Yang Jiamie Chingu China, Vol 246, pp529-511, April 

2015. Many problems have occurred on those ATM 

systems.  To overcome those problems we introduce our 

Biometric ATM system using Fingerprint and IRIS 

Recognition. 

III. PROPOSED METHODOLOGY 

In our proposed system we introduced two-way 

authentication for money transactions with secured manner. 

It's consists of the Fingerprint module and IRIS module 

along with the OTP (one-time password) method. Here first 

we need to give our fingerprint data with fingerprint reader 

for an initial authentication process. That fingerprint data is 

checked with already stored data. If it is matched then only 

move to the next process of transactions. Another 

authentication method is IRIS. IRIS is the only specific part 

of our body that doesn't change anything from birth till our 

death. So IRIS is being the most secured biometric method 

that we have used in our proposed system. The banks need 

to project a database entailing of the information of the IRIS 

of the customers. We replace the ATM cards and PINs by 

fingerprint and IRIS accordingly. Once IRIS is matched then 

it moved to the final process of transactions. One more 

authenticate technique is OTP (one-time-password). This is 

placed between fingerprint and iris module. OTP is matched 

then only we can move to the IRIS module. Finally we 

increase the ATM money transactions by using our 

proposed system very well. 
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IV. RASPBERRY PI  

The main aim of using the raspberry pi 3 is its ease of 

portability, ease of connections with systems, and ease of 

handling the process of system. The setup is proposed for 

ATM system security, comprising of the modules namely, 

connect with fingerprint sensor and iris scanner. Those 

devices are the input devices in this project. The Raspberry 

Pi is a low-cost device, credit-card sized mainframe that 

wads into a mainframe display or TV, and uses a stock 

upright and mouse. It is a talented little device that enables 

people of all eternities to explore computing, and to learn 

how to program in languages like Scratch and Python.     

V. FLOW CHART OF SYSTEM 

 
Fig. 1: Flow Chart of the System 

A. Finger Print Sensor 

Fingerprint Identified Module (FIM-3030) 

A Fingerprint sensor is an electronic device used to capture 

the digital images of the fingerprint in a specific pattern 

(Fingerprint pattern).which can convert that image into 

binary data as well. The apprehended images called live 

scan.  This live scan is digitally treated to create the 

biometric template which is stored and used for matching. In 

our project we are using FIM3030 that uses NITROGEN. 

3.3V or 5V supply voltage is required for this module to 

work. FIM3030 offers 64 Kbytes flash memory. Using this 

memory, the host can save remote data for exact usage. 

FIM3030 is an evolutionary outside fingerprint gratitude 

module contained of optic sensor OPP03 and privilege 

board. As CPU and highly encouraged processes are rooted 

in a module, it offers great gratitude ratio even to minor size, 

drizzly, thirsty, rough impression. Very high accurate data 

matching module. FIM3030 has roles of fingerprint staffing, 

empathy, half-done, and whole deletion and reset in a single 

board, thereby offering expedient development surroundings 

conditions. Off-line functionality stores logs on the gear 

remembrance and it's identified using search engine from 

the core algorithm. Evolutionary impartial fingerprint 

gratitude module FIM3030 is idyllic for on-line bids, for the 

reason that allows ASCII instructions to accomplish the 

device from the host. Online functionality, fingerprints to 

confirm (1:1) or identify (1: N) can be stored on no unstable 

memory, or be sent by RS-232 port. The thoughtfulness is 

needed because the responsibility for appraisal, text, and 

removing user data area is given to the host. A biometric 

signal pattern is generated by the help of digital signal 

processing and captured an image. This image is kept in the 

database and helps to identify the authorized customer at the 

time of the verification process. This module is very well-

organized and it can provide a good level of security.   

 
Fig. 2: Fingerprint Module FIM3030 showing OPP03 sensor 

and serial interface. 

Here this FIM 3030 supports the consecutive message 

protocol which is RS-232 while LPC2148 works on TTL 

logic. Interfacing of FIM3030 to LPC2148 for bidirectional 

message is made conceivable through IC called MAX-232 

used as a level converter for reading and textdata. 
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 Fig. 3: Fingerprint sensor (FIM-3030) 

1) Specification of FIM-3030: 

 
Table 1: Specification of FIM-3030 

B. IRIS Sensor 

IRIS scanner is the main role of our system. The Iris  Shield 

MK 2120U features Iris Tech's superior iris matching and 

iris image quality assessment algorithms to provide good 

quality images and avoid false positives while maximizing 

true identification rates. The rooted algorithms can ample a 

matching query alongside 1,000 stored patterns in0.5 

seconds. The Iris Shield USB MK 2120U is a ready-to-use 

single iris capture camera. The compact camera is motorized 

via USB port, and its low power ingesting and mobile OS 

care makes it appropriate for use with smartphones, tablets 

or other handheld devices. Each eye is illuminated by 

infrared LED, thus irises can be captured in several inside 

and outside atmospheres. The captured iris metaphors are 

compliant with ISO/IEC 1794-6 standard. With its stumpy 

cost, Iris Shield USB MK 2120U will minor the entry 

barrier to organizing iris biometric solutions in several 

applications. The Cartesian coordinate system is then 

converted to the polar harmonize system by the iris scanner 

automatically convert to make the feature removal process 

possible. In this extraction process, from the iris image, the 

two-dimensional moving ridge transformation is used to 

extract a distinctive vector. The two revised competitive 

methods are used to classify the feature vectors and 

recognize the identity of the person. After identifying the 

authorized person, the scan (given by customer) data is 

matched with the database present at the corresponding 

banks' server. This matching is complete over the internet 

connection with the prototype. In this case, we are accessing 

the 10/100 BASE Ethernet connection present in the 

Raspberry Pi module. After the matching is successful the 

system will go into the next loop where the fingerprint of the 

consumer is being changed. Finally it provides very good 

accurate output for final authenticate to do a money 

transaction. 

 
Fig. 4: Iris scanner 

 
Fig. 5: Iris Image 

VI. DATABASE CREATION PROCESS 

First we should create the Database for our project with the 

help of the MySQL server. SQL (Structured Query 

Language) is the language for accessing the database in a 

very effective manner. All the application having their 

database to store the important information and to retrieve 

the information whenever they need. The database is an 

important role in all kinds of applications. It has many types 

of data differently. For example Customer name, Customer 

Id, Customer Account Number, Address of customer, 

Contact of the customer etc. Sometimes customers need one 

specific data from the database there itself we can retrieve 

the specific data with a short period.  In our project we need 

to store the customer details and fingerprint data and IRIS 

data with encrypted format.  Those two data in binary 

format for matching the given data (by the customer) with 

already stored data. These data can be called dataset in 

technical wise. Once the customer puts a fingerprint that is 

authenticated with the database and returns the result. This 

process is the same for the IRIS authentication. 

A. OTP Authentication 

OTP is a six-digit numerical code sent in real-time as SMS 

to your registered mobile number while performing any 

transaction. Methods of generating the OTP is time-

synchronized and mathematical algorithm calculations. In 
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our project, OTP (One Time Password) is used at the second 

verification of the stage. Once the user enters the fingerprint 

that is checked. then OTP is sent to registered mobile 

number. if the number is correct then only the customer can 

do further process. This method provides additional security 

for money transaction. 

B. Advantages of the System 

1) No need to carry an ATM card. 

2) No need to remember the PIN. 

3) Secured money Transactions. 

4) All customers can also access the service at anywhere, 

any time. 

5) The third person is an external device such as skimmer 

cannot access the customer account. 

6) User can transfer money to various accounts by 

mentioning account number in case of emergency. 

The above advantages are based on the usage of 

our proposed ATM system. That system has some 

drawbacks. 

C. Possible Drawbacks of this System 

7) If Fingerprint damaged that very difficult to do 

transactions. 

8) If iris is damaged customers cannot complete the 

transaction successfully. 

9) OTP cannot receive in rural area (no network area) that 

time cannot do further process. 

10) This system only gives security for money, not for the 

customer. 

11) This system may affect the human by the fingerprint 

and iris data collection. 

VII. RELATED WORKS 

Our system is based on the Biometric system. Like that 

many projects are available with different types of 

implementations. Such as GSM (Global System for Mobile 

communication). IoT (Internet of Things) based ATM 

system. GPS (Global Positioning System) based ATM 

system. Fingerprint recognition with the help of minutia 

score matching. 

VIII. CONCLUSION 

ATM (Automated Teller Machine) is a very important role 

in this century. ATM system reduces a lot of time and a lot 

of work to do money transactions. All types of banks using 

the ATM system to customer service in a good manner. So 

some problems will occur like theft and skimmer and 

fraudulent activity during the money transactions. From the 

view of a bank they need to give the customer service to all 

the bank account holders accordingly. Unauthorized 

customers restricted to access the unknown customer bank 

account by mistake. That leads to very big economic 

problems like money burglaries, money cheating etc. So that 

we introduce the system with fingerprint and iris with OTP 

authentication to stop the unwanted activity in banking 

sectors. We are working to modify the system by adding the 

secondary security check. 
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