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Abstract— A wireless sensor network comprises of sensors 

having independent wireless communication with the 

capacity to detect their encompassing conditions and a 

capacity to interface with the Web through a base station. 

Much of the time, sensors are spatially dispersed and, 

subsequently, must have a minimal cost; for this reason, 

they have constrained batteries, computational capacity, and 

memory size. Sensors' limited capacity to actualize common 

safety measures makes them powerless against different 

kinds of assaults. Additionally, their applications are 

sensitive to postpone or packets defilement, e.g., woods fire 

detection, disaster alleviation activities, and bunches of 

different applications. Consequently, improving security is 

mandatory. There are different types of assaults focusing on 

diverse network layers. One type is a wormhole attack that 

is an unsafe and effortlessly sent attack that objective the 

routing layer. In this paper, we present a lightweight multi-

hop routing protocol for 802.15.4 WSN that plans to limit 

the vitality utilization and furthermore to recognize the 

wormhole attacks. Recreation results demonstrate that our 

MAC Centralized Routing Protocol (MCRP) beats other 

existing comparative protocols. 
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I. INTRODUCTION 

In recent decades, Wireless Sensor Networks (WSNs) have 

gained increasing interest within research communities for 

its major role in wide number of applications. It makes life 

more convenient, safe and easy. Besides, it is adjusted in 

variation zones e.g., health, environment, traffic, 

reconnaissance, and industry. It additionally needs 

infrastructure and is made out of sensor nodes that can 

impart straightforwardly through a transceiver [1].  

It is made out of sensors that can detect their 

surrounding environment, to deliver the data to a base 

station that has an association with the internet as appeared 

in Fig. 1 the base station has more computational and 

storage abilities than sensors. The sensed information is sent 

through the base station to be received for those of interest 

[2].  

A sensor is composed of a sensing unit to sense the 

environment, a processing unit, storage, a transceiver unit to 

communicate, a power unit used for power supply. There are 

optional units in a sensor which are: location finding system 

to determine the sensor's location, a power generator, and a 

mobilizer that is needed to move sensor nodes when 

required to carry out a specific task [3]. 

In pursuance to implement, there are some 

challenges that are required to be solved. The significant 

challenge in adapting this sort of network is saving vitality 

since sensors have restricted lifetime. Furthermore, sensors 

have limited storage space and restricted computational 

ability and thus making defense against security attacks 

more challenging, 

 
Fig 1: Wireless sensor networks. 

 
Fig 2: Wormhole attack in wireless sensor network. 

In pursuance to implement, there are some 

challenges that are required to be solved. The major 

challenge in adapting this sort of network is saving vitality 

since sensors have restricted lifetime. Furthermore, sensors 

have limited storage space and restricted computational 

ability and thus making defense against security attacks 

more challenging [4]. 

Security is a priority in wide applications e.g., 

responding to emergency as in natural disasters, military and 

in safety critical operations. If communication is damaged 

catastrophes might happen without the rescue team's 

knowledge. There are many types of security attacks that 

target routing protocols in WSNs referred to as routing 

attack e.g., Sybil, wormholes and spooling attacks [5]. 

Wormhole assault is portrayed as creating untrusted easy 

route through the network. This is formed when two intruder 

sensors have a higher transmission goes capacity than 

typical sensors. They can form direct communication 

between them which is equal to the length of the distance 

between them as shown in Fig.2. Also, they can 

communicate with the rest of the normal sensors using the 

normal sensor's standard transmission range.  

The malicious sensor eavesdrops on one location to 

receive and tunnel packets to the second malicious sensor. 

Afterwards, the second sensor forwards the received packets 
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to the intended destination. Alternatively, the malicious 

sensor has the capability to capture the packets within a 

certain area and send them to other remotely placed sensors. 

Because packets generated by malicious sensors are 

received earlier than packets generated by normal sensors, 

the destination sensor will drop the normal packets. The 

major problem of the wormhole attack is that it can be 

effortlessly started by the intruder without the need of 

understanding the network or applying cryptographic 

techniques [6], [7] and [8]. 

This work contributes in securing Wireless Sensor 

Networks against wormhole attack by proposing an energy 

preserving secure measure. One of the least explored 

performance measures in existing secure methods is energy 

consumption. Therefore, energy performance is the main 

concern in this work to ensure that the network will have a 

long-life time. Sensors have limited energy and usually they 

operate on batteries. It is difficult to change their batteries 

every now and then because they are distributed or 

implemented randomly and in a harsh environment. To 

achieve limited energy consumption, the detecting method 

must not have a high computational need to be able to 

perform. 

High computations e.g., cryptography will drain 

sensors battery in no time. Furthermore, the proposed 

technique must restrict the extra expenses to the sensors\' 

implementation because that there is countless sensors in the 

field. Therefore, using additional hardware e.g., 

Geographical Positing System (GPS), guard nodes, 

synchronized clocks or any additional equipment will be 

costly. The following section includes a review of some 

existing detection methods. 

II. LITERATURE REVIEW 

Many algorithms, techniques and protocols have been 

proposed to improve the overall performance of WSN, some 

of which require specialized hardware or incur high 

communication overhead. Data-centric routing is a 

commonly utilized approach. Here, sensor nodes 

communicate a notice portraying the accessible information 

and hang tight for a solicitation from an interested neighbor 

before sending the actual data [8].  

The whole Sensor protocols for information by 

means of Arrangement (SPIN) [9] protocol family and 

Coordinated Dissemination (DD) [10] depend on 

information-centric routing. In SPIN, the sensor nodes that 

have data to send broadcast an advertisement containing 

information about the data and then transmit the actual data 

only to interested nodes. To solve overlap and reduce the 

energy consumption incurred during the broadcast of 

advertisements, the SPIN protocol family (SPIN, SPIN-PP, 

SPIN-BC, SPIN-EC, SPIN-RL) [11] uses meta-data as a 

descriptor in the data dissemination based on the data 

received. Furthermore, to adjust the resource consumed 

adaptively, SPIN uses the negotiation between nodes to 

avoid the redundancy of data and thus reducing unnecessary 

data transmission. Directed Diffusion, however, uses a 

slightly different type of data-centric routing.  

In DD routing, data propagation, gradients, 

interests, reinforcements and data naming are the significant 

components for data dissemination. The sink broadcasts 

interest to the sensor nodes, which subsequently return their 

gradient to the sink. This is used to establish the path from 

source to sink and also to determine the relay of data to 

avoid routing loops. The data naming mechanism maps the 

task with attributes such as range and interest and this helps 

the neighbor nodes with deciding how to forward data. 

Reinforcement is used to determine the links for acquiring 

high-quality events. Overall, the data-centric routing 

approach can improve the robustness and scalability of 

wireless sensor networks but it suffers from a large amount 

of overhead energy spent on active ties such as advertising 

and gradient setup. Moreover, the delay incurred during 

these activities may not suit some real- time applications 

that require nodes to respond in real-time [12],[14]. To solve 

this problem, a clustering-based protocol was proposed in 

[15].  

In the clustered routing approach, sensor nodes are 

grouped into clusters where dedicated cluster heads (CH) 

collect, aggregate and forward data from all sensor nodes 

within its cluster to the Base Station (BS). This helps to 

reduce the amount of data that needs to be transmitted. In 

general, the clustering-based protocol improves bandwidth 

reusability, enhances resource allocation and improves 

power control [16].  

However, conventional clustering protocols do not 

improve network lifetime because it assumes the CH to be 

high-energy nodes and which is not necessarily true in all 

WSNs. To solve this deficiency, an adaptive clustering 

protocol called Low-Energy Adaptive Clustering Hierarchy 

(LEACH) was proposed in [17]. The main objective of 

LEACH is to reduce energy consumption by pseudo-

randomly rotating the role of CH among all nodes in the 

network. The operation of LEACH consists of multiple 

rounds where each round is divided into two phases: the set-

up phase and the steady-state or transmission phase. During 

the set-up phase, nodes organize themselves into clusters 

and each node participates in a CH election process by 

generating a random priority value. Nodes with generated 

random number less than a predetermined threshold value 

become CH. A node cannot participate in consecutive CH 

elections. In this way, every node gets a chance to become 

the CH and energy consumption among the nodes is 

uniformly distributed. During the transmission phase, the 

elected CH gathers data from sensor nodes within their 

respective clusters and performs data aggregation before 

sending the sensed data to the BS.  

LEACH reduces intra-cluster collision and energy 

consumption by using a Time Division Multiple Access 

(TDMA) schedule whereby sensor nodes within a cluster 

only send data to the CH during their allocated time slot. 

When a particular sensor node is sending data to the CH 

during its allocated time slot, other member nodes of the 

same cluster will remain in a sleep state. Transmission of 

data from CH to the BS is also performed with the use of the 

selected TDMA schedule. Thus, LEACH reduces energy 

consumption and increases the network lifetime over 

clustering and other traditional routing protocols. 

A centralized version of LEACH, called LEACH-C 

was proposed in [16]. LEACH-C utilizes the BS for CH 

selection and cluster formation. The BS receives 
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information about location and energy level from sensor 

nodes during the setup phase. Based on this information, the 

BS elects CH and configures the network into clusters. 

Therefore, there is no overhead for sensor nodes during the 

formation of clusters since the setup phase is completely 

executed at the BS. This is unlike LEACH where nodes self-

configure themselves into clusters. 

To create efficient clusters, LEACH-C presumes 

that there is a uniform distribution of energy among all 

sensor nodes. The BS decides that those nodes having an 

energy level less than that average energy level are 

prohibited from participating in the CH selection process for 

the current round. The BS then broadcasts the node ID of 

the selected CH to the network. Selected CH sends an 

advertisement message to all nodes and those nodes that are 

not cluster heads determine the cluster they belong to based 

on the strength of the message signal received from the CH. 

Although other functions of LEACH-C are similar to 

LEACH, results presented in [17] indicate improvement 

over LEACH. 

Wormhole attacks are among the severest and 

sophisticated security threats to WSN routing protocols 

where an attacker strategically places its malicious node in a 

strong position. This node establishes a tunnel with better 

metrics to distort the network topology and relay frames 

selectively using the false. 

In [18], authors have shown the popularity of some 

routing protocols in wireless networks amongst the 

academic community. Presented insights demonstrate that 

several authors utilize specific authenticated and checked 

protocols to compare about network execution. Accordingly, 

implementations using these protocols are trusted and have 

no faults. These protocols include as follows: Adhoc On-

Demand Distance Vector (AODV) [16], Optimized Link 

State Routing (OLSR) [17] and Destination-Sequenced 

Distance-Vector Routing (DSDV) [17]. In [18], it was 

proposed a secured AODV (SAODV) to detect a wormhole 

attack. This protocol reduces the energy consumption 

slightly compared to the original AODV at the expense of 

the time delay and throughput. The primary drawbacks of 

the aforementioned mechanisms include the excessive 

amount of consumed energy to end a route, assumption of 

nonrealistic parameters, limited range of the protocol 

applicability and lack of complete wormhole attack 

detection. As a result of the shortcoming of these protocols, 

we propose a routing algorithm that would detect the 

wormhole attack without performance degradation in the 

sense of energy consumption and data throughput. 

To preserve the consumed energy particularly 

needed in WSN, sensor nodes won't be heavily involved in 

finding the route as this would be the responsibility of the 

BS using our algorithm. Therefore, the proposed mechanism 

is designed to avoid the long latency in finding the shortest 

path. In the meantime, our technique selects a secured 

routing path in which it detects the wormhole nodes tunnel. 

Consequently, this protocol maximizes the throughput 

compared to the other protocols while it does not require 

any hardware. 

III. PROPOSED PROTOCOL 

A. MAC Centralized Routing Protocol 

MCRP is a centralized wireless sensor routing protocol with 

the BS being an essential component with high 

computational, energy and communications resources. 

Therefore, reducing energy consumption and detecting 

wormhole links in sensor nodes is the core of our research. 

As a prelude, LrWPAN interface is placed between the layer 

2 and layer 3 protocols to send and receive frames. The 

major components in layer 2 are listed below. This includes 

the setup phase where the source node is requesting a route 

to the BS ending up by a CONFIRM packet containing the 

routing information. This phase is on-demand and therefore 

saves the energy consumption of the nodes batteries. As 

indicated below, we rely on the time tracking system to be 

used in the wormhole attack algorithm. 

1) Data Transmission Request: Sender checks its routing 

table to _nd the address of the next hop. If no result is 

returned, it calls the function Broadcast HELLO. 

2) Broadcast HELLO: Sender constructs a HELLO mes- 

sage, where it inputs the position vector, MAC address, 

power level and a KEY. The KEY uses the current time 

and the MAC address to identify the message and to 

avoid redundancy. This process starts with sensor nodes 

broadcasting HELLO packets to their neighbors via 

multicasting to MAC addresses of the source node's 

neighbors. 

3) Receive HELLO: Hello message received by any node 

would be parsed, and then it caches the MAC address 

and saves the route to neighbors. Intermediate nodes 

search the path to the BS from their routing tables.  

4) Unicast RIM (Routing Information Message): Nodes 

having a path to the BS send a unicast RIM to the 

original sender where RIM uses the IEEE 802.15.4 

MAC frame format. However, malicious nodes will 

send a counterfeit RIM representing a tunnel, in which 

the number of hops is smaller than other possible 

routes. Nevertheless, the BS will detect the malicious 

node as explained in point 6. 

5) BS RESPONSE: The BS will send a unicast CON- 

FIRM message to the original sender. Whenever the BS 

receives a HELLO message during the initialization 

phase or at any time, it should return the CONFIRM 

message with the RIM. 

6) RIM CALCULATION: RIM is sent back to the source 

node, requesting a route to the BS, by intermediate 

nodes or BS. When RIM is calculated by the BS, two 

constraints are considered inorder V 

 Constraint one: Security of the path which is 

calculated based on eq 4 to examine if the path has 

a wormhole attack or not. 

 Constraint two: Minimum number of safe hops 

where the BS selects the safe path with the least 

number of hops. 

7) Receive RIM: The original sender receives RIM from 

intermediate nodes with routing information. 

8) Data Transfer: Once the sender receives RIM from its 

neighbor node, it selects the path with a minimum 

number of secured hops avoiding the malicious nodes 

tunnel. 
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9) Energy Model: The model is developed according to the 

MCRP design and based on the tracing system in NS-3. 

MCRP protocol reduces the energy dissipation in data 

transmission. This would be through minimizing the 

energy consumption needed in the routing setup phase 

that is triggered on demand. 

10) Frame Format: The format mainly consists of six 

categories: Sequence, Hops, Type, Original address, 

Timestamp and Data. 

 Sequence number: This is used to identify frames 

to avoid redundancy. 

 Hops count: This contains information about the 

number of intermediate nodes through which a 

frame must pass between a source and its 

destination.  

 Type: This indicates the relevant function of a 

frame.  

 Source address: This contains the address of the 

initial sender in order to inform the receiving node 

of its own destination in the reverse direction 

 Timestamp: This is designed to record the sending 

time of a frame. _ Data: This is the longest field for 

carrying the contents of a frame.  

 Location: This indicates the position of sensor 

nodes. 

 Power level: This indicates the transmitting power 

consumed by the original sender.  

 Route: This carries the routing path from the sensor 

nodes to the BS. 

 Receiving timestamp: This is recorded at the BS 

once the related frame is received.  

11) Algorithms: The algorithms are categorized into two 

main functions; setting up routing paths and detection 

of wormhole attacks at the BS. 

Algorithm 1 is used by every node in the network 

to create routing paths. Nodes without a path to the BS 

broadcast Hello frames and nodes with a path reply by 

forwarding a routing information message (RIM) to the 

requesting node. However, if the BS receives the Hello 

frame, it returns a CONFIRM and a RIM directly to the 

requesting node. 

1) Algorithm 1 Setup of Routing Paths 

Input: Routing Table D NULL Frame 

Tag D NULL 

1   Procedure 1: Look Up Routing Table 

2   if (Routing Table is NULL) 

3   then 

4   Create a HELLO frame 

Broadcast the HELLO frame 

5   else 

6   Forward Received Frame to the Next Hop 

7   end if 

8   return 

9   Procedure 2: Receiving HELLO 

10  if (the node is BS) 

11  then 

12  Calculate Routing Paths 

13  Return RIM frame having the Shortest 

14  Path to relevant Nodes Return CONFIRM 

frame 

15  to relevant Nodes 

16  else 

17  Forward RIM to Sender 

18  end if 

19  return 

20 Procedure 3: Relevant nodes receive CONFIRM 

21  Update Indicator 

22  Procedure 4: Relevant node receive RIM 

23  Sort the Routing paths 

Algorithm 2 is used by the BS to detect wormhole 

links via the aforementioned time ratio threshold to detect 

wormhole attacks. Parameters' assumptions needed for 

simulation experiments are listed in algorithm 2. This 

algorithm calculates and compares the instant ratio with the 

average ratio. If the instant ratio is greater than the average 

ratio, then the link is safe; otherwise, there is a wormhole 

attack. 

2) Algorithm 2 Detection of Wormhole Attack at BS 

Input: 

Calculated Time per request (Tci) D NULL 

Sending Frame Length (SFL) D NULL 

Receiving Frame Length (RPL) D NULL 

Distance between Two Nodes (Dist) D100m 

Data Rate (DR) D 250kb/s 

Speed of Transmission (SoT) D 3 _ 108 km/s Number 

of Hops (Hops) D 0 

Queuing Time C Execution time (QET) D 0.002 

1     Procedure 1: Calculating Instant Ratio 

2  Set SPL D 60Bytes Set RPL D 60Bytes Calculate 

Expected time by formula: Tci D eq (1) 

3     Instant Ratio D Tci=Tmi 

4     return InstantRatio 

5     Procedure 2: Calculating Average Ratio 

6     Tca D eq (2) 

7     Tma D eq (3) 

8    Average Ratio D Tca=Tma 

9     return AverageRatio 

10   Procedure 3: Detecting Wormhole 

11   Call Algorithm 1's Procedure 1 to and route 

12   if (Routing Table is Not NULL) 

13   then 

14   Loop: Iteratively retrieve a Route 

15   from Routing Table 

16   Call Procedure 1 to get Instant Ratio, 

17   Call Procedure 2 to get Average Ratio 

18   if (Instant Ratio Average Ratio) 

19   then 

20   Use the retrieved Route 

21   !No wormhole attack detected 

22   else 

23   Select the next least Route 

24   !Wormhole attack detected 

25   end if 

26   End Loop 

27   else 

28   Drop Frame 

29   end if 

B. Time Ratio Threshold 

To detect wormhole attacks, we use a simple nonetheless 

effective technique by employing the consensus between sen 



MAC Centralized Routing Protocol for Energy Preserving Secure Measure against Wormhole Attack in Wireless Sensor Networks 

 (IJSRD/Vol. 8/Issue 4/2020/063) 

  

 All rights reserved by www.ijsrd.com 295 

sor nodes and the BS. We propose a Time Ratio Threshold 

to compare the expected time for a frame to travel from the 

source to the destination (Tc) against the actual measured 

time taken for a frame to travel from the source to the 

destination (Tm). If a frame travels through a wormhole 

link, the instant ratio of Tc and Tm would be less than the 

average ratio of Tc and Tm. That is: 

 
where 

Hops D Number of intermediate nodes through which data 

must pass between source and destination 

Dist D Distance between two nodes 

SoT D Speed of transmission 

SFL D Sending frame length 

RFL D Receiving frame length 

DR D Data rate 

QET D Queuing and Execution time at each node 

MCRP is used to detect wormhole attacks and in 

doing this,  apply the ratio below (eq 4). If the instant ratio is 

less than the average ratio then there is a wormhole link in 

the network and this link will not be considered in the path 

selection. 

 
where 

Tci D Calculated time for a frame to travel from source to 

destination per request 

Tma D Sum of measured time taken for a frame travel from 

the source to the destination over the number of requests (n) 

Tmi D Measured time for a frame to travel from source to 

destination per request 

Tca D Sum of calculated time for a frame to travel from 

source to destination over the number of requests 

IV. EXPERIMENTAL RESULTS 

Figure 3 shows the average energy consumption for 100 

nodes over the simulation duration. These plots depict that 

MCRP has a much more desirable energy consumption 

curve than those of LEACH and LEACH-C even when there 

is a wormhole link in the network. This is because CH in 

both LEACH and LEACH-C follow a single-hop 

communication to transmit data directly to the BS [3], [15]. 

It is observed from figure 3 that when the 

wormhole nodes participate in the CH selection in both 

LEACH and LEACH-C, they cause uneven energy 

consumption over time as these wormhole nodes try to be 

the CH for every round due to their high energy level. 

Besides, when the sensing area is beyond a certain distance, 

those CHs far away from the BS would spend more energy 

compared to CHs which are closer to the BS. This then leads 

to uneven energy dissipation, which ultimately reduces the 

network lifetime [16], [17]. 

 
Table 1: Simulation Parameters 

 
Fig 3: Comparison between AODV, DSDV, OLSR and our 

proposed protocol MCRP for total energy consumption. 

 
Fig 4: Comparison between AODV, DSDV, OLSR and our 

proposed protocol MCRP for end-to-end delay. 

 
Fig 5: Comparison between AODV, DSDV, OLSR and our 

proposed protocol MCRP for packet lost ratio. 
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Concerning the total energy consumption, figure 3 

shows that our proposed protocol consumes less energy 

compared to the other protocols. MCRP does not send out 

route packets periodically like traditional layer 3 routing 

protocols and it only sends route data on demand which in 

turn reduces the energy consumption. Figure 4 shows a 

comparison among protocols for the average energy 

consumption. We can see that these protocols consume more 

energy during the first 10 seconds of the simulation because 

during this period lots of energy is consumed by the nodes 

to find their neighbors and during also the network 

initialization process. However, the energy consumption 

drops after about 10 seconds as the network becomes stable 

but our proposed protocol MCRP is more stable as we only 

require fewer packets even during the network discovery 

phase. Figure 5 shows the comparison to the MCRP 

protocol for the total time delay. Figure 14 shows the total 

number of lost packets over the total number of packets sent 

over the simulation period. From all these figures, we can 

see that MCRP outperforms all the protocols where OLSR 

has the worst performance. 

V. CONCLUSION 

In this paper we propose a MAC centralized routing 

protocol (MCRP) that makes the use of the high-energy BS 

to perform most energy-intensive tasks. Thus, sensor nodes 

are only responsible for data forwarding while the BS 

handles all other functions. We also propose the concept of 

the time ratio threshold to detect wormhole attacks. Since 

the BS is equipped with the network topology and the actual 

distance between sensor nodes, it calculates the expected 

time for a frame to travel from a source to its destination and 

then compares it to the actual time taken for the frame to 

travel during the transmission journey. If the instant ratio of 

Tc to Tm is less than the average ratio of Tc to Tm, the BS 

ignores that route and updates the flow table. The main ideas 

in the MCRP routing protocol are the implementation of 

centralized network intelligence in one component of the BS 

to reduce the energy consumption while maintaining the 

consensus between sensor nodes and BS to efficiently detect 

wormhole attacks. 

The performance of the proposed MCRP is 

assessed by simulations and compared to other protocols. 

MCRP exhibits an increase in the rate of successfully 

delivered frames per unit time of 56% and 39% over 

LEACH and LEACH-C, respectively, while detecting 

wormhole attack. MCRP also outperforms standard 

protocols including AODV, DSDV, and OLSR. The overall 

simulation results show that MCRP can further improve the 

performance of WSN, even as the number of nodes 

increases.  
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