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Abstract— Security equipment such as Intrusion Prevention 

System (IPS) is an important supplementary for security 

management. They reduce the difficulty of network 

management by giving alarms corresponding to different 

attacks instead of raw traffic packet inspection. But there are 

many false alarms due to their running mechanism, which 

greatly reduces its usability. In this paper, we develop a 

hierarchical framework to mine high threating alarms from 

the massive alarm logs, and aim to provide fundamental and 

useful information for administrators to design efficient 

management policy. Firstly, the alarms are divided into two 

parts based on their attributes, the first part mainly includes 

several kinds of famous attacks which are critical for 

security management, we proposed a similar alarm mining 

method based on Choquet Integral to cluster and rank the 

frequently occurred attacks. The rest alarms constitute the 

second part, which are caused by the potential threats 

attacks, also include many false alarms. To reduce the effect 

of false alarms and rank the potential threats, we employ the 

frequent pattern mining algorithm to mine correlation rules 

and then filter false alarms. Following we proposed a self-

adapting threat degree calculation method to qualify the 

threat degree of these alarms after filtering. To verity the 

methods developed, an experimental platform is constructed 

in the campus network of Xi’an Jiaotong University. 

Experimental results based on the data collected verify the 

efficiency of the developed methods. For the first kind of 

alarms, the similar alarms mining accuracy is higher than 

97% and the alarms are ranked with different processing 

urgencies. For the rest alarms, the proposed methods have 

filtering accuracy above 80% and can rank the potential 

threats. Based on the ranking results, administrators can deal 

with the high threats with their limited time and energy, in 

turn, keep the network under control. 
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I. INTRODUCTION 

Capturing and analyzing the abnormal behavior is one of the 

most critical issues in keeping a network, data center or 

cloud under control. Firewall, Intrusion Detection System 

(IDS) and Intrusion Prevention System (IPS) are regarded as 

the most important devices for security management. IDS 

and IPS are mainly used to detect whether there are ongoing 

attacks or not by comparing the packet payload with some 

specific signatures. Usually one attack will generate many 

packets and one packet will generate one alarm, thus there 

will be many alarms corresponding to one attack. Also the 

packets have the strings same with the signatures will also 

generate alarms. Thus due to the running mechanism, 

equipment such as IPS will generate many false alarms, 

which greatly reduce its usability for actual applications, it 

is very difficult for administrators to utilize those massive 

alarms for security management policy design. How to mine 

useful information from the massive IPS alarms is a 

challenge task. Furthermore, generally there are thousands 

of alarms generated per second in a middle size network or 

cloud and it is very difficult to decide which one should be 

processed first. To solve those problems, we develop a 

hierarchical framework to perform high threat mining and 

ranking based on their processing urgencies, in turn, reduce 

the operating difficulties for network administrators. Firstly, 

based on the operation experience of network management 

we divide the alarms into two parts: one part is consisted of 

some famous attacks. The attacks selected include the 

Denial-of-Service (DoS), SQL injection, Buffer overflow, 

Login attempt and Apache structs. To rank those attacks 

with processing urgencies, we develop a new alarm 

similarity calculation method based on Choquet Integral 

model to cluster all the similar alarms into one cluster, and 

the alarms are ranked according to the clustering results. To 

perform efficiency clustering, we select the time stamp, 

Source IP address and Destination IP address as the features 

for specific alarm. For different features we design different 

methods to calculate their similarity. As each cluster 

contains many alarms, we select the time stamp of the first 

alarm record found in the cluster as the start time of the 

corresponding cluster. While that of the last alarm as the end 

time. We employ those two time stamps to calculate time 

similar degree. For IP similarity, the similar degree is 

defined as the number of 1 in the subnet mask of the given 

two IP addresses divided by 32. Additionally, the Choquet 

Integral model is different from the traditional clustering 

method, the clustering results are different with different 

fuzzy measures. If we want to emphasize the source IP 

address, we can set a bigger measure for it. In this way, we 

can obtain the clustering results easily for different 

purposes. 

II. LITERATURE SURVEY 

1) Paper Name- Data Mining Based Intrusion Detection 

System in VPN Application 

Author: FAN Ya-qin College of Communication. 

Engineering, Jilin University Changchun 130012, china 

fanyaqin_joy@163.com 

Description: In order to solve the problem that the 

technology can not satisfy VPN consumer's need about 

information insurance for the safety resolving tradition's, in 

the main body of this essay ,we have being aimed at it's safe 

hidden trouble on the basis going deep into the operating 

principle studying VPN's, have brought forward one kind of 

scheme, this scheme passes an introduction invade check 

system , excavate an introduction at the same time with the 

data arriving at invade have adopted to come to come true 

owing to that association regulation data excavates an 

algorithm in detecting system. Indicate result, compete with 

original network in relatively, this scheme has improved 

60% to customer's assurance coefficient. Be one kind of 

reliable protection measure, fall off or eliminate from the 

loss that network attack brings about, problem can not solve 

by the mechanism having resolved tradition 
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2) Paper Name- Design of a new Intrusion Detection 

System of WSNs 

Author- Huangzhong Hua School of Mechatronical 

Engineering Beijing Institute of Technology Beijing China 

fengqingjuan@foxmail.com 

Description -The open access and limited resources 

of WSNs make the network vulnerable to all kinds of 

attacks, and for this reason it requires effective intrusion 

detection technology to detect and identify various security 

threat. This paper firstly gives a brief introduction of the 

present intrusion detection system, and then discusses the 

various threats faced of WSNs, at last this paper points out 

that the comprehensive use of various technologies is the 

trend of the intrusion detection system of WSNs. 

3) Paper-Design of the Intrusion Detection System Based 

on Multi-Agents in the Ecommerce System 

Author-Yabo Li College of Business Administration of 

HUNAN University lyb412@sina.com 

Description-The system structure of the Intrusion 

Detection System based on the Mobile Agent is proposed 

and them design of the MAIDS system is detailedly narrated 

later in the paper. In the process of systematically narrating 

the MAIDS system, the paper firstly makes a general 

introduction, briefly summarizes the basic functions of the 

four major components of the system— intrusion 

management module, intrusion detection module, intrusion 

analysis module and intrusion response module, then orderly 

elaborates the structure, function and achieving method of 

each module, introduces the key problems in the system and 

their solutions, and finally summarizes the MAIDS system, 

briefly analyzes its features and proposes the further study 

direction. 

4) Paper-One quantifiable security evaluation model for 

cloud computing platform 

Author-Aobing Sun1,2*, Guohong Gao1, Tongkai Ji1,2, 

Xuping Tu1,2 

Description-Whatever one public cloud, private 

cloud or a mixed cloud, the users lack of effective security 

quantifiable evaluation methods to grasp the security 

situation of its own information infrastructure on the whole. 

This paper provides a quantifiable security evaluation 

system for different clouds that can be accessed by 

consistent API. The evaluation system includes security 

scanning engine, security recovery engine, security 

quantifiable evaluation model, visual display module and 

etc. The security evaluation model composes of a set of 

evaluation elements corresponding different fields, such as 

computing, storage, network, maintenance, application 

security and etc. Each element is assigned a three tuple on 

vulnerabilities, score and repair method. The system adopts 

“One vote vetoed” mechanism for one field to count its 

score and adds up the summary as the total score, and to 

create one security view. We implement the quantifiable 

evaluation for different cloud users based on our G-Cloud 

platform. 

5) Paper-Study on Data Security Policy Based On Cloud 

Storage 

Author-DIAO Zhe, WANG Qinghong, SU Naizheng, 

ZHANG Yuhan University of International Relations, 

Beijing, China 

Description- Along with the growing 

popularisation of Cloud Computing. Cloud storage 

technology has been paid more and more attention as an 

emerging network storage technology which is extended and 

developed by cloud computing concepts. Cloud computing 

environment depends on user services such as high-speed 

storage and retrieval provided by cloud computing system. 

Meanwhile data security is an important problem to solve 

urgently for cloud storage technology. In recent years, There 

are more and more malicious attacks on cloud storage 

systems, and cloud storage system of data leaking also 

frequently occurred. Cloud storage security concerns the 

user's data security. The purpose of this paper is to achieve 

data security of cloud storage and to formulate 

corresponding cloud storage security policy. 

III. EXISTING SYSTEM 

In existing system there is no computerizes system to 

identify intrusion detection attack in your personal computer 

or laptop. A hacker can easily change your personal 

database or hack our personal database. But we cannot 

identify them so we can’t understand who is stolen our data. 

So in proposed system we are trying to give security to our 

data and stored out data in cloud server so hacker cannot 

identify the data storage location. 

IV. PROPOSED SYSTEM 

Based on the running mechanism and analysis in the section 

I, the most frequently occurred alarms in the second part are 

regarded as false alarms. Thus we can employ the frequent 

pattern and correlation rules extracted to filter the false 

alarms. The method used for frequent pattern mining is the 

FP-growth proposed by Jiawei Han in [20]. 

 
We select source IP address, destination IP address, 

destination port and alarm type from raw IPS logs record to 

mine correlation rules. The values of those features are 

regarded as items and the alarms are treated as transactions. 

The support degree is an important parameter to be 

determined in this algorithm. The support degree reflects the 

reliability of the frequent item sets. The greater the support 

degree is, the more reliable the frequent item sets are. Firstly 

we read all the alarms to calculate the support degree based 

on the values of different feature, then we reorder the feature 

values of each alarm in a descending order. 
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A. Advantages of Proposed System 

1) Hacker can identified  

2) Identified attack 

3) Secure storage of data  

4) Information security 

V. CONCLUSION 

In order to effectively manage the networks for 

administrators within limited time and energy, we develop a 

hierarchical framework to process massive log data 

generated by IPS. To process the different alarms with 

different policies, we divide the alarms into two parts, one 

part of them is several kinds of serious attacks, and another 

part is constituted of the rest of them. For mining the high 

threat alarms from the first part, we propose a similar alarm 

mining method based on Choquet Integral, and we analyze 

the distribution of the alarms of the clusters generated by the 

method, and propose an evaluation method for the accuracy 

of the clusters, according to analysis of the accuracy of the 

clusters, we find that the accuracy of our proposed method is 

larger than 97%, the analysis results verify that the method 

our proposed is more effective compare with other methods, 

and we rank them with threat degree obtained from cluster 

size and alarm frequency. To reduce affect from false 

alarms. 
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