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Abstract— In the current scenario the electronic voting on 

larger scales are done by using EVM’s (Electronic Voting 

Machines). These machines have buttons for selected 

candidates and the voter has to press the button 

corresponding to the candidate he/she has selected. The 

counting of votes is done by computers and the data is 

stored securely in the EVM’s. In this paper we have done a 

survey of already existing electronic voting systems and 

their implementation and working process. These systems 

have been successfully implemented and used for many 

important voting practices. But there are some problems and 

limitations to these electronic voting systems. We have 

studied those problems and limitations and proposed 

Blockchain Based E-Voting (BEV) that is a more secure 

way for electronic voting using blockchain. It helps to make 

e-voting systems more secure and reliable. 

Keywords: Election, E-Voting, Blockchain, Distributed 

Ledger, EVM, POA, Immutability 

I. INTRODUCTION 

Voting is a method for a group, such as a meeting or an 

electorate, in order to make a collective decision or express 

an opinion usually following discussions, debates in favor 

for a candidate or a group of candidates. The candidates may 

be persons, ideas, etc. For many years the voting procedure 

is practiced by using various tools and methods. The most 

common voting method uses paper ballots on which voters 

mark their preferences. This may involve marking their 

support for a candidate or party listed on the ballot, or a 

write-in, where they write out the name of their preferred 

candidate if it is not listed. An alternative paper-based 

system known as ballot letters is used in Israel, where 

polling booths contain a tray with ballots for each party 

contesting the elections; the ballots are marked with the 

letter(s) assigned to that party. Voters are given an envelope 

into which they put the ballot of the party they wish to vote 

for, before placing the envelope in the ballot box. With the 

advancements in the field of computers and internet, the 

age- old ways of voting are shifting and/or looking toward 

the new, safe and easy ways to implement the same idea of 

voting procedure but with the help of electronics and 

technology. At current scenario the electronic voting on 

larger scales are done by using EVM’s (Electronic Voting 

Machines)[10]. These machines have buttons for selected 

candidates and the voter has to press the button 

corresponding to the candidate he/she has selected. The 

counting of votes is done by computers and the data is stored 

securely in the EVM’s [10].  

Current state of electronic voting in India is India 

used paper ballots till the 1990s. The sheer scale of the 

Indian elections with more than half a billion people eligible 

to vote, combined with election-related criminal activity, led 

Indian election authority and high courts to transition to 

electronic voting [12]. Electronic Voting Machines 

("EVM") are being used in Indian general and state elections 

to implement electronic voting in part from 1999 general 

election and recently in 2018 state elections held in five 

states across India. EVMs have replaced paper ballots in the 

state and general (parliamentary) elections in India. There 

were earlier claims regarding EVMs' tamperability and 

security which have not been proved. After rulings of Delhi 

High Court, Supreme Court and demands from various 

political parties, Election Commission of India decided to 

introduce EVMs with voter-verified paper audit trail 

(VVPAT) system. The VVPAT system was introduced in 8 

of 543 parliamentary constituencies as a pilot project 

in 2014 general election. Voter-verified paper audit trail 

(VVPAT) system which enables electronic voting machines 

to record each vote cast by generating the EVM slip, was 

introduced in all 543 Lok sabha constituencies in election. 

There are three kinds of electronic voting machines M1, M2 

and M3. The most modern M3 EVMs, which are in current 

use since its introduction in 2013, allow writing of machine 

code into the chips at PSU premises itself- Bharat 

Electronics Limited, Bangalore and Electronics Corporation 

of India Limited, Hyderabad. Election Commission of India 

introduced EVM Tracking Software (ETS) as a modern 

inventory management system where the identity and 

physical presence of all EVMS/ VVPATs is tracked on real 

time basis. M3 EVMs has digital verification system coded 

into each machine which is necessary to establish contact 

between its two component units. There are several layers of 

seals to ensure it is tamper-proof. Indian EVMs are stand-

alone non-networked machines [11]. 

II. BLOCKCHAIN 

This section explains the blockchain and smart contract 

technology. We then provide an overview the liquid 

democracy and its design consideration. 

Blockchain is a decentralized distributed ledger of 

records or blocks, where each block contains a set of 

transaction, hash of the previous block and a timestamp, 

unquestionable by everybody in the system. It is typically 

managed in a p2p network paradigm. It is an immutable 

distributed ledger. Once a data is recorded it cannot be 

changed retroactively as it will require to change all the 

subsequent blocks. Therefore, recently mined blocks are less 

reliable and those which are mined before are more 

reliable.The blockchain technology was introduced in 2008 

when Satoshi Nakamoto created the first cryptocurrency 

called Bitcoin[13]. The Bitcoin blockchain technology uses 

a decentralized public ledger combined with PoW(Proof-of-

Work) based stochastic consensus protocol, with financial 

incentives to record a totally ordered sequence of blocks, the 

blockchain. The chain is replicated, cryptographically 

signed and publicly verifiable at every transaction so that 
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no- one can tamper with the data that has been written onto 

the blockchain. The blockchain structure is an append-only 

data structure, such that new blocks of data can be written to 

it, but cannot be altered or deleted The blocks are chained in 

such a way that each block has a hash that is a function of 

the previous block, providing the assurance of immutability. 

A. Types of Blockchains: 

1) Public Blockchain:  

Open Blockchain conventions depend on Proof of Work 

(PoW) agreement calculations are open source and not 

permissioned. Anyone can participate, without permission. 

2) Federated Blockchains or Consortium Blockchains 

Federated Blockchains operate under the leadership of a 

group. Instead    of open Blockchains, they don't permit any 

unapproved with access to the Internet to take part during 

the time spent confirming exchanges. Combined 

Blockchains are quicker (higher versatility) and give more 

exchange security. 

3) Private Blockchain:  

Compose consents are held concentrated to one association. 

Peruse authorizations might be open or limited to a 

subjective degree, A private blockchain is a 

permissioned blockchain. There are one or more entities 

which control the network and this leads to reliance on 

third-parties to transact. In a private blockchain, only the 

entities participating in a transaction will have knowledge 

about it, whereas the others will not be able to access it. 

B. System Requirements:  

Our e-Voting arrangement will incorporate four primary 

prerequisites that can be delineated as appeared as follows: 

1) Authentication: 

Only individuals officially enrolled to cast a ballot can make 

a choice. Our system will not support a registration process. 

Registration usually requires verification of certain 

information and documents to comply with current laws, 

which could not be done online in a secure manner. Hence, 

the framework ought to have the capacity to confirm voters' 

characters against a recently checked database, and 

afterward given them a chance to cast a ballot just once. 

2) Anonymity: 

The e-Voting framework ought not permit any connections 

between voters' personalities and polls. The voter needs to 

stay unknown amid and after the decision. 

3) Accuracy: 

Votes must be exact; each vote ought to be checked, and 

can't be changed, copied or evacuated. 

Smart Contracts: Smart contracts are trackable and 

irreversible applications that execute in a decentralized 

environment (e.g., blockchain). Once the smart contract has 

been deployed nobody can edit the code or change its 

execution behavior. Smart contract execution guarantees to 

bind parties together to an agreement as written. This creates 

a new powerful type of trust relationship that does not rely 

on a single party. Smart contracts enables better 

management for realizing and administering digital 

agreements because they are self-verifying and self-

executing[2]. The phrase and concept of “smart contracts” is 

attributed to Nick Szabo, who has a degree in law and 

computer science. His expressed goal with smart contracts is 

to bring the highly evolved practices of law to the design of 

electronic commerce protocols between strangers on the 

Internet. Ethereum provides an open-source blockchain 

platform that can be used to deploy smart contracts. 

Ethereum introduced a new programming language called 

Solidity (similar to Javascript) to write these contracts. We 

implement our e-voting system, as a system based on a 

smart contract in a permissioned blockchain. 

Election as a smart contract 

Defining a smart contract includes three parts: (1) identifying 

the roles that are involved in the agreement (the election 

agreement in our case), (2) the agreement process (i.e., election 

process), and (3) the transactions (i.e., voting transaction) used in 

the smart contract. 

1) Election roles: The roles in a smart contract include the 

parties that need to participate in the agreement. The 

election process has the following roles: 

− Election administrator: To manage the lifecycle of an 

election. Multiple trusted institutions and companies 

may be enrolled in this role. The election administrators 

create the election, register voters, decide the lifetime of 

the election and assign permissioned nodes. 

− Voter: An individual who is eligible to vote. Voters 

can authenticate themselves, load election ballots, cast 

their vote and verify their vote after an election is 

over. 

2) Election process: In BEV, each election process is 

represented, by a set of smart contracts, which are deployed 

on the blockchain by the election administrators as shown 

in Figure 1. A smart contract is defined for each of the 

voting districts. The following are the main activities in 

the election process: 

− Election creation Election administrators create 

election ballots using a smart contract in which the 

administrator defines a list of candidates for each 

voting district. The smart contracts are then written 

onto the blockchain, where district nodes gain access 

to interact with their corresponding smart contract. 

− Voter registration: The registration of voters phase is 

conducted by the election administrators. When an 

election is created the election administrators must 

define a deterministic list of eligible voters. This 

might require a component for government identity 

verification service to securely authenticate and authorize 

eligible individuals. Using such a service is necessary 

to satisfy the requirement of secure authentication as 

this is not guaranteed, by default, when using a 

blockchain infrastructure. In our work, for each 

eligible voter, a corresponding identity wallet would 

be generated. A unique wallet is generated for each 

voter for each election that the voter is eligible to 

participate in. 

− Tallying results: The tallying of the election is done 

on the fly in the smart contracts. Each ballot smart 

contract does their own tally for their corresponding 

location in its own storage. 
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Fig. 1: The voting process [3] 

− Verifying votes: In the voting transaction, each 

voter receives the transaction ID of his vote. In our 

e-voting system, voters can use this transaction ID 

and go to an official election site (or authority) 

using a blockchain explorer and (after 

authenticating themselves using their electronic 

identification) locate the transaction with the 

corresponding transaction ID on the blockchain. 

Voters can, therefore, see their votes on the 

blockchain, and verify that the votes were listed 

and counted correctly. This type of verification 

satisfies the transparency requirements while 

preventing traceability of votes. 

TxHash Block To Value 

0xdeadbeef... 1337 N1SC D 

0xG1345edf... 1330 N2SC P 

Table 1: Example of a transaction in our system [3] 

3) Voting transaction: Each voter interacts with a ballot 

smart contract for her corresponding voting district. 

This smart contract interacts with the blockchain via the 

corresponding district node, which appends the vote to 

the blockchain. Each Individual voter receives the 

transaction ID for their vote for verification purposes. 

Every vote that is agreed upon, by the majority of the 

corresponding district nodes, is recorded as a 

transaction and then appended on the blockchain. 

Figure 1 is a visual representation of this process. A 

transaction in our proposed system (see Table I) has 

information on i) the transaction ID, ii) the block which 

the transaction is located at, iii) to which smart contract 

the transaction was sent - which indicates from which 

voting district the vote was cast, and iv) the value of the 

transaction, i.e. the vote, indicating which entity (party) 

the voter voted for. A voting transaction in BEV, 

therefore, reveals no information about the individual 

voter who cast any particular vote. 

C. Liquid Democracy Design Considerations: 

The main idea in a liquid democracy [1] is that the voter has 

the power, at any given moment, to review the way his vote 

was cast in terms of a specific legislative proposal or a bill. 

This allows people with domain-specific knowledge to 

better influence the outcome of decisions, which should lead 

to an overall better governance. The concept of liquid 

democracy could be a possible answer to the public requests, 

but there are technical and social barriers in the way. The 

solution to the technical concerns associated with the liquid 

democracy concept could be vital for the evolution of 

democracy as we know it. 

Below, we list our envisioned essential requirements 

that need to be fulfilled by an e-voting system in order for it 

to effectively be used in a national election: 

− An election system should not enable coerced voting. 

− An election system should not enable traceability of a 

vote to a voters identifying credentials. 

− An election system should ensure and proof to a voter, 

that the voters vote, was counted, and counted correctly. 

− An election system should not enable control to a third 

party to tamper with any vote. 

− An election system should not enable a single entity 

control over tallying votes and determining an elections 

result. 

− An election system should only allow eligible 

individuals to vote in an election 

III. RELATED WORK 

In this section, we present some of the states of the art 

relevant e-voting systems that use blockchain as a service. 

A Smart Contract For Boardroom Voting with Maximum 

Voter Privacy [2], proposed the first implementation of a 

decentralized and self-tallying internet voting protocol with 

maximum voter privacy using the Blockchain called the 

Open Vote Network (OVN).The OVN is written as a smart 

contract on the public Ethereum blockchain. Agora [14] is 

an end-to-end verifiable blockchain based voting solution 

designed for governments and institutions. Agora uses their 

own Token on the blockchain for elections, where 

governments and institutions purchase these token for each 

individual eligible voter. Digital Voting with the use of 

Blockchain Technology [15] proposed an integration of the 

blockchain technology to the current voting system in the 

UK in which the voters can vote at a voting district or on a 

web browser at home. Netvote [16] is a decentralized 

blockchain based voting network on the Ethereum 

blockchain. Netvote utilizes decentralized app (DApp) for 

the user interface of the system. The Admin DApp allows 

election administrators to set election policies, create ballots, 

establish registration rule and open close voting. The Voter 

DApp is used by individual voters for registration, voting 

and can be integrated with other devices (such as biometric 

reader) for voter identification. The Tally DApp is then used 

to tally and verify election results. 

Our approach is based on private blockchain 

implementation. Public based e-voting system are inefficient 

concerning financial cost. This inefficiency occurs because 

of the high gas cost and the gas limits which are set for 

smart contracts in the network. Another risk using the public 

blockchain is that high traffic in the network, which could 

affect the throughput of votes in the system, making it less 

time efficient Moreover, a 51% attack poses a threat to a 
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public blockchain, where any individual can sign 

transactions. 

The focus of our research is to explore the exciting 

opportunities presented by blockchain technologies by 

investigating their application in diverse application 

domains. Within this context, this paper presents our efforts 

to develop an blockchain based e-voting system by 

leveraging blockchain technology. To this end, our proposed 

scheme fulfils the specific requirements for e-voting and 

illustrated further in the following sections 

IV. PROPOSED SYSTEM 

The proposed blockchain based e-voting system is based on 

the well-established Blockchain. The system has been 

designed to support a voting application in the real world 

environment taking into account specific requirements such 

as privacy, immutability, eligibility, convenience, receipt- 

freeness and verifiability. The proposed system aims to 

achieve secure blockchain based e-voting without 

compromising its usability. Within this context, the system 

is designed using a web-based interface to facilitate user 

engagement with measures such as cryptographic hash of 

the transaction (ID) to protect against double voting. With a 

clear need to administer the voters, constituencies and 

candidates for constituencies, a user-friendly administrator 

interface is implemented to enable ease of access. 

Furthermore, the system allows all voters equal rights of 

participation and develops a fair and healthy competition 

among all the candidates while keeping the anonymity of the 

voters preserved. 

A. Detailed Description of the Layered Approach: 

The proposed e-voting system architecture is presented in 

Fig. 1 and has been divided into several layers to achieve 

modular design. These layers are described below; User 

Interaction and Front-end Security layer is responsible for 

interacting with a voter (to support vote casting functions) 

and the administrator (to support functions pertaining to 

administering the election process). It encapsulates two key 

functions i.e. authentication and authorization of the users 

(voters and administrators) to ensure that the access to the 

system is restricted to legitimate users in accordance with the 

predefined access control policies. Access Control 

Management layer is envisaged to facilitate layer 1 and layer 

3 by providing services required for these layers to achieve 

their expected functions. These services include roles 

definition, their respective access control policies and voting 

transaction definitions. The role definition and management 

provides core support for the access control functions 

implemented by layer 1 whereas the voting transaction 

definitions support the blockchain based transaction 

mapping and mining performed at the layer 3. Overall, this 

layer enables a coherent function of the proposed system by 

providing the foundations required by individual layers.E-

Voting Transaction Management layer is the core layer of 

the architecture where the transaction for e- voting 

constructed at Role Management / Transactions layer is 

mapped onto the blockchain transaction to be mined. This 

mapped transaction also contains the credentials provided by 

a voter at layer 1 for authentication. This data is then used to 

create the cryptographic hash and contributes towards 

creating the transaction ID. The verification of such 

credentials is envisioned to be achieved at User Interaction 

and Front-end Security layer (layer 1). A number of virtual 

instances of nodes are involved in the process of mining to 

get this transaction finally enter into the chain. Ledger 

Synchronization layer synchronizes Multichain ledger with 

the local application specific database using one of the 

existing database technologies. Votes cast are recorded in 

the data tables at the backend of the database. Voters are 

able to see their votes as soon as their vote is mined and 

added into the blockchain ledger. The security 

considerations of the votes are based on block-chain 

technology using cryptographic hashes to secure end-to-end 

communication. 

B. The Voting Process: 

We now describe a typical interaction of a user with the 

proposed scheme based on our current implementation of 

the system. Typically, a voter logs into the system i.e 

DApp(decentralized application) by providing his/her 

private key which is provided by personal ethereum 

blockchain i.e Ganache. If the match is found, the voter is 

then presented with a list of available candidates with the 

option to cast vote against them. On the contrary, if the 

match is unsuccessful, any further access would be denied. 

This function is achieved using appropriate implementation 

of the authentication mechanism (private key) and predefined 

role based access control management. Furthermore, it is also 

envisioned that a voter is assigned to their specific 

constituency and this information is used to develop the list 

of candidates that a voter can vote for. The assignment of 

voter to a constituency is rendered an offline process and 

therefore out of scope of this research. After a successful 

vote-cast, it is mined by multiple miners for validation 

following which valid and verified votes are added into 

public ledger. The security considerations of the votes are 

based on blockchain technology using cryptographic hashes 

to secure end-to-end verification. To this end, a successful 

vote cast is considered as a transaction within the blockchain 

of the voting application. Therefore, a vote cast is added as a 

new block (after successful mining) in the blockchain. The 

system ensures only one-person, one- vote (democracy) 

property of voting systems. This is achieved by using the 

voter’s unique private key, which is matched at the 

beginning of every voting attempt to prevent double voting. 

A transaction is generated as soon as the vote is mined by the 

miners which is unique for each vote. If the vote is found 

malicious it is rejected by miners. After validation process, 

voter can see the result portal which shows all votes with 

their candidate names. Although this functions to the voter 

however it does not enable any user to extract the 

information about how a specific voter voted thereby 

achieving privacy of a voter. It is important here to note that 

cryptographic hash for a voter is the unique hash of voter by 

which voter is known in the blockchain. This property 

facilitates achieving verifiability of the overall voting 

process. Furthermore, this id is hidden and no one can view 

it even a system operator cannot view this hash therefore 

achieving privacy of individual voters. The following are the 

main activities in the voting process: 
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1) Election administrators create election ballots using a smart 

contract in which the administrator defines a list of 

candidates for each voting organization. The smart 

contracts are then written onto the blockchain, where 

district nodes gain access to interact with their 

corresponding contract.                                                           

2) A voter logs into the system i.e DApp(decentralized 

application) by providing his/her private key which is 

provided by personal ethereum blockchain i.e Ganache. 

3) Ganache provide us ten accounts with its separate 

account address and private key. 

4) In metamask extension using private key we import 

account hash, only one key is imported at a one time. 

5) If the match is found, the voter is then presented with a 

list of available candidates with the option to cast vote 

against them, if the match is unsuccessful, any further 

access would be denied.  

6) After a successful vote-cast web3.js parses the input 

and connect to the smart contracts & ethereum 

network,using JSON RPC communication with 

mainnet(network where cryptocurrency transactions 

occur on a distributed ledger) is established. 

7) After successful vote cast and communication 

established,ethereum node executes the task, all this 

flow is presented in Fig.2. 

 
Fig. 2: The voting process 

 
Fig. 3: Migrate contracts using Multichain 

V. IMPLEMENTATION AND EVALUATION 

A. Implementation: 

The implementation of the proposed system has been carried 

out within a controlled environment with a web-based 

application i.e DApp created to serve as the front end 

application enabling the users to interact in a convenient 

manner. This application is implemented via Solidity within 

the Visual studio Code platform with help of smart contracts. 

An application screenshot demonstrating the admin function 

to view list of eligible voters is presented in Fig.3. We have 

used Multichain as the blockchain platform to create a 

private blockchain for this application which is used for 

recording the voting transactions. This choice is influenced 

by the ease of use provided by this platform and therefore it 

was easily integrated into our proposed architecture. 

B. Evaluation and Experimentation: 

The experimentation consisted of multiple steps i.e. 

conducting multiple transactions, verification of 

transactions, mining transactions into blockchain, reflection 

of the changes made in the public ledger to all the nodes in 

the network and the usability of the system. A test run was 

made directly at Blockchain by starting from asset creation. 

An outcome of this is demonstrated by Fig. 3. We can refer 

these assets as votes. Since Blockchain by default ideally 

suits to cryptocurrency. In order to perform transaction in 

Blockchain, we identified the address and the balance in the 

address of the node of Multichain from where the asset 

(vote) will be sent. While sending the asset to the address, 

the transaction hash was generated carrying the transfer of 

vote. The balance of the receiving node was incremented by 

one vote (asset). The transaction becomes a part of the 

public ledger which shows that it has been mined. A sample 

transaction within the proposed system is presented by Fig. 

4. Since our customized smart contracts for asset creation 

are designed in such a way that an address can have at max 

only one vote (asset), therefore, it will not be possible for a 

voter to caste multiple vote unless the node receives it from 

some other address which is only allowed in the case of the 

candidate. In our system there is front end DApp i.e 

decentralized application and Metamask extension which is 

shown in Fig.5,Metamask extension help us to run ethereum 

network on browser and run smart contracts on that node. 

 
Fig. 4: A sample transaction information for the proposed 

system 
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Fig. 5: Front-End DApp and Metamask Extension 

VI. CONCLUSION AND FUTURE WORK 

Blockchain technology can be one solution to solve the 

problems that often occur in the electoral system. The use of 

hash values in recording the voting results of each polling 

station linked to each other makes this recording system 

more secure and the use of digital signatures makes the 

system more reliable. The use of the sequence proposed in 

the blockchain creation process in this system considers that 

in an electoral system not required for mining as in the Bit 

coin system because the voter data and numbers are clear 

and are not allowed to select more than once, the proposed 

sequence ensures that all nodes Which is legally connected 

and can avoid collision in transportation with fundamental 

benefits over paper based systems such as increased 

efficiency and reduced errors. With the extraordinary 

growth in the use of blockchain technologies. This paper has 

presented one such effort which leverages benefits of 

blockchain such as cryptographic foundations and 

transparency to achieve an effective solution to e-voting.  

A number of initiatives have been made to explore 

the feasibility of using blockchain to aid an effective solution 

to e-voting.. The proposed approach has been implemented 

with personal ethereum blockchain i.e Ganache and in-depth 

evaluation of approach highlights its effectiveness with 

respect to achieving fundamental requirements for an e-

voting scheme. In continuation of this work, we are focused 

at improving the resistance of blockchain technology, to this 

end, we believe an effective model to establish trustworthy 

origin for e-voting systems will be crucial to achieve an end-

to-end verifiable e-voting scheme. 
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