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Abstract— Blockchain was invented by Satoshi Nakamoto 

back in 2008 to facilitate Cryptocurrency, which is a 

backbone of Cryptocurrency. It provides important features 

like decentralised in nature, transparency and immutability 

of data. Due to all this characteristic, it encourage us to 

implement this mechanism to solve real life problem where 

security, verification & trustworthy environment is 

necessary and plays very crucial role. One of the key area 

where we can implement this technique, is education sector 

where thousands of students get graduated each year and 

currently there is no any anti-forged mechanism. While 

hiring new candidates companies have to manually verify 

their credentials by contacting issuing authority. There are 

number of cases where students may produce fake degrees. 

Because it is possible for the candidates to make fake 

certificates at low cost and process to verify its authenticity 

is costly as well as very complex, as it need to be manually 

verified. This problem can be solved by providing digital 

certificates and storing them on the blockchain where data 

cannot be forged and verification process is easy. 
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I. INTRODUCTION 

Blockchain is a unique mechanism of storing digital assets 

in a decentralised, transparent and immutable manner. It is a 

distributed network that can have thousands of users all over 

the world. It is a peer-to-peer (P2P) network where users can 

able to create, store and verify their transactions. It can only 

be written once on the block, once we write records onto the 

blockchain it cannot be altered also known as the write-

once, append-many policy. Every peer in the system can add 

information to the blockchain and all data in the blockchain 

is secured through cryptography. Such multiple records of 

transaction forms a block. Each block contains own data, 

hash value of previous block and timestamp and hash value 

of this block is again generated and this value is appended to 

the next consecutive block. Which forms chain like structure 

which is immutable. The data it contains exists on the 

network permanently, meaning that it cannot be altered or 

removed after successful update onto the blockchain. Even 

if single record is changed or forged then chain structure 

gets disrupted. It is not hackable, multiple nodes in the 

blockchain network must agree that the transaction is valid, 

only then new block is appended on the blockchain. If 

someone hacks a computer system, then all the computer 

systems need to be hacked. Which is nearly impossible for 

any individual or organisation, which makes blockchain 

technology to be tamperproof and secure. 

Due to all these Features and applications 

blockchain provides, it can be used to prevent the problem 

of fake certification in the education sector. Also it can be 

useful for the verification process as it can make verification 

process more easy, fast, cost effective and reliable. 

 
Fig. 1: Basic structure of blockchain[1]. 

II. PROBLEM STATEMENT 

As of today there are many different authorised universities, 

institutes and bodies who can provide Certificates. 

Certificates they provide are in physical or digital format 

which can be easily forged or tampered. Even worse 

certificates can be counterfeit by external illegal entities as 

market of fake certifications are very big. Blockchain 

technology can solve these problem by providing new 

mechanism to store digital assets.  

III. NEED OF WORK 

Fake certifications are worldwide issue, also the market of 

fake certifications is so big. Where anyone can get fake 

certificates at low cost. In current system certificates are 

provided in physical or digital form, which are stored in 

centralised manner. There is no security for certifications. 

This type of certificates can be easily hacked, changed, 

modified or deleted easily. Students can provide such 

certificates during interview process. Whenever there is 

need of verifying such certificates, then verification process 

is very complex as well as much costly. Even if we decide to 

verify it manually, then we have to trust verification process 

or third party issuing authority. There is lack of trustworthy 

system which can provides us assurance that, certificates are 

not forged, tampered and authenticated successfully. 

IV. OBJECTIVES 

− To overcome issue of fake Certificates. 

− To provide centralised trustworthy system which can be 

able to provide easy verification and issuing 

functionalities. 

− To make Verification process simpler and easy. 

− To reduce the human efforts as well as cost required for 

verification process.   

− To provide secure environment where candidates can 

store their certifications permanently.  

− To provide secure system where candidate can store 

their credentials without worrying about any unwanted 

changes, deletion, modification and hacking.  

− To reduce the use of traditional physical certificates. 
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V. SYSTEM DESIGN 

 
Fig.  2: Conceptual Architecture diagram of system 

A. Website: 

Website provides all functionalities and act as a main central 

interactive medium. It contains three main modules namely 

student, university and verifier.  

B. Student: 

Student can register themselves on the portal by signing in, 

they can log into the system by their unique username and 

password. Student can request E-certificate to the college or 

university. 

C. University/College: 

Just like student university/college have their own login and 

control panel form where they can receive student request 

for the E-certificate and can be able to manage other 

functionalities like adding, updating, deleting etc. After 

receiving request for the E-certificate from student, 

university/college review their request if it is authentic, then 

they generate E-certificate for student and also the hash 

value of the certificate. This hash value is stored on the 

blockchain. After they can provide E-certificate and Hash 

value of certificate to student.  

D. Verifier: 

Verifier is someone who want to verify the legitimacy of the 

certificate. In our case verifier is employer who is hiring 

new candidates and before hiring wanted to verify the 

credentials of the candidates. Student can provide their E-

Certificate and Hash value to the employer. Employer can 

cross check the legitimacy of credentials by visiting 

verification page on a website. where they can paste hash 

code of E-certificate. Then our portal cross verifies the 

entered hash value against records on blockchain. In this 

way verification of credentials takes place. 

VI. PROPOSED SYSTEM WORKING DETAILS 

In this section, we advocate our proposed methodology and 

working for Blockchain Based Employee Credential 

Verification System. Proposed system is secure, 

independent, and transparent targeting revolution in the 

education sector. 

Ethereum is an open source, public, blockchain-

based distributed computing platform and operating system 

featuring smart contract functionality. It supports a modified 

version of Nakamoto consensus via transaction-based state 

transitions [2]. Etherium provides us platform to build 

DApps (Distributed Applications) on the blockchain. Our 

system is based on the Etherium Blockchain. Etherium is the 

alternative to traditional blockchain, which is primarily used 

for the cryptocurrency. Proposed system suggests to store 

hash value of the certificates on the blockchain instead of 

certificate. We are using smart contract at backend which 

interact with the blockchain for which we are using solidity 

it act as a backend of a system. Solidity is an object-oriented 

programming language for writing smart contracts. It is used 

for implementing smart contracts on various blockchain 

platforms, most notably Ethereum[3]. The encrypted hash 

value of each document will be stored in blockchain which 

will be verified against the user document. 

Hashing is technique by which we can generate 

unique hash code for the given any type of input data. Hash 

function generates unique and fixed length of output for the 

any given input data. Whenever college module receives 

request for E-Certificate, it generates certificate in PDF 

format which is digitally signed by the university/college. 

Digital signature is applied to the Certificate in in order to 

uniquely identify the issuer for which we can use DSA 

public key encryption method. Then hash value of the 

certificate is generated by the SHA-256 Algorithm. This 

hash value is then appended to the etherium blockchain. By 

which we can identify each certificate uniquely. In order to 

prevent hash collision, while generating hash of certificate 

we are using Certificate+students unique PRN (personal 

register number) which is different for each student. 

To export and store this hash value to the 

blockchain we are using JSON (JavaScript Object Notation). 

This JSON file is then parsed by the program and solidity 

code interacts with the blockchain and stores it on the 

blockchain and acts as a database to the system. To add new 

Block into the system etherium uses consensus algorithm. 

Consensus is agreement between all peers that are present 

on the system which makes sure that all nodes reaches to 

common agreement about current state of data on the 

blockchain. ethereum uses proof-of-stake as a consensus. 

Another important module of the system is the user 

interface, which provides interface to the interaction among 

them. We are using different web technologies for 

implementing it. 

To build this system we are using Ganache. it is a 

personal blockchain development tool for Ethereum DApps 

development we can use this to deploy smart contracts, 

develop our applications, and run tests. It is available as 

both a desktop application as well as a command-line tool 

also known as the TestRPC. 
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VII. CONCLUSION 

Dealing with the Fake certifications and credentials is a 

continuing challenge in the field of education sector. To 

prevent fake certificates impact, its severity and the 

effectiveness on the education sector, there is a need of 

precise, quantitative and comprehensive anti-forged and 

prevention mechanism. This project proposes solution for 

the same. 

REFERENCES 

[1] https://en.wikipedia.org/wiki/Blockchain 

[2] https://en.wikipedia.org/wiki/Ethereum 

[3] https://en.wikipedia.org/wiki/Solidity 

[4] Tengyu Yu, “Blockchain operation principle analysis: 5 

key technologies,” iThome,  

https://www.ithome.com.tw/news/105374 

[5] Jingyuan Gao, The rise of virtual currencies! Bitcoin 

takes the lead, and the other 4 kinds can't be missed. 

DigitalAge,https://www.bnext.com.tw/article/47456/bit

coin-ether-litecoin-ripple-differences-between-

cryptocurrencies 

[6] Smartcontractswhitepaper,https://github.com/OSELab/l

earningblockchai n/blob/master/ethereum/smart-

contracts.md 

[7] Gong Chen, “Development and Application of Smart 

Contracts,” https://www.fisc.com.tw/Upload/b0499306-

1905-4531888a- 2bc4c1ddb391/TC/9005.pdf 

[8] T. Bui, T. Aura, “Key Exchange with the Help of a 

Public Ledger,” F. Stajano, J. Anderson, B. 

Christianson, V. Matyáš (eds) Security Protocols XXV.  

Security Protocols 2017. Lecture Notes in Computer 

Science, vol 10476. Springer (2017).  

[9]  Benyuan He, “An Empirical Study of Online Shopping 

Using Blockchain Technology,” Department of 

Distribution Management, Takming University of  

Science and Technology, Taiwan, R.O.C., 2017 

[10] Zhenzhi Qiu, “Digital certificate for a painting based on 

blockchain technology,” Department of Information and 

Finance Management, National Taipei  

University of Technology, Taiwan, R.O.C., 2017.  

[11] L. Y. Chen and H. P. Reiser, “Distributed applications 

and interoperable systems, 17th ifip wg 6.1 

international conference, dais 2017, held as part of the 

12th international federated conference on distributed 

computing techniques, discotec 2017, neuchtel, 

switzerland, june 1922, 2017.” Springer, 2017.  

[12] Q. Xia, E. B. Sifah, K. O. Asamoah, J. Gao, X. Du, and 

M. Guizani, “Medshare: Trust-less medical data sharing 

among cloud service providers via blockchain,” IEEE 

Access, vol. 5, pp. 14 757–14 767, 2017.  

https://en.wikipedia.org/wiki/Blockchain
https://en.wikipedia.org/wiki/Ethereum
https://en.wikipedia.org/wiki/Solidity

