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Abstract— In recent time, bio-metric authentications using 

fingerprints, IRIS, plays a vital role to provide security in 

IoT based project. The security is important to maintain data 

confidentiality and avoid illegal or access from an 

unauthorized person. The system is mainly designed to 

secure our vehicle (i.e. car) from unauthorized access, this is 

achieved using unique identification like fingerprints. 

Instead of traditional car locks, the system uses fingerprint 

scanner to grant access to the car by unlocking to car doors. 

In this system, GSM module is used to send and track 

vehicle and alert the owner if something unusual access is 

noticed. The owner’s mobile number is registered to this 

system. The entire system is controlled by Arduino Uno 

microcontroller. Arduino is an open-source electronics 

platform based on easy-to-use hardware and software. 
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I. INTRODUCTION 

Nowadays, it is our main concern to protect our valuables 

and belongings like house property, vehicles, jewellery, 

bank accounts, etc. Mostly people use traditional locks for 

security, but there are chances that thieves can access our 

vehicles or lockers using duplicate keys. For example, when 

door is locked by the owner and left for other cities, the 

persons with wrong intentions or thieves may come and 

open the door with duplicate keys and doors. The other 

method that people practice is using id numbers and 

passwords as a security, but there are some software 

techniques to open the accounts. Even though the number of 

locking systems were developed, the number of hackers also 

improved parallel techniques to open the door locks with 

tools to hack system. In vehicles there is a different types of 

locking systems developed, there are conventional and 

remote locking systems, etc., there is a drawback in remote 

locking systems such as anyone can unlock the door using 

this remote. 

We can protect our valuables using the unique id, 

through which we can achieve high protection. This high 

protection is possible using the fingerprint authentication. 

Nowadays, everyone relies on the finger print authentication 

to give unique identification. The finger ridges of individual 

do not match with any other finger ridges. This is the reason, 

that it becomes very difficult to gain access of vehicle (i.e. 

car). 

A GPS tracking unit is a device that uses the 

Global Positioning System to determine the precise location 

of a vehicle, person, or other asset to which it is attached 

and to record the position of the asset at regular intervals. 

The recorded location data can be stored within the tracking 

unit, or it may be transmitted to a central location data base, 

or internet-connected computer, using a cellular(GPRS). 

This allows the asset’s location to be displayed against a 

map backdrop either in real-time or when analysing the 

track later, using customized software. The prevention of the 

vehicle from probable theft is the main aim of the project. 

To achieve this, we are incorporating security by including 

bio-metrics, which is a fingerprint. 

While installing this system, the owner of the car 

should store his/her fingerprint using fingerprint scanner. 

Also, to track the records of who and when had the car has 

been accessed, the owner needs to register his/her mobile 

number in GSM module. This GSM module will alert the 

user with message. To open the four-wheeler lock owner 

should scan the authorized fingerprint. If anyone enters an 

unregistered fingerprint, the owner will immediately receive 

a message and the buzzer will be turned on. For theft 

prevention, we can also trace the four-wheeler by giving a 

call to the GSM modem which is embedded on the system. 

Then real time tracking begins and the GPS location of the 

vehicle is sent to the owner by SMS. The ignition of the 

vehicle can also be controlled through notifications to the 

system.   

This system can track the car using the GPS 

receiver which provides real time positon of the automobile. 

This real time data is deposited in MMC (Main Memory 

Module) after a set time of intermission by the MCU (Main 

Control Unit). GSM module is undoubtedly associated with 

the MCU which is then used to propel and receive the alert 

messages. GSM module takes the information from the 

MMC and sends this information to the registered user’s 

mobile phone. 

II. LITERATURE SURVEY 

N. Nagamma, T. Narmada, Dr. M. V. Lakshmaiah, (Oct, 

2018) had proposed a paper in which they have 

implemented the vehicle door lock system using biometric 

authentication. The system used Raspberry Pi 

microprocessor for implementation. Fingerprint was used as 

a biometric authentication medium. This system required 

high cost for development. 

R. M. Vithalani in Sept-Oct 2016 proposed 

Biometric Automobile Ignition Locking System which was 

used to start the vehicle. The hardware used was of low cost. 

Open source libraries reduced the cost for development of 

system. The ignition system can be installed in both two 

wheeler and four wheeler vehicles.  

On March 2015, Aditya Shankar proposed a 

biometric authentication system for door lock. This system 

can be developed as part of home automation. The system 

insures more security and easy access to our homes. This 

can also reduce the theft issues.  

Mohamed Basheer, K. P and Dr. T. Abdul Razak 

(2014) presented the Enhanced Biometric Based 

Authentication for Network Security using IRIS. This 

system was proposed for network security. Templates were 

made using IRIS localization and normalization to remove 

noise. The system enhanced the security for networking.   
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III. HARDWARE 

The block diagram of the IoT based car door lock system 

has been mention in Fig 1. Following units are used in this 

system: 

1) Fingerprint scanner 

2) Arduino Uno microcontroller 

3) Servo motor 

4) Relay 

5) GSM module 

6) Buzzer 

 
Fig. 1: The block diagram of IoT based Car Door Lock 

System 

A. Fingerprint Scanner  

Every person has different fingerprint patterns and for 

matching purposes it generally requires the comparison of 

several features of the print pattern. These include patterns, 

which are aggregate characteristics of ridges, and minutia 

points, which are unique features found within the patterns. 

It is also necessary to know the structure and properties of 

human skin in order to successfully employ some of the 

imaging technologies. This is a finger print sensor module 

with TTL UART interface. The owner can save up to 120 

fingerprints in this scanner.  

 
Fig. 2: Fingerprint Scanner 

B. Arduino Uno Microcontroller 

Arduino Uno is a microcontroller and can be used to 

implement a IoT based system. It has 14 digital input/output 

pins, 6 analog inputs, 16 MHz ceramic resonator, a USB 

connection, a power jack and a reset button. It has many 

open source libraries which makes it easier to code. The 

Arduino Board is programmable by using Arduino IDE and 

can be powered using a USB cable.  

 
Fig. 3: Arduino Uno Board 

C. Servo motor  

The servo motor is most commonly used for high 

technology devices in the industrial application including 

automation technology. It is a self-contained electrical 

device, that rotate parts of a machine with high efficiency 

and great precision. The output shaft of this motor can be 

moved to a particular angle. Servo motors are mainly used 

in home electronics, toys, cars, airplanes, etc. A servo motor 

is a special type of motor that develops precise control of 

angular or linear positions, velocity and acceleration. It 

consists of a suitable motor along with a sensor for position 

feedback.  

 
Fig. 4: Servo Motor 

D. Relay  

A relay is an electrical switch that opens and closes under 

the control of another electrical circuit. In the original form, 

the switch is operated by an electromagnet to open or close 

one or many sets of contacts. A relay is able to control an 

output circuit of higher power than the input circuit, it can 

be considered to be, in a broad sense, a form of an electrical 

amplifier.  

 
Fig. 5: Relay 

E. GSM module 

GSM is a global system for mobile communication. Its 

frequency range is 850-1900 Mhz. It is a wireless 

communication system between the Raspberry Pi 3 

Processor to Mobile phone and requires a SIM (Subscriber 

Identity Module) card like as mobile phone to achieve 
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communication with the network.  By using the GSM, the 

alert message will be come to the mobile of car owner.  

 
Fig. 6: GSM module 

F. Buzzer  

A buzzer is either an electronic or a mechanical device and 

it is used to produce sound. This buzzer is developed by 

Joseph Henry in 1831, which is used in automobiles, 

household application. It indicates the wronging to alert the 

condition. Light weight, simple fabricated and low price 

make it usable in various applications like car/truck 

reversing indicator, computers, call bells etc.     

 
Fig. 7: Buzzer 

IV. SYSTEM ARCHITECTURE 

The system architecture shows the block schematic of the 

system. It shows the various levels of the system and their 

individual functionalities. The system architecture is an 

efficient way of representing the working of a system. In 

figure 2, the major components of the system are shown. An 

optical fingerprint scanner works by shining a bright light 

over your fingerprint and taking what is effectively a digital 

photograph. The scanner uses a light-sensitive microchip to 

produce a digital image. The computer analyses the image 

automatically, selecting just the fingerprint, and then uses 

sophisticated pattern-matching software to turn it into a 

code. Now, after pre-processing of the fingerprint the user is 

able to use the application. Whenever, the fingerprint is 

pressed on the scanner, the image is compared with the ones 

stored in database, if it valid, the car door unlocks and 

message is sent to the user. If the fingerprint is invalid, then 

the car door remains locked and the buzzer goes off and 

alert message is sent to user on registered mobile number. 

 
Fig. 8: System architecture of IoT based car door lock 

system 

V. IMPLEMENTATION 

While installation of this system on car, the first thing owner 

or whoever will need authorized access to car has to enrol 

fingerprints using fingerprint scanner. When the thumb of 

the car owner is placed on the finger print scanner, the 

sensor verifies fingerprint with the already enrolled data. 

When finger is placed on the finger print scanner, the 

scanner checks whether the fingerprint is valid or not, if 

matches perfectly with finger print data which is already 

stored, the relay is open and then all the doors of car will 

automatically unlock. If not matched perfectly, then the 

relay does not activate and the corresponding owner will 

receive message as unauthorised person is trying to access 

the car. The servo motor is connected to the relay. When the 

relay is opened then the connected servo motor starts to 

rotate. This opens the lock system of the car and it works as 

usual. For every process the message is send to the car 

owner by the GSM module. If an invalid fingerprint is used 

the alert SMS is send to the owner using GSM module and 

buzzer goes off. This system is user friendly and reliable and 

cost effective.  

VI. CONCLUSION 

Security is very important to protect our belongings from 

theft and unauthorized access. IoT based car door lock 

system is a highly reliable and secure system. As the system 

is designed by using the hardware in such a way that it 

cannot be hacked by unauthorized person. Car locking 

procedure is only done by authorised finger print which is 

unique for each user. The hardware design is very easy 

because of open source hardware. Software code is open 

source and has many API for controlling purpose and it 

helps to program without any difficulty. The system is user 

friendly and as most of the open-source codes are used, it 

can build with low cost.  
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