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Abstract— The growth in electronic transactions has 

resulted in a greater demand for fast and accurate user 
identification and authentication. Access codes for 

buildings, banks accounts and computer systems often use 

personal identification numbers (PIN's) for identification 

and security clearances. Conventional method of 

identification based on possession of ID cards or exclusive 

knowledge like a social security number or a password are 

not all together reliable. An embedded fingerprint biometric 

authentication scheme for automated teller machine (ATM) 

banking systems is proposed in this paper. In this scheme, a 

fingerprint biometric technique is fused with the ATM for 

person authentication to ameliorate the security level. 
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I. INTRODUCTION 

One of our highest priorities in the world of information 

security is conformation that a person accessing sensitive, 

confident, or classified information is authorized to do so. 

Such access is usually accomplished by a person’s proving 

their identity by the use of some means or method of 

authentication. Simply put, a person must be able to validate 
who they say are before accessing information, and if the 

person is unable to do so, access will be denied. Generally 

speaking, a system can identify you as an authorized user in 

one of three ways: –what you know, what you have, or what 

you are. The most widely used of the three methods is what 

we know passwords or other personal information. A more 

sophisticated method of authentication is what we have 

smart cards and tokens. The last method is what we are 

biometric technology. Biometric is a field of technology 

which has been and is being used in the identification of 

individuals based some physical attribute. Many researches 

have permitted there has been an effort by several tech 
companies to develop standards for hardware and software 

that would be used throughout the industry in further 

development within this area. The purpose of this project 

will be to look at the use of biometrics technology to 

determine how secure it might be in authenticating user’s 

and how the users job function or role would impact the 

authentication process or protocol. We will also examine 

personal issue of privacy in the methods used for 

authentication; the cost of implementing a biometrics 

authentication system, the efficiency of biometric 

authentication and the potential for false or negative 
recognition of individual users. Generally biometric system 

can identify users based on either physiological or 

behavioural characteristics. At present, biometric technology 

holds great deal of promise for doing just that, but is not 

without its limitation and certainly not without its critics. 

II. PROBLEM DEFINITION 

There is a problem in current banking system since the 

current banking payment system is used booking and visa 

card system. Despite in the modern electronically unified 

society a highly consistent and reliable automatic personal 

authentication method is needed. The very famous technique 

which can be used easily and which fulfils high security 

need is biometric. Due to its extreme uniqueness and 

immutability “finger print” is most widely used biometric 

technique. 
With today’s systems, individuals can authenticate 

their identity by one or an arbitrary combination of the 

following three means: 

1) Knowledge 

The specific knowledge of a secret, such as a password, 

passphrase, or PIN code. 

2) Possession 

The possession of the specific item or token, for instance a 

key, smart card or identity card. 

3) Biometric 

With a specific characteristic of the individual’s body such 
as finger print, iris pattern, retina pattern, genetic finger 

print, voice features, facial properties, signature, signature. 

III. RELATED WORK 

Amurthy and Redddy [1] developed an embedded 

fingerprint system, which is used for ATM security 

applications. In their system, bankers collect customers’ 

finger prints and mobile numbers while opening accounts, 

then customer only access ATM machine. The working of 
the ATM machine is such that when a customer places a 

finger on the finger print module it automatically generates 

every time different 4-digit code as a message to the mobile 

of the authorized customer through GSM modem connected 

to the microcontroller. The code received by the customer is 

entered into the ATM machine by pressing the keys on the 

touch screen. After entering it checks whether it is a valid 

one or not and allows the customer further access. Most 

finger print scan technologies are based minutiae. Samir 

Nanavati states that most finger scan technologies are based 

on minutiae matching but that pattern matching is a leading 
alternative. This technology bases its feature extraction and 

template generation on a series of ridges, as opposed to 

discrete point. The use of many ridges reduces dependence 

on minutiae points, which tend to be affected by wear and 

tear. The downside of pattern matching is that it is more 

sensitive to the placement of the finger during verification 

and the created template is several times larger in byte size. 

Finger scan technology is proven and capable of high levels 

of accuracy. This is a long history of fingerprint 

identification, classification and analysis. This along with 

distinctive features of fingerprints has set the finger scan 
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apart from other biometric technologies. There are 

physiological characteristics more distinctive than the 

fingerprint such as iris and retina, but automated 
identification technology capable of leveraging these 

characteristics have been developed only over the past some 

years. The technology has grown smaller, more capable and 

with many solutions available. Devices slightly thicker than 

a coin and an inch square in size are able to capture and 

process images. Additionally, some may see the large 

number of finger scan solutions available today as 

disadvantages and as advantage by ensuring marketplace 

completion which has resulted in in a number of robust 

solutions for desktop, laptop, tablet, physical access and 

point of sale environments. Biometric data are separate and 

distinct from personal information. Biometric templates 
cannot be reverse engineered to recreate personal 

information and they cannot be stolen and used to access 

personal information. Current biometric systems are 

generally inflexible and not optimized for use within an 

enterprise. Most biometric systems are monolithic, thick-

client or standalone applications with very little ability to 

interface to enterprise management information systems 

(MISs). Many biometric applications do offer some 

interoperability and integration points with and for 

established MISs such as PeopleSoft, SAS, Oracle and the 

like for personnel and accountability functions. However, 
the ability of such enterprise systems to collaborate across a 

diverse set of biometric systems is limited because of the 

lack of standardization and enterprise architecture support 

amongst the various biometric systems. Likewise, there is a 

distinct lack of robust architectural support within the 

security and legal domains when using biometrics in those 

business contexts evidenced by the significant investment in 

stovepipe biometric systems. Thus, the biometric market 

today is continuing a trend towards monopolistic stovepipe 

systems risking higher prices and less innovation. Small 

scale, open-source initiatives however demonstrate the 

opportunity for improving biometric system collaboration 
and performance through higher quality and modern 

architectural choices. Our intent with this project is to 

highlight alternatives for implementing biometric 

architecture for favorable consideration across an enterprise. 

This project could become the basis for goals to which an 

enterprise could subscribe when looking to improve their 

biometrics-business function capability sets. This could be 

considered whether an enterprise is updating or upgrading 

present, existing biometric infrastructure, or is considering a 

wholesale reconfiguring, re-architecting, or re-implementing 

of business functions supported by biometric identification 
capabilities. 

IV. PROPOSED SYSTEM 

The proposed system offers a secured and faster ATM 

services to users through accurate matching of fingerprints. 

The ATM servers will have numerous samples of customer's 

fingerprints. In such a scenario the system verifies the 

scanned fingerprint with every sample unless a match is 

found. To get a correct match, numerous comparisons take 
place inside the server. This system ensures that the 

authorized bank customer gains the access to his account by 

scanning his finger from the scanner attached to ATM. This 

fingerprint scanner replaces the card swapping hardware at 

the ATM kiosk. The system should very well recognize the 
person and allow him to transact only after fingerprint 

verification. The customer does not need to bother about his 

account details as the security has been prevailed this 

fingertip. In the event of fingerprint gets damaged due to 

accidents etc., other fingers can also be used. Studies also 

show that the fingerprint is recovered with its original 

features. The similar module of fingerprint scanner can also 

be attached with Point of Sale (POS) machines to fully 

eliminate the use of physical debit cards. The customers can 

also experience a hassle-free shopping without bothering 

about the security. The fingerprint scanners can be also 

employed at POS machines for payment of bills in shops. 
Such a system will help the customers to go cashless and 

help in realizing the potential of digital India. 

V. CONCLUSION 

Secured Approach for Authentication System by using 

Fingerprint proves to be very effective in providing security. 

A step by step approach in designing the Approach for 

Authentication System by using Fingerprint giving security 
to the users banking system and providing the security for 

the locker system using a finger print scanner has been 

followed. The result obtained in providing the security is 

quite reliable in all the three modes. The system has 

successfully overcome some of the aspects existing with the 

present technologies, by the use of finger print Biometric as 

the authentication Technology. 
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