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Abstract— As Technology is at its peak, it has affected all 

sorts of work or tasks to become technical or digital. From 

the influence of technology, even the business went out to 

merge with technology in the form of e-commerce. As far as 

thinking about the current scenario e-commerce is playing a 

great deal in providing any kind of services to the customers 

are the consumers all over the world. E-commerce gave 

birth to the new comfort the people get anytime and 

anywhere. This has led to get in contrast to every kind of 

personality present on the net or simply web. These 

personalities involve consumers, vendors, traders, service 

gainers service providers, economist, industrialist, 

entrepreneurs which takes e-commerce to a greater and a 

positive height. But including these personalities, there are 

some peoples who conduct drastic illegal activities that 

harm E-Commerce and both financial and existential way. 

These activities are known as cybercrime. The discussion is 

ongoing and everlasting that how these Cybercrimes are 

leading e-commerce to its greater end. 
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I. INTRODUCTION 

Internet technology had brought the business to a new 

approach and has completely changed the hundreds of years 

of practices more precisely business practices that lead to 

the economy of an individual or an organization. This step 

taken by the business owners or industries has resulted in 

the growth of new and innovative opportunities in each and 

every field of our livelihood. But there is always a saying 

that with the greater good there comes the harm and in the 

terms of e-commerce formerly Electronic Commerce is 

cybercrime.  

This cybercrime has led are impacted E-Commerce 

in an astonishing manner. Not only financially or 

economically but also psychologically cybercrime has 

affected the people indulged in it.  

If we talk about the consumer or customer 

becoming victims of cybercrime, it is not thoroughly correct 

even this service provider is the vendors who also get 

exploited by the criminal activities.  

This criminal activity is committed in several forms 

by the computer or the cybercriminal, for example, spams 

credit card frauds, e-mail fraud, etc. At the time being 

passed criminal activities are exponentially increasing by 

combining their methods and processes using a certain 

system with consumers or customers and service providers. 

Each and every year due to cybercrime billions and billions 

of money gets lost. This all occurs due to increased 

vulnerability to security or cyber security. The main and 

foremost reason for these cybercrimes being conducted 

should come in lighten to the electronic business owners as 

well as the consumers. The process of building applications 

has been a journey and it varies depending on one's  

application requirements and purpose [1]. 

II. E-COMMERCE 

The traditional practice of buying and selling goods and 

services using a new technology approach by the means of 

electronic devices and network communications can be 

defined as e-commerce or Electronic Commerce.  

Electronic Commerce comes in hand with buying 

and selling of services and goods by an electronic medium 

such as web or internet or any other computer system e-

commerce has grasped all the attention of existing and you 

coming businesses. For example buying or selling electronic 

items, groceries, clothes, medicines and even booking 

services like repair, building, development, enhancement, 

upgradation and much more.  

As a consumer in layman terms, we call it online 

shopping and services. It is on a greater scale appealed or 

become famous as a part of an electronic medium business 

or e-commerce. Basically the paradigm of e-commerce is 

about using network Technology or web technologies to do 

economic activities or business activities. Customers are 

given permission to Access Company or the organizations 

system does allowing them to serve themselves 

independently. In both regards electronic Commerce and 

traditional commerce attract and aggregates the actual 

people to become there consumer for buyers by the help of 

advertisement in both traditional and digital forms.  

All the kinds of transactions are being done at a 

particular and singular perspective by individual as well as 

by the business organization. They don't have to leave their 

particular environment to come in contact to each other for 

making any kind of deal or purchase. The buyer or the 

consumer purchases the goods from the organization’s or 

the company’s digital front window by using any sort of 

electronic device that can be a computer, laptop, mobile or 

any other handheld device. The company or the business 

owner delivers the goods and services to the recipient 

address. 

III. CYBERCRIME 

Cybercrime is an illegal act of measure conducted by the 

means of computer either as a victim or convict. By using 

any kind of electronic device or medium performing an act 

that cause any kind of harm to others is considered to be 

cybercrime and the people those who conduct cybercrimes 

are known as cyber criminals or computer criminals.  

Cybercrime includes any kind of defamation, fraud, theft 

activities, for example: Stealing someone's personal 

information such as bank account details are credit card 

details, identification information.  

A. Cybercrime act includes the following: 

1) Computer source document tampering. 

2) Damage and loss to computer utilities and resources  

3) Hacking  
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4) Inadequate transmission or publication of an electronic 

form.  

5) Privacy and confidentiality theft.  

6) Impersonation for illegal activities.  

7) Others 

B. Cybercrimes in consent of the E-commerce 

Incremental growth of e-commerce has surely a great threat 

from cybercrime. Digitisation of economic activities has 

created a much more and seamless what we see today as 

criminal activities portal that are in market and but were 

established trying to make trade/ commerce much easier, so 

what we see is not just loss but degradation in business and 

commerce environment. Security is looked in terms of how 

data is stored, coded, transmitted, encrypted and deleted. 

Various statistics has shown that companies take security of 

the data of an individual with very high priority [2]. 

Cybercriminal remains/ tense to come up with new 

methods true defraud vendor and retailer every year. On a 

conceiving time, there are cyber threats or cyber-attacks 

quite white prominent all over the world.  

E-commerce is suffering from this disease 

(cybercrime) and being anchored by unique challenges and 

risk as physical presentation of the system is not present. 

Cybercrime causing cost is increasing day by day as more 

business influenced functionalities and online consumer’s 

activities towards these businesses are increasing. 

This unhealthy practice is bleeding the E-

Commerce and making it to come to its knees and this will 

result in a great economic destruction from which each and 

every personality of the business society including the 

consumer or the customers will suffer. 

C. E-commerce affected by the following cyber frauds: 

1) Identity theft  

Cyber criminals impersonate to be legitimate person very 

intelligently for conduct and their cons. This practice and 

most common being used that lead to phishing and theft to 

have two accounts. As a consent to this activity credit card 

and debit card and other payment gateways are of great 

deals for the cybercriminals.  

2) Clean fraud  

It does not harm article finance or economy of e-commerce 

but in contrast convict who has gathered payment 

information of users to make purchases as well as changes 

or manipulate the payment transaction to avoid fraud 

detection. There is a keen and expended analysis being done 

for the fraud detection system of the target done by the 

criminal combined with the payment information and data to 

get well prepare.  

3) Deceptive website  

Entire almost of e-commerce platform stores payment 

information of customers in the form of data in their data 

bases, it has become a bit easy to take control of account by 

cybercriminal by using electronic tools that is hacking and 

performing the illegal activities.  

4) Trivial fraud  

The fraud can be considered as gathering of illegal 

activities, as at first the Convict develop or make fake online 

front window or channel where they endorses boogers deals 

and sales. Lots of consumers get to know about these fake 

deal and get in trap, allowing the Convict to attempt theft. 

D. Cashback fraud  

Fake deals and offers providing cashback schemes also 

threat to commerce. In enormous cases people those who get 

victimized claims tale of their goods and fortune allowing 

cyber criminals to reinstate their activity. 

IV. CONCLUSION 

In terms of cybercrime persisting the e-commerce there can 

be many dilemma that can come in consideration as 

customer lack of knowledge, cons in business organization 

security and so on. 

We can no say that the harm of cybercrime is only 

to the customer but businesses also get harm from it. Cyber 

security is only prevention from these crimes that can be 

considered as a post measure. 

Criminal activities can be persuaded from the both 

customer as well as the online business. For assurance in 

decrement of these crimes existing laws and prevention 

should be improved in such a way that these laws would be 

key in boosting e-commerce as well as helping in 

development of supporting infrastructure. 

Overall there is need of full-fledged cyber security 

as well as its implementation and legislation to protect to 

leading e-commerce sector. 
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