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Abstract— Corruption has been everywhere in India for 

quite a long time it has reached to such a height which has 

never been done before or has never happened in the last 

decade. The growth and use of information have been used 

with an increase in illegal activities. Acting as a bank officer 

scammers gain access to financial information by asking 

their customers to give certain essential details or 

confidential details like card number, CVV, OTP send on 

mobile in return of lucrative benefits such as holiday 

packages, a cash reward etc. Although new forms of 

methods and regulations have been coming up for the 

prevention of scams yet scammers have new or find new 

tools and mean that help them in committing such scams. 

This paper seeks to study information related to phishing 

done by scammers especially the techniques or tools used by 

them for doing such an act and laws or regulation governing 

such acts. 
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I. INTRODUCTION 

As we have entered into the digital world, people tend to use 

online mode to transfer their money from their bank account 

to another bank account. New payment systems are coming 

up but the customer isn't aware of pitfalls it contains while 

using a particular system which leads them to be attacked by 

fraud traders. 

Internet is mostly used for such frauds and they 

attack those people who are unaware of their wrongdoing 

which makes their work easier. Fraudsters usually use 

internet either because they want to get hold of someone’s 

bank details or to make payment to fraudster as a result of 

some scam. 

This paper attempts to get deep insight about such 

scams through questionnaire method to know and get 

different opinion on people around. Customers bank 

accounts having amount of Rs 2,50,000 approximately were 

being attacked the most. This paper also aims to find the 

impact for such scams and laws preventing such crimes and 

also know of whether others including customers are been 

impacted or just customers with bank balance of Rs 

2,50,000 and above. 

A. Objectives: 

1) To inform or aware customers of how to secure their 

financial details by not sharing confidential information 

to others even if it's their family member. 

2) To teach customers or aware them of how and what 

measures needs to be taken to prevent such frauds or 

scams and also aware them of how to identify them. 

3) To know which age group or customer with certain set 

amount are being targeted. 

4) To aware customers about fraudulent websites via 

information booklets.  

5) To identify whether such cases or scams or frauds are 

been reported to police. 

6) To study laws and policies in India for prevention of 

such frauds and scams. 

II. PROBLEM STATEMENT 

1) Customers losing a large sum of money from their bank 

account. 

2) No effort or minimum effort shown by banks or 

institutions for their customers who are been faced with 

such frauds and scams. 

3) Wrongful or manipulative websites which makes 

customers put in their confidential information. 

4) No monitoring by higher authorities or banks regarding 

manipulative websites. 

5) Less awareness among general public about such 

manipulative sites or such frauds or scams. 

III. LITERATURE REVIEW 

Dr. Mandan Lal Bhasin (2015) studied on the topic: An 

Empirical Study of Frauds in the Banks and have examined 

the perception towards bank frauds and evaluate the factors 

that influence the degree of their compliance level. The 

result was studied by him on basis of bank managers 

compliance level and he found out that bank managers have 

compliance level of 95% which is the highest compliance 

noticed in internal checks. On the basis of his study on 

awareness levels he found that employees at officers level 

were the highest in terms of awareness about bank frauds 

and also found that overburdened staff is the main reason 

responsible for bank frauds which is followed by lack of 

training for officers. The method used by him for analysis 

was questionnaire method and in terms of the size of 

population he had choosen the random sampling method. He 

also used Chi Square test for his hypothesis testing. 

Anju Rohilla (2017) studied on the topic: A Study 

of Frauds in Indian Banking Sector tried to identify the 

measures to prevent advance related frauds in Indian 

Banking sector and offering possible solution to problem. 

He did an analysis on bank group wise frauds and found out 

that from the year 2009-10 there were total 182 cases of 

around Rs 943.87 cr. From the year 2010-11 the cases rose 

to 242 of around 2376.81. From the year 2011-12 the cases 

were 273 of around 3183.9.  

Sukanya Kundu and Nagaraja Rao (2014) have 

studied and found that bank frauds occur due to ignorance, 

situational pressures and attitudes. 

OKOYE, GBEGI (2013) studied the impact of 

fraud and related financial crimes and found that fraud and 

related financial crime has no significant effect on inflation. 

Kohler (2002) stressed the need to increase 

surveillance in the banking industry specific to unnoticed 

places like fraudulent websites. 

Chakrabarty (2013) found that while most numbers 

of frauds are in banks the public sector banks are highest 

contributors compared to private sector banks. 
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Raju (2014) studied and found that regulations do 

not seem to be a bar in functioning of banks after crisis. 

Gandhi (2015) studied and worked on basic 

principles that can go a long way in preventing fraud. 

Assocham (2014) found early warning system to 

monitor accounts can be great help to prevent frauds. 

Data Collection and Analysis: (Questionnaire method and 

Contact method) 

For the topic of study data was collected of 100 

respondents using Questionnaire method. The following 

questions were asked for survey purpose. 

Q1: Under which age group do you fall? 

a. 18-25 b. 25-40 c. 40-70 d. 70 and above  

Q2: What is your highest education background 

a. HSC b. Graduation. C.Post Graduation. D. Other if any  

     

Q3: Which of the following describes your gender 

A. Male. B. Female. C. Other    

Q4: How much amount of money do you save in your bank 

account? A. 20,000. B. 50,000. C. 70,000. D. 1,00,000 and 

above 

Q5: Which of the following cards do you prefer? 

A. Debit card. B. Credit card. C. Do not have bank account. 

D. Prefer not to answer Q6: Do you have knowledge about 

the topic phising scam? 

A. Yes. B. No. C. Maybe 

Q7: Have you dealt with any such scams? 

A. Yes. B. No c. Maybe. d. Never 

Q8: How do you identify that you are been faced by some 

kind of scam? 

A. Monitoring bank account. B. Help of friend. C. Relative 

working in bank D. Other                                    

Q9: Have you faced any such scams? If yes specify whether 

you reported such scams and if not Why? 

Q10: Will you participate in such kind of survey? If yes 

why? 

 
Fig. 1.1: 

A. Data analysis (Figure 1.1): 

From the above chart we can say that around 30 out of 100 

people have dealt with scam in the year 2015 as this was the 

particular year when the scam had just began. As the year 

increased from 2015-16 to 2016-17 the scam increased as 

there was no technology available during that period. Later 

in the year 2018 there was a drastic decrease in scams as 

government tried to implement advance technology. 

 
Fig. 1.2: 

B. Data Analysis Figure 1.2:  

From the following chart we can say that the age group of 

18-25 is the category of male and females who have 

reported scams more than other age groups. Whereas the age 

group of 70+ is the category where there are fewer victims 

as they have experience and also have priorities from banks 

which can help curb frauds and reduce chances of them to 

be the victims. 

IV. RESEARCH METHODOLOGY 

A. Sources of information: 

1) Primary Data: Primary data was collected from 

Mumbai, Kandivali West. The questionnaire was 

responded by customers and some bank employees with 

the help of customer care executives who tend to take a 

quick survey after every call they take. 

2) Secondary Data: Secondary Data was collected from 

websites for the sole purpose of knowing extra source 

or knowledge about our particular topic.  

https://mobile.surveymonkey.com/web/surveys/280433835?

from=home#  

B. Research Techniques Used: 

1) Primary Data: Survey method was used for collection of 

data. Contact method was also used wherein with the 

help of customer care we contacted the respondents 

personally or through e-mail. 

2) Secondary Data: Past records of various banks through 

various different websites around 50+ to be precise 

were been considered for analysis. 

V. CONCLUSION 

Phishing is here to stay for a long duration as due to 

advancement of technologies there is also advancement of 

techniques used for attacks. Until and unless the customers 

are not made aware about the technology and security is not 

been considered as a priority there will be such crimes even 

further. 
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