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Abstract— Palm vein recognition is a unique vascular 

recognition technique used for identification of individual. 
In this paper presents a review on the palm vein 

authentication device that uses blood vessel patterns as a 

personal identifying factor. The vein information is hard to 

duplicate since veins are internal to the human body. The 

palm vein authentication technology offers a high level of 

accuracy. Palm vein authentication uses the vascular 

patterns of an individual's palm as personal identification 

data. Compared with a finger or the back of a hand, a palm 

has a broader and more complicated vascular pattern and 

thus contains a wealth of differentiating features for 

personal identification. The importance of biometrics in the 

current field of Security has been depicted in this work 
comparison between different techniques and their 

advantages and disadvantages in this paper.  The vein 

information is hard to duplicate since veins are internal to 

the human body. The design details of the palm vein capture 

device are researched, and preprocessing and feature 

extraction of palm vein image are also investigated. A small 

palm vein image database is built by the proposed capture 

device. Experimental results on the small palm vein 

database show that the designed system achieves an 

acceptable level of performance. Several banks in Japan 

have used the palm vein authentication technology for 
customer identification since July 2004. In addition, Fujitsu 

has integrated the technology into the access control of 

electronic door lock systems. Fujitsu plans to further expand 

applications for this technology by downsizing the sensor 

and improving the verification speed. 
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I. INTRODUCTION 

Biometric is defined it is one of the human character  used 

to security purpose Biometrics are automated methods of 

recognizing a person based on a physiological or behavioral 

character .Among the features measured are; face, 

fingerprints, hand geometry, handwriting, iris, retinal, vein, 

and voice .geometry, handwriting, iris, retinal, vein, and 

voice. the registered palm pattern is stored in data base 

along with the personal details of the client ,Generally in 

palm based authentication system hand image of an 

individual is collected and then processed by preprocessing 

steps like image threshold  border tracking segmentation and 
(ROI)location are sequent  executed. 

Palm vein process Biometric systems are superior. 

Because they provide a nontransferable means of identifying 

people not just cards or badges. It cannot be given or lent to 

another individual so nobody can get around the system 

.they personally have to go through the control point. The 

fundamentals of biometrics are that they are things about a 

person. Measurable things that can be counted, numbered or 

otherwise quantified .Physiological characteristics - like 

height, eye color, fingerprint, DNA etc. 
Behavioral characteristics such as the way a person 

moves, walk. Palm vein authentication has a high level of 

authentication accuracy due to the Uniqueness and 

complexity of vein patterns of the palm Because the palm 

vein patterns .Are internal to the body, this is a difficult 

method to forge .Also, the system is Contactless and 

hygienic for use in public areas .It is more powerful than 

other biometric authentication such as face, iris, and retinal. 

Palm vein authentication uses an infrared beam to 

penetrate the users hand as it is held over the sensor; the 

veins within the palm of the user are returned as black lines. 

Palm vein authentication has a high level of authentication 
accuracy due to the uniqueness and complexity of vein 

patterns of the palm. Because the palm vein patterns are 

internal to the body, this is a difficult method to for   also the 

system is contactless and hygienic for use in public areas. 

Biometrics Broad view on the types of biometric 

Physiological, Behavioral 1.Face 2 Keystroke 3 Finger print 

4 Voice 5 Iris 6 Signature7 Hand geometry. 

Behavioral biometrics uses software for analysis 

and it is simple and requires only less cost to implement 

Voice/Speaker recognition:  method of determining the 

speaker based on voice.  Speaker recognition and speech 
recognition are contradictory terms. Finger Print 

Recognition:  It is the  primary  and  accurate identification 

method the disadvantage is that the finger Face recognition 

works on matching of a person based on the template stored 

in the database print recognition  will be  affected  by sweat,  

cut  and  accidental damages. The mechanism is accurate but 

affected by haircut, wearing glasses, change in face 

appearance due to ageing and surgery. 

DNA recognition- the term DNA stands for 

DeoxyRibo Nucleic acid and it is made up of genetic 

information of an individual. The disadvantage is that it can 
be easily stolen and expensive The  upcoming  biometric  

techniques  are  recognition  based  on  our and ear pattern 

matching .palm  vein  recognition  though  reliable, many 

crime labs use finger  print  technique  in  the  initial  stage  

and  palm  vein identification is done as a part of conclusion 

work. Palm vein technology has gained the researchers 

attention.   Recently, many personal authentication methods 

have proposed the vein patterns such as palm veins and 

finger veins have been used in security applications. In palm 

vein recognition, vital information is extracted from the 

internal part of an individual body- the vein, Palm vein 

authentication has high level of authentication accuracy due 
to the singularity and intricacy of vein patterns of the palm 

(Aj-juboori, Bu, Wu, and Zhao, 2014). Unlike other 

biometric approaches, the palm vein patterns are difficult 

methods to forge because it is internal in the body.Palm vein 

authentication uses an infrared beam to penetrate the users 

hand as it is held over the sensor; the veins within the palm 
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of the user are returned as black lines. Palm vein 

authentication has a high level of authentication accuracy 

due to the uniqueness and complexity of vein patterns of the 
palm. Because the palm vein patterns are internal to the 

body, this is a difficult method to forge. Also, the system is 

contactless and hygienic for use in public areas. 

 
Fig. 1: Palm Vein Verification 

II. PREVIOUS USED TECHNOLOGY 

Biometric Recognition of a person by his body & then 

linking that body to a next externally established identity 

forms a very powerful tool for identity management. Today 

biometric laws and regulations are in process and biometric 

industry standard share being tested .as technology advance 

,human try to use these technical tools to achieve things that 

secure impossible at given time previously used biometric 

system were based on out words physical and behavior 

character of an individual. Automatic recognition based on 

“who you are” as opposed to “what you know” (PIN) or 

“what you have” (ID card). Recognition of a person by his 
body & then linking that body to an externally established 

identity forms a very powerful tool for identity management 

Biometric Recognition. 

Biometrics authentication is a growing and 

controversial field in which civil liberties groups express 

concern over privacy and identity issues. Today, biometric 

laws and regulations are in process and biometric industry 

standards are being tested. 

III. AUTHENTICATION OF PALM VEIN 

The vein pattern is instantly captured using a completely 

safe near-infrared light. The reader converts the image into 

an encrypted biometric template and compares it against the 

template on the smart card (1 to 1 matching) or those in the 

database (1 to N matching).In the process of analysis palm 

vein the blood cells working properly and the data is secure 

.its insure to specify the data should be safe in the regards of 

palm vein authentication. Type of biometric -face /finger 

print/iris/hand geometry /Dna/signature/voice/key stroke. 

Palm Vein Approach- Palm  vein  technology  has  
gained  the  researchers’  attention because the  vein patterns 

are  internal to  the human  body and  it cannot be stolen. It 

has high degree of accuracy. The vein patterns are non-

vulnerable to spoofing attacks. Another advantage is that the  

palm  vein  patterns  do  not  change  with  age,  roughness  

or injury. Even for the identical twins the DNA patterns will 

be the same but their palm vein patterns are unique.  It is 

less susceptible to change of skin color. Structure based 

veins contains principally distinctive features such as 

principal lines, wrinkles, greases, minutiae features. . Even 

for the identical twins the DNA patterns will be the same but 

their palm vein patterns are unique.  It is less susceptible to 

change of skin color. Advantage- Each person has its own 
unique vascular pattern system which are used to differ the 

person from one individual to another than the pattern of 

finger prints and palm prints .future to improve accuracy 

fusion of palm print and palm vein images is done at future 

level .recognition rate should highest for minimum no of 

samples. 

IV. DISCUSSION & RESULTS 

Comparing bio gourd and Mohamed Shanin  proposal [5], it 
seems bio guard palm vein technology provide advantages, 

such as Accuracy and Reliability – Uniqueness and 

complexity of vein patterns, together with advanced 

authentication algorithms, ensure unsurpassed accuracy. 

Field test results show exceptionally low FTE (failure to 

enroll) rates, recognition attempt duration less than iris 

recognition, and near-zero false rejection and false 

acceptance rates. 

A. Security 

Vein patterns are internal and unexposed, making them 

almost impossible to duplicate or forge. Images are 

converted into encrypted biometric templates at the sensor 

level, preventing misuse of the actual image. 

B. Contactless 

Hygienic, non-invasive, "no touch" technology enables use 

when hands are dirty, wet or even wearing some types of 

latex gloves. 

C. Cost-Effective 

Attractively priced while saving you the huge potential costs 

of malpractice litigation, privacy violations, etc. Provides a 

high level of security at a reasonable cost. 

D. Usability 

Compact form factor provides greater flexibility and ease of 
implementation in a variety of security applications. 

Application areas for palm vein technology are it supports 

variety of banking scenarios. 1. ATMs 2. Walk-in-customers 

3. Internal branch security 4. Remote banking etc. 

E. Results 

Palm vein authentication technology offers contactless 

authentication and provides a hygienic and noninvasive 

solution, thus promoting a high-level of user acceptance. 

Fujitsu believes that a vein print is extremely difficult to 

forge and therefore contributes to a high level of security, 

because the technology measures hemoglobin flow through 

veins internal to the body. The opportunities to implement 

palm vein technology span a wide range of applications. 

V. CONCLUSION 

Biometric is a growing area  and it still needs to be explored 

related to be each and every physical and biological feature 

of human ,Reliable persona l recognition is critical to many 

applications in our day to day life. Biometrics refers to 

automatic recognition of an individual based on her 

behavioral and/or physiological characteristics. It is obvious 
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that any system assuring reliable. Personal recognition must 

necessarily involve a biometric component. This is not, 

however, to state that biometrics alone can deliver reliable 
personal recognition component. 

Biometric-based systems also have some 

limitations that may have adverse implications for the 

security of a system. While some of the limitations of 

biometrics can be overcome with the evolution of biometric 

technology and a careful system design, it is important to 

understand that foolproof personal recognition systems 

simply do not exist and perhaps, never will. Security is a 

risk management strategy that identifies controls, eliminates, 

or minimizes uncertain events that may adversely affect 

system resources and information assets. The security level 

of a system depends on the requirements (threat model) of 
an application and the cost-benefit analysis. 

As biometric technology matures, there will be an 

increasing interaction among the market, technology, and 

the applications. This interaction will be influenced by the 

added value of the technology, user acceptance, and the 

credibility of the service provider. It is too early to predict 

where and how biometric technology would evolve and get 

embedded in which applications. But it is certain that 

biometric-based recognition will have a profound influence 

on the way we conduct our daily business. 
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