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Abstract— Android is the leading market in the world and 

we can easily say that it is one of the fast growing 
technologies which influence lots of users all over the 

world. But due to its popularity & huge crowd it became the 

main targeting center for the attacker. To solve this problem 

there are many methods being used such as Anti-virus to 

find the malware in the app which match the signature of the 

app with its signature stored in its database which is also 

bypassed by the attacker by using new tactics. There is a 

security check done by the play store to stop the uploading 

of malicious applications into it. But the truth is that there 

are a lot of malicious applications available in the Play Store 

even after the security check. We use machine learning to 

classify whether an application is benign or malware. The 
static analysis is mainly focused on the manifest.xml file of 

an Android application and the dynamic analysis will be 

based on the actions it will be triggering while running on a 

mobile device. Our approach is to design an app which is 

truly based on the tensor flow model. Huge collection of 

dataset is used to perform static analysis of an app. In order 

to detect malware in the app which is miserably loaded by 

the user in their smartphone from the external sources. 
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I. INTRODUCTION 

In present growing market android is the most famous 

platform for Smartphone's, the market growth rate increases 

gradually and it is now near to 90.1%. Android is one of the 

most used Operating System in smartphones. With the rapid 

development of mobile technology, tablets and smartphones 

have evolved sophisticated functions at lower cost. 

Android occupies a major share in the mobile 

application market. The popularity of the Android platform 
has stimulated the interest for cyber-criminals to develop the 

malicious applications to steal sensitive information and 

compromise Android smartphones. Android mobile has 

become an easy target for the attackers. The main reason is 

the user ignorance in the process of installing and usage of 

the apps. 

In order to protect the android app from the 

attacker there are various anti-viruses present but it is easily 

bypassed by the attacker. 

So, In order to protect the smartphone we need to 

adopt smart techniques which will be able to detect every 
possible malicious app. 

Hence, there is no doubt to use machine learning to 

prevent the Android smartphone from the malware. 

II. PROBLEM DEFINITION 

Our approach to build the software to detect the malware 

containing app which is surpassed by the anti-virus security 

and other security provided by the smartphone and app store 

services. Static analysis is done by targeting the manifest 

file which provides the user-permission to the android app. 
After collecting all the permission access by an app, put no. 

0 & 1 based on their access granted or not whereas 1 for 

granted and 0 for not granted. For the dynamic analysis we 

extract the apps API call information and determine it, 

which is based on trained dataset. Overall the result of 

malware is the combination of static and dynamic analysis. 

III. RELATED WORK 

In earlier research paper we came to know that there are two 
methods for detecting, android app is malicious or genuine. 

One is static and the other one dynamic. Static methods 

occur during the app installation process and the Dynamic 

method is held during runtime of an app [1].They also stated 

that there are two ways to detect and classify the android 

app that it is malicious or not i.e., static and dynamic. They 

also include that we can verify the android app by checking 

the user-permission setting in the app. They were told to 

create a dataset of permission taken by an app & by using 

ML algorithm detect the malware app.In order to use 

machine learning algorithms in classification of android 
malware, first the permission data set of all the apps are to 

be extracted. Database is formed by placing a 1 if the 

permission is present in the Androidmanifest.XML file and 

a 0 if not [2]. 

The android manifest.xml file to detect the 

malicious app. By considering that each app is decomposed 

from the manifest file, a.xml into permission and intent 

filters using Python’s Element tree. Hence, they classify the 

extracted feature into three categories such as Request 

permission, Declare permission & Intent filter. Its scope is 

limited because it deals with the manifest file only. 

Android.apk file are used for study. Initially they 
categorize the file into two forms which are malicious or 

benign. Later the APK file was unpacked to extract the 

classes.dex file. It is a binary file containing Dalvik opcode. 

Tensor flow model can we used in which we deploy the 

machine learning trained dataset in android app. 

Paper also proposes a method to detect malware in 

Android smartphones using API (application programming 

interface) classes. They use machine learning to classify 

whether an application is benign or malware. Furthermore, 

we compare classification precision rate from machine 

learning. This research uses 51 APIs package classes from 
16 APIs classes and employs cross validation and 

percentage split test to classify benign and malware using 

Random Forest, J48, and Support Vector Machine 

algorithms. They use 412 total application samples (205 

benign, 207 malware). We obtain that the classification 

precision average is 91.9%. 
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IV. PROPOSED SYSTEM 

Firstly, we create an android app which is more user friendly 

and having the effective interface for the user to interact 

with the app. App gives the list of all the other apps through 

the package manager which is installed in our mobile device 

[2].We have huge collection of datasets of malware and 

benign apps in the form of csv file. The Dataset consist of 1 

or 0 format to reveal that app contain required permission. 

Dataset is used to obtain the trained model with the 

help of Naïve Bayes classifiers algorithm to classify the app 

is benign or malware. Tensorflow model also imported to 
deploy the system in app format. 

 
Fig. 1: System Architecture 

For training purpose, Gaussian Naive Bayes 
classifier algorithm is used because it provides the highest 

accuracy for the malware detection in android app. 

One of the simplest and most powerful machine 

learning techniques is Bayes classifier. This is probably due 

to its simplicity, linear computational complexity and 

accuracy. It is also referred to as Naive Bayesian Classifier. 

Because it makes the naive assumption that all the features 

representing the data are independent for a particular choice 

of the behavior one is trying to learn. The naive Bayesian 

classifier consists of training and testing phases. In the 

training phase, a model learns from a sufficient number of 
training data containing both benign and malicious android 

apps. Then during testing or detection phase, the model 

infers whether the given test app is benign or malicious 

using the model learnt during the training. We use Gaussian 

Naïve Bayes for our project. 

 
Fig. 2: 

For our Data set we have a large collection of 

genuine and malicious app. To evaluate the effectiveness of 

the proposed approach, we calculate true positive, true 

negative, false positive and false negative rates in our 

experiments. These measures are defined as follows: 

 True Positive 

Number of android malware apps that are correctly detected. 

 False Negative 
Number of malware apps that are detected as malicious. 

 True Negative 

Number of malware apps that appear as genuine apps. 

 False Positive 

Number of genuine apps which appear as malicious apps. 

 True positive rate (TPR): 

Percentage of good ware applications correctly identified. 

(TP/(TP+FN)) 

 False positive rate (FPR): 

Percentage of malware applications wrongly identified. 

(FP/(TN+FP)) 

 Overall accuracy (ACC): 

Percentage of applications correctly identified. 

TP +TN /TP+TN+FP+FN 

Once the dataset is trained and tested by using the algorithm. 

Then it’s time to use the tensorflow model which helps to 

deploy the project in the android version. Tensorflow 

Inference function is used for deploying purpose. 

Malware detection app can be easily understand by parsing 

through the flowchart given below. 

 
Fig. 3: Flowchart for Static Analysis of an Apps 
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V. CONCLUSION 

As the technology is opening so many new methods for the 

attackers, we also need to utilize the same technology to 

implement counter methods to safeguard our privacy from 

the attackers. When anti-virus software makers started using 

signature analysis to find a malware, the attackers started 

creating a new signature to bypass such solution. This made 

such solution a less reliable. So the need for introducing a 
different solution which is more reliable, secure and 

efficient is very high is being used. That why the Machine 

Learning technique comes into play. Machine Learning is 

the future and in this system, the Machine-Learning 

technique will look for patterns in the program properties. 

At this project report static analysis implementation has 

been completed and further have implement dynamic 

analysis .This will be the base for differentiating between a 

malicious application and benign apps. But the problem will 

arise when the malware creator start attack using dynamic 

tactics which is difficult to catch. In future there must be 
open war between   the attacker and the protector of android 

app attacker. 
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