
IJSRD - International Journal for Scientific Research & Development| Vol. 8, Issue 1, 2020 | ISSN (online): 2321-0613 

 

All rights reserved by www.ijsrd.com 403 

A Review on Cyber Security Challenges in Smart Grid System 

Prof. B. L. Lingaraddi1 Prof. V. S. Reshmi2 
1Assistant Professor  

1Department Master of Computer Application 2Department of Computer Science & Engineering 

1,2Shri S.R.Kanthi Arts, Commerce, Science & BCA College Mudhol, India  

Abstract— The Smart Grid is the innovativeness of the 

electricity system. A smart grid altercates from the 
conventional grid in that it readies two-way communication 

of electricity data, instead of one-way flow. Smart grids 

ratify real-time data collection niggling electricity supply 

and demand towards the transmission and distribution 

process, making monitoring, generation, consumption and 

maintenance more effective. The role of the grid is to 

provide omnipresent communication capability for 

collecting data from sensors and meters and provide 

congruent information to support multiple activities such as 

affirming grid stability, detecting and resolving aberrations, 

forecasting load, and overseeing demand response [7]. 

Although smart grid expresses various problems of the 
traditional grid, it faces a number of security confrontations 

like Physical attacks, cyber-attacks or natural disasters are 

major nameable form of threats to Smart Grid s deployment 

which could lead to infrastructural failure, blackouts, energy 

theft, customer privacy breach, endangered safety of 

operating personnel, etc. so in this paper we study on 

security challenges and solutions in Smart grid System. 

Keywords: Smart grid, cyber-attacks, Sources, Security 

challenges 

I. INTRODUCTION 

Smart grids provide electricity demand from the centralized 

and distributed generation stations to the customers through 

transmission and distribution systems. The grid is operated, 

controlled and monitored using information and 

communications technologies (ICT). These technologies 

enable energy companies to seamlessly control the power 

demand and allow for an efficient and reliable power 

delivery at reduced cost. Smart grids are now being used in 

electricity networks, from the power plants all the way to the 
consumers of electricity in homes and businesses. Security 

remains to be one of the most important issues in smart grid 

systems given the danger and inconvenience residents and 

companies alike might encounter if the grid falls under 

attack. In this paper briefly reviewed on classification of 

threats and points out the major challenges in proposing 

smart grid security solutions.[1] Three main security 

objectives must be incorporated in the smart grid system: 1) 

availability of uninterrupted power supply according to user 

requirements, 2) integrity of communicated information and 

3) confidentiality of user’s data.[3] 

II. CONCEPT OF SMART GRID 

A smart grid is an electricity network that uses digital and 

other advanced technologies to monitor and manage the 

transport of electricity from all generation sources to meet 

the varying electricity demands of end-users. Smart grids 

co-ordinate the needs and capabilities of all generators, grid 

operators, end-users and electricity market stakeholders to 

operate all parts of the system as efficiently as possible, 

minimizing costs and environmental impacts while 
maximizing system reliability, resilience, and stability.[3] A 

smart grid applies digital technology to the sensing, 

communication, computing, control, and information 

management functions of the electric grid. The digital 

technology is embodied within microprocessors that 

interface with physical devices, communications systems 

that transmit and share data, and solid-state devices that can 

manipulate voltage and current, and computers that process 

and display information. The use of digital technology has 

greatly improved the operational performance of the grid 

and is providing new capabilities and insights through the 

enhanced management, analysis, and sharing of information. 

 
Fig. 1: Concept of Smart Grid 

The primary goal of an SG is to deliver the optimal 

amount of information and load control for customers, 

distributors and grid operations in order to reduce system 

demands and costs while increasing energy efficiency. The 

SG concept is naturally associated with the production of 

energy through the use of Renewable Energy Sources 

(RES), promoting social benefits like reduced emissions, 
lower energy costs and greater flexibility to accommodate 

new renewable distributed energy sources. 

III. SMART GRID CHARACTERISTICS 

1) Increased use of digital information and controls 

technology to improve reliability, security, and 

efficiency of the electric grid.  

2) Dynamic optimization of grid operations and resources, 

with full cyber security.  
3) Deployment and integration of distributed resources and 

generation, including renewable resources.  

4) Development and incorporation of demand response, 

demand-side resources, and energy-efficiency 

resources. 

5) Deployment of “smart” technologies (real-time, 

automated, interactive technologies that optimize the 

physical operation of appliances and consumer devices) 
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for metering, communications concerning grid 

operations and status, and distribution automation.  

6) Integration of “smart” appliances and consumer 
devices.  

7) Deployment and integration of advanced electricity 

storage and peak-shaving technologies, including plug-

in electric and hybrid electric vehicles, and thermal-

storage air conditioning.  

8) Provision to consumers of timely information and 

control options.  

9) Development of standards for communication and 

interoperability of appliances and equipment connected 

to the electric grid, including the infrastructure serving 

the grid.  

IV. SECURITY ISSUES 

The Smart grid is composed of a large number of 

interconnected devices. There are two types of data that are 

exchanged throughout the smart grid namely information 

data and operational data. Information may be the power 

consumption bill, trending, logging, tagging, historical 

reporting geographical locations, consumers’ information 

and emails Operational data could be real-time current and 
voltage values, transformer tap changers, capacitors banks, 

transformer feeders’ current loads, fault locations, relays 

status, circuit breakers status Operational data requires high 

level of security to protect the smart grid systems from any 

vulnerability and attack that may cause power blackout. 

The security requirements and objectives [1, 6] in the smart 

grid are: 

1) Availability: Accessing information in a timely in the 

smart grid. Loss of availability could affect the power 

delivery since access to authorized individuals might be 

denied. Attacks targeting the system availability are 

considered Denial of service attacks (DOS) which aim 
to disturb the data transfer in order to make the 

resources unavailable [4].  

2) Integrity: Preventing an unauthorized modification of 

information or system by illegitimate users. Loss of 

integrity in the smart grid might modify sensors' values 

and product recipes which in turn can affect power 

management.  

3) Confidentiality: Preventing unauthorized users from 

accessing information in order to protect personal 

privacy and safety. Smart grid networks carry 

information that varies in privacy and sensitivity levels 
from consumption information all the way to consumer 

private information.  

4) Authentication: Validating the true identity of the 

communicating parties. Authentication of humans and 

machine is of high importance, and weakness in it can 

lead to an attacker gaining access to private 

information, or illegitimate devices making use of the 

smart grid resources. 

5) Authorization: Providing permission and granting 

access to a system (also known as access control). The 

variety of devices and humans that exist in a smart grid 

network requires an authorization system in order to 
provide proper management of information and 

resources. 

V. TYPES OF ATTACKS 

The just mentioned issues can be exploited by attackers with 

different motives and expertise and could cause different 

levels of damage to the network. Attackers could be script 

kiddies, elite hackers, terrorists, employees, competitors, or 

customers. 

1) Access through database links: Control systems record 

their activities in a database on the control system 

network then mirror the logs into the business 

network.[5] If the underneath database management 

systems are not properly configured, a skilled attacker 
can gain access to the business network database, and 

then use his skills to exploit the control system network.  

2) Injecting false information (Replay Attack): An attacker 

can send packets to inject false information in the 

network, such as wrong meter data, false prices, fake 

emergency events, etc. Fake information can have a 

huge financial impact on electricity markets.  

3) Malware spreading: An attacker can develop malware 

and spread it to infect smart meters or company servers. 

Malware can be used to replace or add any function to a 

device or a system such as sending sensitive 
information.  

4) Compromising communication equipment: An attacker 

may compromise some of the communication 

equipment such as multiplexers causing direct damage 

or using it as a backdoor to launch future attacks [6].  

5) Network Availability: Since the smart grid uses IP 

protocol and TCP/IP stack, it turns to DoS attacks and 

to the accountabilities possible in the TCP/IP stack. 

DoS attacks might attempt to delay, block, or corrupt 

information transmission in order to make smart grid 

resources unavailable.    

6) Eavesdropping and traffic analysis: An adversary can 
obtain sensitive information by monitoring network 

traffic. Examples of monitored information include 

future price information, the control structure of the 

grid, and power usage. 

VI. FUTURE OUTLOOK 

In this paper, a comprehensive analysis of the various Smart 

Grid security threats, incurred challenges, this analysis 
paves the way for more in-depth investigations of each of 

the discussed threats and their correlations in order to 

quantize their combined effects on the Smart Grid. This will 

enable devising appropriate solutions against coordinated 

attacks that threaten the sustainability of current and future 

smart grids. 
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