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Abstract— The Source Based Synchronization (SOBAS) 

protocol to securely synchronize the events between two 

networks. From this protocol, the nodes use their local time 

values as a onetime dynamic key to encrypt each message. 
During this manner, SOBAS provides an efficient dynamic 

en-route filtering mechanism, where the malicious data is 

filtered from the network. With SOBAS, it'll able to achieve 

the foremost goal of synchronizing events at the sink as 

quickly, as accurately, and as done secretly as possible. This 

protocol reduces the number of control messages needed for 

a WSN for providing the key benefits of reduced energy 

consumption also as reducing the prospect for malicious 

nodes to eavesdrop, intercept, or be made attentive to the 

presence of the network. The requirement and employing 

time synchronization, necessary synchronization are often 
provided to the WSN application using half the energy 

needed for traditional schemes. Each analytical and 

simulation works are presented to verify the feasibility of 

SOBAS, because the energy consumption of the scheme 

under normal operation and attack from malicious nodes. 
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I. INTRODUCTION 

A. (SOBAS) for Wireless Sensor Networks:   

A synchronization per sec, SOBAS is additionally ready to 

provide 7:24 sec clock precision given today’s sensor 

technology, which is far better than other comparable 

schemes (schemes that don't employ GPS devices). Also, 

shows that by recognizing the necessity for and employing 

time synchronization, necessary synchronization are often 

provided to the WSN application using half the energy 

needed for traditional schemes. Both analytical and 

simulation results are presented to verify the feasibility of 
SOBAS also because the energy consumption of the scheme 

under normal operation and attack from malicious nodes. 

 Recent research has attempted to deal with these issues by 

employing remote servers, like Networks and peer network 

sensors. For sensors deployed in dynamic networks (i.e., 

with frequent topology changes due to node 

failure/unavailability and mobility as during a mobile 

Network), however, challenges of reliability and energy 

efficiency remain largely unaddressed. The Research is first 

to address these challenges in an integrated manner for both 

data storage and processing in mobile Network, an approach 
call computing. The final solution is the base stations will 

successfully retrieve or process data, in the most energy-

efficient way, as long as remote servers are accessible. 

Through a real system implementation which proves the 

feasibility of the approach. Extensive simulations 

demonstrate the fault tolerance and energy efficiency 

performance of the framework in larger scale networks. The 

secure synchronization problem for WSNs. Current secure 

time synchronization protocols for wireless sensor networks 

(WSNs) send separate synchronization messages and utilize 

reference points, global positioning systems (GPSs), and 

static pairwise key-based cryptographic mechanisms to 
make sure that the clocks of every sensor device are 

securely globally synchronized (i.e., every device has an 

equivalent clock value). Additionally to being costly in 

terms of energy consumption, these control messages (albeit 

necessary for his her schemes) utilized in traditional 

protocols make them difficult to deploy in situations where 

it's required that the frequency (RF) footprint of the 

communicating devices be minimal (e.g., military sensor 

networks). In fact, many wireless sensor network 

applications are event-based and centrally controlled (e.g., 

critical infrastructure monitoring, video surveillance, and 
patient-data collection), and don't necessarily have to 

maintain perfect synchronization of all the nodes within the 

network. Instead, it must be guaranteed that the event 

reports generated by the nodes are ordered properly before 

exiting the sensor network (i.e., loose synchronization). 

Assume, as an example, the military surveillance 

application. The foremost valuable piece of data to the 

headquarters is that the enemy unit intruded the protected 

zone and is advancing South-West. During this case, the 

right ordering of events are often achieved by synchronizing 

the sink with each source, and doesn't require that every 

sensor’s clock be globally synchronized. In fact, an accurate 
knowledge of event ordering may generally suffice for 

several WSN applications, where the centralized decision 

authority (not sensors) acts swiftly on the knowledge 

collected from the network. Second, because the 

communication cost is that the most dominant think about a 

sensor’s energy consumption, if the synchronization control 

messages within the network are eliminated as against 

current “chatting” schemes, a number of the energy savings 

from transmission cost are often utilized for the computation 

of local security operations. Therefore, motivated by the 

downside of current schemes and considering the event-
based characteristics of WSN applications and therefore the 

resource-limited nature of sensors, it propose the Secure 

Source Based Synchronization protocol. Essentially, 

SOBAS is an energy efficient protocol for WSN 

applications that don't need perfect synchronization. SOBAS 

presents an efficient technique to securely synchronize the 

info path within the network, without the transmission of 

explicit synchronization control messages. Rather than 

synchronizing each sensor globally as against approaches 

providing perfect synchronization, specialize in ensuring 

that every source node is synchronized with the sink and 

nodes along the info delivery path such event reports 
generated by the sink are ordered properly. With SOBAS, it 

had been ready to achieve the most goal of synchronizing 

events loosely at the sink and at the info delivery path as 

quickly, as accurately, and as surreptitiously as possible. 
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SOBAS is perfectly suitable for WSN applications that don't 

need perfect synchronization and it's ready to provide 7:24 

sec clock precision on the info delivery path given today’s 
sensor technology. Simulation results show that SOBAS is 

an energy efficient scheme under normal operation and 

attack from malicious nodes. additionally to being suitable 

for the applications where the centralized decision authority 

acts on the knowledge collected from the network, the novel 

approach to synchronization with dynamic en-route filtering 

is additionally compatible for both WSNs and sensor-based 

CPS applications where utmost silence is important (e.g., 

military scenarios), as SOBAS isn't “chatting.” as an 

example , radio silence is extremely important for military 

operations as any radio transmission may reveal troop 

positions; so, restrictive orders could also be in effect. By 
the proposed framework, an object is encoded and 

partitioned into n fragments, then stored on n different 

nodes. As long as k or more of the n nodes are available, the 

info object are often successfully recovered. Similarly, 

another set of n nodes are assigned tasks for processing the 

stored data and every one tasks are often completed as long 

as k or more of the n processing nodes finish the assigned 

tasks. The parameters k and n determine the degree of 

reliability and different k-out-of-n pairs could also be 

assigned to data storage and processing. System 

administrators select these parameters supported the 
reliability requirements. The contributions of this work are 

as follows: It presents a mathematical model for both 

optimizing energy consumption and meeting the fault 

tolerance requirements of knowledge storage and processing 

under a dynamic topology. It presents an efficient algorithm 

for estimating the communication cost during a mobile 

Network, where nodes fail or move, joining/leaving the 

network. It presents the primary process scheduling 

algorithm that's both fault-tolerant and energy efficient. It 

presents a distributed protocol for continually monitoring 

the topology, without requiring additional packet 

transmissions. It presents the evaluation of the proposed 
framework through a true hardware implementation and 

enormous scale simulations. 

II. OBJECTIVE 

The major objective of SOBAS algorithm is, to reduce the 

transmission time between the wireless sensor nodes. 

III. EXISTING SYSTEM 

Current approaches that provide secure time synchronization 

send separate synchronization messages and utilize 

reference points, gpss, or static pairwise key-based 

cryptographic mechanisms in order to provide perfect 

synchronization. Considering the event-based characteristics 

of WSN tasks and the resource-limited nature of sensors, 

and finally focusing on the fact that the transmission cost is 

significant in wsns, in this work relaxed the perfect 

synchronization condition for wsns and tackled the secure 
time synchronization problem from a completely different 

perspective. As opposed to current “chatty” perfect 

synchronization schemes, focused on minimizing the 

communication in the network so that some of the energy 

savings from transmission cost could be utilized for the 

computation of local security operations. Thus, in SOBALS, 

instead of explicitly synchronizing sensors with synch 

messages, events/reports are synchronized accurately along 
the data delivery path as they occur. Moreover, In SOBALS, 

nodes use their local time values as a one-time dynamic key 

to encrypt each message. In this way, SOBALS provides an 

effective dynamic en-route filtering mechanism, where the 

malicious data is filtered from the network. With SOBALS, 

it have been able to achieve their main goal of 

synchronizing events at the sink as quickly, accurately, and 

surreptitiously as possible. The protocol decreases the 

number of opportunities for malicious entities to eavesdrop, 

intercept packets, etc., by reducing the number of messages 

exchanged. Thus, energy savings from the reduced 

transmission is used for the local security computation. 

 
Fig. 1.1: Activity flow diagram of WSN 

IV. PROPOSED SYSTEM 

From the proposed system, the first framework to 

support fault-tolerant and energy-efficient remote 
storage by using SOURCE BASED 

SYNCHRONIZATION (SOBAS). The framework aims 

for applications that require energy-efficient and reliable 

distributed data storage with different sensors and 

processing in dynamic network, processing between two 

different base stations, i.e., wireless transmissions. 

The k-out-of-n reliability mechanism into distributed 

computing in sensor Networks formed by network 

devices. In this proposed framework, a data object is 

encoded and partitioned into n fragments, and then 

stored on n different nodes. As long as k or more of the n 

nodes are available, the info object are often successfully 
recovered. Similarly, another set of n nodes are assigned 
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tasks for processing the stored data and every 

one tasks are often completed as long as k or more of the 

n processing nodes finish the assigned tasks. The 
parameters k and n determines the degree of reliability 

and different (k, n) pairs may be assigned to data storage 

and data processing. System administrators select these 

parameters based on the reliability requirements. The 

contributions of this work are as follows: It presents a 

mathematical model for both optimizing energy 

consumption and meeting the fault tolerance 

requirements of data storage and processing under a 

dynamic network topology. It presents an efficient 

algorithm for estimating the communication cost in a 

mobile Network, where nodes fail or move, joining/ 

leaving the network. It presents the primary process 
scheduling algorithm that's both fault-tolerant and 

energy efficient. It presents a distributed protocol for 

continually monitoring the topology, without requiring 

additional packet transmissions. It presents the 

evaluation of this proposed framework through a real 

hardware implementation and large scale simulations. 

 
Fig. 1.2: WSN Architecture 

A. Network Formation Module: 

Source Based Synchronization (SOBAS) protocol to 

securely synchronize the events in the network, like creating 

the different sets of Sensor nodes. In SOBAS, nodes use 

their local time values as a one-time dynamic key to encrypt 

each message. 

In this proposed framework, a data object is 
encoded and partitioned into n fragments, and then stored on 

n different nodes. In Network Formation module, create one 

Network Server, one network Manager, many mobile nodes. 

In Network Server, which can upload files. Network 

Manager can manage all mobile nodes. He add Data creator 

with Task. Many mobile nodes are formed Mobile ad hoc 

networks. Each mobile node has energy of battery power. 

Data receiver can retrieve uploaded files from network 

server. 

 

 

B. Destination Identification Module: 

This makes the effort of the receiver easier when it tries to 

find the correct key for the sender. In the stateful mode, a 

sensor also remembers a previously seen malicious node. 

This is the direct result of the encrypting, decrypting, and re-

encrypting of packets at every hop in the network for 

SOBAS-FullreEnc. 

Each node is runned and it will get ready for the 

transmission when executed. The re-encrypt, fuller-encrypt 
or the nore-encrypt mode is selected for each transmission. 

The event pass the message to the respective destination 

location id’s, for this the encryption mechanism takes place 

and finally the it will get sensed to the required destination 

id’s. 

 

C. Topology Discovery and Monitoring Module: 

In Topology Discovery & Monitoring module, Topology 

Discovery is executed during the transmission from one 

sensor node to the second node, in which we can see the 

path file and message file. The encrypted message is 

displayed on the execution i.e, the path icon and the actual 

message is displayed only when the node reaches the 
destination id. Here we can see that the path location the 

message is encrypted by their representive selective filtering 

or en-route filtering mechanisms, by which the encryption 

done by using the local time values as the source. Upon 

receiving the request packet, nodes reply with the neighbor 

tables and failure probabilities. Consequently, the delegated 

node obtains global connectivity information and failure 

probabilities of all nodes. This topology information can 

later be queried by any node.  
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D. Failure Probability Estimation Module: 

In Failure Probability estimation module, let assume a fault 

model in which faults caused only by node failures and a 

node is inaccessible and cannot provide any service once it 

fails. The failure probability of a node estimated at time t is 

the probability that the node fails by time t +T, where T is a 

time interval during which the estimated failure probability 

is effective.  

A node estimates its failure probability based on 
the following events/causes: energy depletion, temporary 

disconnection from a network (e.g., due to mobility), and 

application-specific factors. Finally assume that these events 

happen independently. 

 

E. Expexted Transmission Time Computation Module: 

In time computation module, it is known that a path with 

minimal hop-count does not necessarily have minimal end-

to-end delay because a path with lower hop-count may have 

noisy links, resulting in higher end-to-end delay.  

Longer delay implies higher transmission energy. 

As a result, when distributing data or processing the 

distributed data, let consider the most energy-efficient paths 

with minimal transmission time.  

When saying path p is the shortest path from node i to node 
j, now imply that path p has the lowest transmission time 

(equivalently, lowest energy consumption) for transmitting a 

packet from node i to node j. The shortest distance then 

implies the lowest transmission time. Now this packet was 

uploaded to Network server successfully. 

 

V. CONCLUSION & FUTURE WORK 

By this proposed system, finally the first framework to 

support fault-tolerant and energy-efficient remote storage by 

using SOURCE BASED SYNCHRONIZATION (SOBAS). 

The framework aims for applications that require energy-

efficient and reliable distributed data storage with different 

sensors and processing in dynamic network, processing 

between two different base stations, i.e., wireless 

transmissions. From this project, changes from the k-out-of-
n reliability mechanism into distributed computing in sensor 

Networks formed by network nodes has been achieved. 

Finally we can reduce the time for transmission 

between the two sensor nodes, and with this distributed 

computing in sensor nodes or networks, the system will be 

more reliable than the existing framework. 
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