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Abstract— This paper presents a real time face recognition 

using an automated surveillance camera. The proposed 
system consists of 4 steps, including (1) training of real time 

images (2) face detection using Haar-classifier (3) 

comparison of trained real time images with images from 

the surveillance camera (4) result based on the comparison. 

An important application of interest is automated 

surveillance, where the objective is to recognize people who 

are on a watch list. The aspiration of this paper is to 

compare an image with several images which has been 

already trained. In this paper, this system represents a 

methodology for face detection robustly in real time 

environment. Haar cascading is one of the algorithms for 

face detection. Here system uses Haar like classifiers to 
track faces on OpenCV platform. The accuracy of the face 

recognition is very high. The system can successfully 

recognize more than one face which is useful for quickly 

searching suspected persons as the computation time is very 

low. In India, we have a system for recognizing citizen 

called Aadhaar. If system uses this as a citizenship database, 

it can differentiate between citizen and foreigner and further 

investigate whether the identified person is criminal or not. 
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I. INTRODUCTION 

Face recognition which is a combination of machine 

learning and the biometric techniques which holds the 

qualities of not only high precision but also the reliability. 

For automatically detecting the human’s face from the 

databases this system can be used. In recent years open 

computer vision has been widely used in different kinds of 

applications such as surveillance camera, robotics etc. This 

technology is used for authentication, validation, 
authorization, and identification. In developed countries, the 

government creates a dataset which is helpful for recognize 

the human face which compares the suspicious act with 

trained dataset and information stored in database. 

Face identification [1] is defined in three steps (1) 

face detection (2) feature extraction (3) face recognition. 

Camera configuration is very important to track moving 

persons and recognize [2] them precisely. Facial feature 

points encode critical information about face shape. Precise 

location and facial feature points tracing are important. Each 

feature point is usually detected and traced by performing a 
local search for the better matching position [3]. There are 

very less researches on face recognition using edge-based 

detection [4]. The edges are not only carrying valuable data 

about face but are also simple to process. The Viola Jones 

method builds a classifier by selecting a few significant 

features using AdaBoost. Viola jones method successfully 

merges more composite classifiers in cascade structure [5] 

which exponentially increases speed of detector by focusing 

on the favourable features of the face. 

II. RELATED WORK 

Closed-circuit tv (CCTV): CCTVs have proven to be hugely 

popular for security functions because of their low-cost 

performance and smooth functioning. Surveillance could be 

very useful for regulation enforcement to analyse and save 

you crook sports, for recognizing and monitoring threats. 

Also, surveillance systems have continually been playing a 

vital role in managing the burglary instances. These CCTV 

structures generally tend to monitor any activity 

continuously. This consequences in excessive power 
consumption and large memory usage. Moreover, it does not 

give alert on any suspicious activities detected. Radio 

Frequency Identification (RFID): It uses radio waves to 

routinely identify individual or gadgets. There are many 

techniques for identification, however the trendiest is to 

store a unique serial number that identifies a human or 

object on a microchip that is attached to an antenna. The 

blended antenna and microchip are called RFID transponder 

or RFID tag and it works in combination with an RFID 

reader. The reader antenna is used to transmit radio 

frequency (RF) power. Depending on the tag type, the 
energy is harvested by the tag antenna and used to power up 

the internal circuitry of the tag. The tag will then modulate 

the electromagnetic waves generated by the reader so as to 

transmit its data back to the reader. The reader receives the 

modulated waves and converts them into digital data. 

III. PROPOSED SYSTEM 

This paper is going to develop face detection and 

recognition system that is capable of processing images very 
fast while acquiring very high true positive face detection 

rates. Object recognition frameworks have been tried 

crosswise over different standard face databases, with and 

without noise and other obscuring effects. The outcome of 

Object recognition frameworks uncovers that well utilized 

face recognition even from low quality pictures and shows 

astounding execution productivity, monitor threats, and 

avoid/examine criminal activities addition to face detection 

motion detection is always an important requirement. 

Criminal Identification Using Raspberry Pi is 

mainly about maintaining a secure environment. OpenCV 
(open source computer vision) is the major software that is 

being used in this project. For detecting faces, system using 

various algorithms like Haar cascade, linear SVM, deep 

neural network, etc. The main method that is proposed in 

this work is, if any person comes in front of the pi camera, 

first it will look for potential matches that we have already 

stored in this system. If the module finds a match then it 

captures the person and sends an alert to the Headquarter. 

In this paper, system will use three databases. The 

images in all the three databases are pre-processed to 

remove noise and redundancy. Then it undergoes feature 
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extraction where Haar cascade is used. First database will 

have the images and details of all the citizens of the given 

country. Second will have the images and details of 
criminals/suspects who belong to that country. Third 

database will contain the images and details of the criminals 

and suspects who are not the citizens of the country. The 

video obtained from the surveillance camera will be 

converted into frames. When a face is detected in a frame, it 

is pre-processed where noise and redundancies are reduced. 

Then it undergoes feature extraction where Haar cascade 

comes into picture. 

 
Fig. 1: System Architecture 

The processed real time image is compared with 

the processed images already stored in the citizen database. 

If match is found, it is further compared with the images 

stored in local watch list database to identify if the person is 

criminal/suspect. If he is criminal/suspect the time for which 

he was under the surveillance of the camera is noted. If he is 

not a citizen, it is further compared with the images stored in 

international watch list database. If match found, the time 
for which he was under the surveillance of the camera is 

noted. If match is not found in both the watch lists, he is 

considered as an innocent. 

IV. HARDWARE & SOFTWARE USED 

A. Hardware Used 

The Raspberry Pi board [FIG 2] is the principal module of 
the image capturing and processing device. Its most 

important parts consist of: primary processing chip unit, 

memory, energy deliver HDMI Out i.e. VGA display, 

Ethernet port, and USB ports. The Picam is hooked up to 

Raspberry pi through digital camera port that is present 

inside the raspberry pi board. The version that we've got 

used is raspberry pi B+ 2017 which is shown below in Fig.1. 

We are also using a wireless dongle which is connected to 

one of the USB ports available. The Raspberry Pi is a 

fundamental embedded machine having a credit score card-

sized board computer systems developed within the UK 

with the aid of the Raspberry Pi Foundation. The Raspberry 
Pi is primarily based on the Broadcom BCM2835 gadget on 

a chip (SOC) which incorporates an ARM1176JZF-S Core 

(ARM V6K) seven hundred MHz CPU processor, 

Broadcom Video Core IV GPU having 17 pins, three.5W of 

electricity, and 1GB of RAM reminiscence. This major 

processing chip connects a camera and display. The 

Raspberry Pi layout does not include a constructed in hard 

disk or solid drive, as a substitute it uses an SD card for 

booting and long-term storage. This board is meant to run 

Linux primarily based running systems. Python is the main 
language utilized in raspberry pi. This Raspberry Pi module 

has a Samsung elegance 4 micro SD card preloaded with the 

Raspberry Pi NOOBS (New out of Box Software) bundle, 

and a printed Micro SD card adaptor. The OS that we have 

used in this work is Raspbian stretch. 

 
Fig. 2: Raspberry Pi Board 

B. Software Used 

OpenCV: OpenCV 'open source PC vision library' is an 

open source picture preparing library made by Intel 8109 

what's more, kept up by Willow carport accessible for C, 

C++, what's more, Python. OpenCV is need a compiler like 

Dev C++, code squares, visual C++. In OpenCV there are 

four modules. Predominantly utilized are CV: primary 

OpenCV capacities, picture handling calculations, vision 
calculations and highGUI: GUI capacities, Image and Video 

I/O. Utilizing this OpenCV, we will stack pictures caught by 

camera. These pictures are in three configurations paired 

picture, dark scale picture and shaded picture. The hued 

picture contains R G B with pixel values containing 0-255. 

It has profundity of the picture with 8 bits and 3 channels. 

For stacking the picture utilizing OpenCV, the taking after 

program is utilized. 

V. RESULTS & DISCUSSIONS 

This section pays special attention to the main consequences 

of face recognition for criminal identification. This deals 

with outline development and testing the Face recognition. 

Here, software’s out there that resemble the same services as 

the face recognition system, however, this also has its own 

merits that can contribute to the society. 

Due to its intricacy and revelation building, the 

recognition of the automated face identification tool might 

be burdensome. Moreover, there is also possibility for 

giving the interface as user – friendly which wants the 

minimal amount of interaction among the users. With this 
system, which automatically processes the image, users need 

only requires to offer input a real time image & the system 

will do the rest. Furthermore, new functions can be added by 

experienced developer because this is an open source 

system. This is a simple model which always makes the 

system easier for utilize. As completely, there are some of 

the advantages which have to be recognized as below: 

It is a healthier substitute which used for 

identifying the thumb print. Criminal photo captured 
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through a video source is fed the identification of the 

system. This system has the capacity for automatically doing 

the process like recognize, detect and extract the features of 
the images and identifies the actions. 

VI. CONCLUSION 

This paper has introduced the face recognition system based 

on Haar cascade. Even though the stored set of images of 

the person in the database differ from the input image, the 

system serves as a fruitful method of identifying the faces. 

In order to find the difference between input image and 

stored images the system takes out and calculates main 
features from the input image. 

Thus, some changes in the new face image to be 

recognized can be allowed. Recognition precision and better 

discriminatory power, computational cost because smaller 

images with only main features require least processing to 

train the Haar wavelets. The main advantage is that system 

uses citizenship database which already exists. 
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