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Abstract— One of the major threat to the network security is 

Distributed Denial of Service attacks.  Many company 
servers have been the victims of this attacks. In a short span 

of time, these attacks can easily drain the computing 

resources and services of the victim. Threat of DDoS attack 

that attempts to make a machine or network resource 

unavailable is getting serious. In recent years, DDoS attacks 

have been directed especially towards the application layer. 

This is increasing mainly due to the large number of existing 

tools for the generation of this type of attack.  HTTP DoS 

attack is one of the DDoS attack methods that targets HTTP 

servers. For the evaluation, a large dataset passed to a 

classification algorithm which detects the source of 

malicious requests and stops it automatically. 
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I. INTRODUCTION 

DoS (Denial of Service) is a cyber-attack, it is an intended 

attempt by user to completely disrupt the availability of 

sources to legitimate users. DDoS (Distributed Denial of 

Service) is a type of DoS attack which either slows down the 

server or denies the request of the client. DDoS attack on 
application layer are difficult to detect because all the 

characteristics are as same as that of a legitimate client 

including their request structure. As we know the first line 

of defense mechanism can be effortlessly bypassed by the 

DDoS attack. Firewall which is considered as the primary 

security device in the network layer still if DDoS attack 

occurs it may exploit the operation of firewall. The main 

focus of the project is based on application layer specifically 

for HTTP based attack. 

Basically, in our project the system is using 

machine learning algorithm called Gaussian Naïve Bayes for 

detection of DDoS attack. So the present work focuses on 
the detection and mitigation of DDoS attacks in the 

application layer. 

II. PROBLEM STATEMENT 

Detection and mitigation of DDoS attack using machine 

learning. 

III. RELATED WORK 

Research related to DDoS detection and mitigation using 

machine learning is a vast domain. Prevention is the main 

focus of our project. In this context we pay particular 

attention on available literature. Some of the key areas are 

addressed here. 

Khundrakpam Johnson Singh and Tanmay De, [9], 

in this paper it is proposed that how classifier is one of the 

best option for Detecting DDoS attack. They have worked 

on application layer protocol using different classifier like 
Naïve Bayes, Naïve Bayes guassian and to classify the 

attack generated dataset. 

K. Narasimha Mallikarjunan, A. Bhuvaneshwaran, 

K.Sundarakantham, S.Mercy Shalinie, [1], they have 
proposed a new technique for Anomaly Detection using 

Machine learning and to determine the different patterns of 

attack. Their focus is to create real time dataset and to use 

Naïve Bayes algorithm. 

Tetsuya Hirakawa, Kanayo Ogura, Bhed Bahadur 

Bista, Toyoo Takata,[3], as the sole HTTP DoS attack 

targets HTTP Server thet have proposed a defence method 

against distributed flow HTTP DoS Attack. 

Christos Douligeris and Aikaterini Mitrokosta,[7], 

they have given a brief explanation regarding DoS and 

DDoS attacks on various network layers. They have 

described important feature of each attack and defence 
system. 

Irfan Sofi, Amit Mahajan, Vibhakar Mansotra, [6], 

they have focused attack on network and application layer. 

Their work includes popular classification techniques like 

Naïve Bayes Multilayer Perceptron (MLP), Support Vector 

Machine (SVM) and Decision Trees. For defence 

mechanism they have used Intrusion Detection System 

(IDS). 

IV. OBJECTIVES 

 To detect the source of attack: To identify IP address of 

bot devices. 

 To monitor and control the network traffic: To 

constantly analyze the flow of packets and take action if 

the network traffic increases drastically. 

V. SYSTEM DESIGN 

 
Fig. 1: Architecture Diagram of System 

A. Client Request Handler 

The client request handler module is used to determine 

information about the incoming HTTP request. All the 

visitor’s information such as IP address, visting time and 
visting count are stored in the database which forms a list of 

client which can be accessed by admin. 

B. DDoS Detection Module 

This module is used for detection of DDos attack. In this 

module a certain threshold value is being set and visitor’s 

data is analysed, if the visiting count of the particular user 
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reaches the maximum limit then the user is marked as 

malicious user. 

C. Filtering Module 

This module is used to differentiate between the malicious 

and legitimate users using Naive Bayes classifier. Based on 

the various parameters of visitors information blacklist table 

is created where all the information of malicious users is 

stored. 

D. Alert Module 

After detecting attack in DDoS detection module, it sends 

alarm to administrator for further actions. 

E. Prevention Module 

After the alert message is being sent to administrator 

website access for all the malicious users will be denied 

automatically. 

VI. CONCLUSION 

Dealing the Distributed Denial of Service attack is a 
continuing challenge in the field of network security. To 

evaluate DDoS attack’s impact, its severity and the 

effectiveness of a defense scheme, there is a need of precise, 

quantitative and comprehensive defense and prevention 

mechanism. This project proposes solution for the same. 
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