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Abstract— With the increase in usage of networking 

technology and to the advancement of Internet over the last 
decade, network security has turned out to be one of the 

important areas of research. Therefore, Intrusion Detection 

(ID) becomes important and challenging security problem 

and is widely studied to achieve overall network security 

success. Several techniques came into existence to detect 

intrusions based on Machine Learning. Aim of Intrusion 

Detection System (IDS) is to put checks on attacks and 

provide desirable support for defense management along 

with information about the intrusion. Several ID approaches 

are proposed so far to predict malicious traffic from the 

network. In this paper, a hybrid approach for the network 

traffic classification is proposed where Recursive Feature 
Elimination will be used for selecting feature and Decision 

Tree will classify the data based on extracted features. The 

accuracy observed on test data of the classifier is 99%. 
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I. INTRODUCTION 

Network security [1] comprises of the approaches and 
practices received to counteract and screen unapproved get 

to, abuse, alteration, or refusal of a computer network and 

network-open assets. Network security includes the approval 

of access to information in a network, which is constrained 

by the network admin. Clients are relegated an identity and 

password that permits them access to data inside their 

authority. Networks can be private, for example, inside an 

organization, and others which may be available to free. 

Network security is engaged with associations, ventures, and 

different kinds of establishments. It does as its title clarifies: 

it verifies the network, just as ensuring and directing 

activities being finished. The most widely recognized and 
straightforward method for ensuring a network asset is by 

allotting it a unique identity and password. 

A. Classification of IDS:  

The intrusion detection system is categorized on factors: 

Location, Detection Mechanism. In view of the position or 
location, IDS’s are categorized as Host based IDS, Network 

based IDS. In view of the detection mechanism IDS’s are 

classified as Misuse detection, Anomaly detection. 

1) NIDS:  

NIDS examine the network traffic and analyze it for any 

attacks. The IDS is set along the network boundary or 

between the network and the server. The benefit of this 

framework is that it very well may be conveyed effectively 

and requiring little to no effort, without being loaded for 

every system. 

2) HIDS:  

HIDS is a single computer specific IDS which monitors the 
security of the system from internal and external attacks. 

The IDS is installed on the system itself. Favorable position 

of this framework is it can precisely screen the entire 

framework and doesn't require establishment of some other 
equipment. 

3) Anomaly Detection:  

It depends on the theory that the normal user behavior 

differs from attacker behavior with respect to bandwidth, 

protocol, ports and other devices. Anomaly based IDS’s are 

used to detect novel attacks.  

4) Misuse or Signature based IDS:  

It compares attack patterns with those that are saved in the 

database to detect unusual behavior. It detects only known 

attacks. 

An IDS has the capacity to detect attacks over the 

huge network without human intervention. The techniques 
based on deep learning, soft computing and machine 

learning are used to detect intrusions. 

Machine learning [2] is an application of artificial 

intelligence that provides systems the capability to learn 

automatically and improve from knowledge without being 

programmed explicitly. It focuses on the development of 

programs that can access data and use the data to learn for 

themselves. The learning process begins with data or 

observations, example, instructions or direct experience, to 

look for patterns in data and make effective decisions in the 

future based on the examples provided. The main goal of 
machine learning is to let the computers learn automatically 

without the intervention of human and adjust actions 

accordingly. 

Machine learning algorithms are often categorized 

into supervised, unsupervised and reinforcement as shown 

in fig 1. 

 
Fig. 1: Types of machine learning algorithms 

To predict future events, supervised machine 

learning algorithms use the labeled data that has been 
learned in the past and apply it to the new data. The learning 

algorithm produces an inferred function to make estimations 

about the output values even from the analysis of a known 

training dataset. 

To predict future events, unsupervised algorithms 

are trained with the data which is neither labeled nor 

classified. It studies how systems can deduce a function to 

represent the hidden structure from unlabeled data. 

Semi-supervised algorithm falls in between 

supervised and unsupervised, as they use both labeled and 
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unlabeled data for training. Mostly a small amount of 

labeled data and large amount of unlabeled data.  

The learning method that interacts with its 
environment by producing actions and discovers errors or 

rewards is called reinforcement machine learning algorithm. 

The relevant characteristics of reinforcement learning are 

trial and error search and delayed reward. 

For massive data Machine Learning can be used to 

analyze where it delivers more precise results in less time. It 

may need bit of time and resources to train. Combining 

machine learning with Artificial Intelligence and cognitive 

technologies can make it even more effective in processing 

large volumes of information. 

The most common datasets used for NIDS that are 

publicly available include NSL-KDD [3], KDD CUP 99[4], 
CICIDS2017[5], CIDDS-001[6] dataset etc. Most 

commonly used HIDS datasets are KDD Cup 98[7]. KDD 

Cup 1999 dataset was created by MIT Lincoln laboratory. 

The features of this dataset are grouped into different 

classes: Probe or scanning, Denial of Service, User to Root 

and Remote to Local. CICIDS 2017 dataset has genuine as 

well as most common attacks resembling the true real-world 

data (CSV’s). The features of this dataset are grouped into 

different classes: Denial of Service, Web, Bot, Distributed 

Denial of Service and Port Scan. 

II. RELATED WORK 

In [8], Shen et al., have proposed two algorithms i.e. 

Secondary Feature Extraction of Multidimensional 

Assessment (MA) algorithm and Secondary Feature 

Extraction & Sampling (SFES). MA algorithm is used to 

partition the complete database into various subsets. By 

using SFES model, complexity and non-equilibrium of 

classification algorithm is minimized and by estimating each 

feature individually with different categories, the 
performance of the proposed technique is improved. 

Goessel [9] has proposed an approach by 

combining Support Vector Machines (SVM), decision trees, 

and Naïve Bayes to minimize the false positives and to 

improve the efficiency of IDS. The proposed approach has 

three phases. In the first phase, SVM is trained to identify 

whether the instance belongs to normal traffic or attack. In 

the second phase, J48 algorithm is employed by decision 

tree to process the attack related data and to classify the 

attack. In the third phase, to classify remaining unclassified 

attacks, decision tree and Naïve Bayes have been used. 
Yaseen et al., [10] have proposed a multilevel 

hybrid model by using Support Vector Machine (SVM) and 

Extreme Learning Machine (ELM). To decrease the training 

time of classifier and increase the efficiency of IDS, 

modifications have been done to SVM and ELM using K-

means algorithm.  The dataset used is KDDcup99 and 

attained 95.75% accuracy. 

Divyatmika and Manasa Sreekesh [11] proposed 

two-tier architecture to detect network level intrusions using 

WEKA data mining tool and NSL-KDD dataset. Initially, 

the data is processed by building autonomous model on 

training set using hierarchical agglomerative clustering 
KNN classification is used to classify the data further. 

Finally, multilevel perceptron and reinforcement algorithm 

are used for misuse-detection and anomaly-detection. 

In [12], Chen et al., proposed a model using tree-
seed algorithm (TSA) for feature reduction and KNN for 

classification. To evaluate the proposed model, UCI 

repository datasets and KDD CUP datasets are used. 

Furthermore, the proposed model is compared with genetic 

algorithm and basic particle warm optimization (PSO) 

combined with KNN. The proposed model has achieved 

87.34% accuracy with KDD CUP dataset.  

In [13], Gupta et al., have designed NIDS using 

data mining techniques to protect confidentiality and 

integrity of the data. K-means clustering, and linear 

regression techniques were implemented where 

preprocessing of data is done with the help of data 
transformation and data normalization. Linear regression has 

achieved good accuracy i.e., 80% whereas k-means 

clustering achieved 67.5% accuracy. 

III. METHODOLOGY 

The following is the overview of proposed system: 

 
Fig. 2: Overview of proposed system 

In the proposed architecture, the data is collected 

from the openly accessible dataset i.e. CCIDS 2017[5],[14]. 

Data-preprocessing will be performed in which 

missing values and redundant data from network traffic data 
will be handled. The categorical features of the data are 

encoded using label encoder which is used to convert string 

into numerical format as any machine learning based 

algorithm is capable to accept numeric data. 

Cross-validation [15] is a resampling method for 

evaluation of ML models based on a data. The whole dataset 

is divided equally into k groups for network traffic 

classification. One group is taken for testing and remaining 

k-1 will be used for training model. In proposed system the 

value for k is chosen as follows: 
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 Train/Test Split: k is set to 2, where a single train/test 

split is created for evaluating the training model. 

Training data is then used to form a Decision-Tree-
Model. Decision tree uses a tree-like structure where each 

leaf signifies the outcome. Training data is then used to 

build a decision tree model. Decision tree[16] uses a tree-

like structure where each leaf signifies the possible 

outcome; in this case each leaf represents the type of attack 

or normal behavior and it is a supervised learning method 

which needs training data for building a model and based on 

this training model testing data is tested. Test data is passed 

through the training model to determine whether it is normal 

data (benign) or attack and if it resembles any attack then it 

will return the type of attack. 

Decision trees algorithm work through recursive 
partitioning of the training set in order to obtain subsets that 

are as pure as possible to a given target class. Each node of 

the tree is associated to a particular set of records T that is 

split by a specific test on a feature. For instance, a split on a 

continuous attribute A can be induced by the test A ≤ x. The 

set of records T is then divided in two subsets that lead to 

the left branch of the tree and the right one. 

Tl = {t ϵ T:t(A) ≤ x}     (1)       

and 

Tr = {t ϵ T:t(A) > x}   (2) 

Similarly, a feature B can be used for making 
distinct subset in the dataset according to its values. For 

example: If B={b1,…..,bk} each branch ‘ i’ can be induced 

by the test B=bi . The divide step of the recursive algorithm 

to induce decision tree considers all possible splits for each 

feature and finds the best one. The test data is passed 

through the training model to determine whether it is benign 

or attack and if it resembles any attack. 

IV. IMPLEMENTATION AND RESULTS 

The training and test models have been developed using 

Python libraries on system of Core i3 7th Gen processor, 

using database SQLite3. For the classification problems the 

TPR (Success rate of detecting malicious activity) and FPR 

are two important factors. Classification models are 

developed make use of the training data to classify the test 

data as normal data or malicious in nature. The observed 

accuracy of the classifier on test data is 99%. 

The confusion matrix portrays the classification results 

which show whether they are effectively classified or not. 

For a binary classification, confusion matrix is a 2x2 matrix 
and the results are divided into 4 categories as shown in 

below Table 1. 

 
Predicted as 

Positive 

Predicted as 

Negative 

Labeled as 

Positive 

True Positive 

(TP) 

False Negative 

(FN) 

Labeled as 

Negative 

False Positive 

(FP) 

True Negative 

(TN) 

Table 1: Confusion Matrix 

In the below Table 2, it shows the attributes and 

corresponding number of supporting samples. The support 

attribute indicates the number of samples of the true 

response which belong to that class.  

Attribute Support 

0 265572 

1 41 

2 2479 

3 195 

4 5938 

5 4 

6 18 

7 7625 

8 260 

9 740 

10 14 

11 323 

Total 283209 

Table 2: Classification Report 

For performance evaluation we have calculated the 

following few parameters as shown below: 

Precision(P) = TP/(TP+FP)  (3) 
Recall(R) = TP/(TP+FN)    (4) 

f1-Score = 2*(R * P) / (R + P)   (5) 

Where, TP: True Positive,        FP: False Positive, 

             TN: True Negative,     FN: False Negative. 

The f1-score is the mean of both precision and 

recall corresponding to every class represents the accuracy 

of the classifier in classifying the data points. The values 

obtained after evaluating Precision, Recall and f1 score are 

shown in the below Fig 3. 

 
Fig. 3: Performance Evaluation 

From the above fig 2 it can be observed that the 
average values of precision, recall and f1-score is 1 for the 

samples in the dataset. 

The below Table 3 shows the confusion matrix 

developed by analyzing the test data taken from the dataset. 

Using this table, the accuracy of the proposed system is 

calculated. The precision of the system indicates that the 

TPR is 99.9% and the FPR is 0.1% 
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Table 3: Confusion matrix 

V. CONCLUSIONS AND FUTURE SCOPE 

Over the last decade, there has been tremendous   increase in 

demand of IDS because of the amount of sensitive data 

present in the networking systems. The proposed approach 

based on Decision Tree is presented and discussed to 

develop an efficient intrusion detection model. The 

experimental results demonstrate that the proposed approach 

can be used to develop an ID Model having high detection 

rate, high accuracy and low FP rate. Future Research 

includes DL methods to find the intrusions to improve the 

detection rate, accuracy and to minimize the false positive 

rate. The work can be extended to exploit the big data 

available for attacks and intrusions using big data analytics. 
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