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Abstract— Spam filtering is a widely discussed and studied
topic In the field of pattern classification. Emails, SMS as
well social media comments can be filtered as spam and not
spam based on many features like frequency or occurrence of
few words than content, the length of the e-mail, SMS, or the
domain from which it is being sent. Based on these basic
characteristics, researchers have come up with many
techniques to identify content as spam and non-spam content.
In this project, we aim to implement and evaluate three major
e-mail spam filtering algorithms. They are, Naive Bayes
method, k-Nearest Neighbors, and Support Vector Machines.
Keywords: Text Classification, NLP, Machine Learning,
Deep Learning

. INTRODUCTION

The internet, as we know it, is a widely used platform for
sharing knowledge and resources. Going five decades back in
time, one couldn’t even have imagined that sharing

information, be it texts, images, ideas or even seeing one
another virtually would be such an easy task, as it is now.
However, with this ability to exchange ideas, thoughts,
messages, and news at lightning speed, comes the threat of
falling prey to malicious intentions of people who use the
World Wide Web for wrong purposes such as fraud, cyber-
bullying, and other forms of cyber-crime. E-mails and SMS
are a major way of communicating over the internet.
Currently, E-mail is one of the most important methods of
communication. However, the increase in spam emails causes
traffic congestion, decreasing productivity, and phishing,
which has become a serious problem for our society. And the
number of spam emails is increasing every-year. Therefore,
spam email filtering is an important, meaningful, and
challenging topic. The aim of this research is to find an
effective solution to filter possible spam emails. And as we
know, in recent days, there are many techniques that
spammers use to avoid spam-detection such as obfuscation
techniques and many more.
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Fig. 2: Spam content generation across India in last year.
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Asia is the largest continent in the generation of
Spam as compared to others. In the last 2-3 decades the data
which is generated is twice everyday and near about 40 to 50
percent data at data centers is spam and fake which is used by
hackers and many others to cheat people in some way.

Il. EXISTING SYSTEM

The current systems of spam detection are solely dependent
on three main methods:-

A. Linguistic Based Methods

Humans can comprehend linguistic constructs and their
interpretations, but machines can’t, and so machines are
taught some language in order to help them comprehend
linguistic constructs. These techniques are used in search
engines to determine the next term in an unfinished sentence.
They are split into two Unigrams (Words one by one) and two
Bigrams (Words two at a time). As every term has to be

remembered, this approach is not as reliable and time-
intensive.[7]

B. Behavior-Based Methods

It is based on Metadata. This method requires users to create
a set of laws, and users need to have extensive knowledge of
such laws. It needs reformulation because the characteristics
of spam shift over time and the laws need to be modified
accordingly. As a consequence, it is mostly user-dependent,
and still human needs to examine more details. [3]

C. Graph-Based Methods

In this approach, by integrating many, heterogeneous details
into a single graphical representation, unusual patterns are
detected in the data that shows spammer behaviors by running
graph-based anomaly detection algorithms for graphical
representation. This approach is not reliable, so it is
challenging to detect false opinions.[8]

Existing System working on above methods for Spam
classification:-

Fig. 3: Block Diagram for text classification
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I1l. PROPOSED SYSTEM
A. Requirements:
1) Software- Python IDE and its libraries, Jupyter
Notebook, Web-Framework (Flask), cloud Server
(Heroku)

2) Hardware-
— Modern Operating System:
e  Windows 7 or 10
e Mac OS X 10.11 or higher, 64-bit
e Linux: RHEL 6/7, 64-bit (almost all libraries
also work in Ubuntu)
- 4GBRAM
—  x86 64-bit CPU (Intel / AMD architecture)
The proposed framework consists of a set of
modules that are implemented:

B. Dataset Extraction

First data is collected from the dataset, in our case which is
email, SMS, and comments. After collecting the data, it is
cleansed by getting rid of extra spaces, removing duplicates,
and many more.

C. Generalize Data

All cleaned data collected and generalized regardless of
whether they are spam or not based on different parameters
and a corpus is created by extracting the features. By
generalizing the data a lot of time can be saved.

D. Implementing ML Algorithms

The ML algorithms are implemented in this stage by
segregating the content into spam content and original
content. ML algorithms including Decision Tree, Naive
Bayes, K-nearest neighbor, and support vector machine are
used.[6]

E. Generating Spam Text Data and information about the
Content

After the ML algorithms have been implemented the spam
content is identified and obtained, and the information about
the content to provide the user the confidence to believe or
not to believe. With the help of this information, all the
content can be analyzed and gain confidence.

The system that is proposed in this paper combines
Machine Learning algorithms which is a supervised
classification algorithm with NLP concepts to categorize and
detect spam among all existing SMS, emails, and comments
on the youtube dataset. There are major features used in the
algorithm which includes many NLP concepts like stop-
words, lemmatization.

The proposed framework is introduced with the aid
of two key applications, one is anaconda prompt which is
exactly similar to the usual command prompt and the other is
Jupyter, an integrated python development environment. The
anaconda prompt is used for running anaconda and conda
commands without changing the directories and to access the
localhost by connecting the file folder to it and downloading
and extracting packages to implement the framework. [10]

IV. RESULTS AND DISCUSSION

The results are based on the performance of Machine
Learning Algorithms as various Performance Metrics which
include accuracy score, Precision, Recall, F-beta score for an
imbalanced dataset of SMS.
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1-099
0-0.98

Naive Bayes 0 1-094
(MultinomialNg) | 2824% | 9100
2) Test Case-2) SMS Spam Classification

Models Used Accuracy | f beta-score
Logistic Regression 97.31% 96.23
SVM(support vector machine) | 97.48% 96.42
Decision Tree 96.58% 95.87
Naive Bayes(MultinomialNB) | 97.86% 96.14

3) Test Case-3) Youtube Comments Spam Classification

Models Used Accuracy | Precision Recall
R N | g, | 10982 | 17058
vector machine) | 7% | 0093 | 0-0026
Dec.ision Tree 87.43% 10'_00'?9018 10'_00'?9317
(Mltljiltli\rﬁ)ri?glel\slB) 8.24% | 0o | 068

The final Algorithm Used for Email and SMS is the
Naive Bayes theorem based on its performance and other
metrics as well. Support vector is also performing very well
on its edge but during the deployment process, there are some
errors in parameter tuning of the Support Vector Machine.
And in classifying youtube comments bi-directional LSTM is
used RNN. The overall average accuracy of all three models
is approximately 95 percent which is good for classifying the
content.

B. Advantages

— Feature Engineering is available. Therefore, the features
of raw data can be easily extracted with the help of data
mining. It is used to improve the performance of
Machine learning algorithms.

— Each and every data obtained is accurate.

— Spam Features are a built-in function.

— It'is a statistics-based approach that Supports review-
centric spam detection as well as Supports reviewer-
centric spam detection.

V. CONCLUSION AND FUTURE WORK:

In this paper, we identified the spam and phishing content
present in a data user receives or sends with the help of
machine learning algorithms and NLP concepts. By
reviewing the spam, the entire details about the content
classification as spam and not spam as well the probability of
the content to be spam are accessed and displayed, which in
turn helps in determining other spam, spammers and their
way of writing messages.

We considered two attribute sets which include
content and extracted spam corpus. The content is determined
with the help of average content similitude, maximum content
similitude, the ratio of exclamation sentences, and the ratio of
first personal pronouns. The probability is determined
according to the content similitude to corpus with spam and
ham words on which algorithm is pre-trained. Thus, making
it a very effective and accurate spam detection framework.
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