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Abstract— This research has dealt with the detection and 

mitigation of black hole attack in MANET. Generally, the 

black hole attack can be easily deployed with an adversary. 

Black hole occurs because of the malicious nodes that draw 

the data packet with the false route. In this research, AODV 

routing protocol is being used. Genetic algorithm for the 

optimization of the route from the source to the destination 

has been used with the neural network that detects and 

prevents the network from the black hole attack. The 

simulation has been carried out in MATLAB environment 

and the performance is being calculated with the number of 

parameters, like, Throughput, PDR, Delay and energy 

consumption.  
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I. INTRODUCTION 

MANET is an ad hoc network which does not require any 

infrastructure support for carrying data packets between two 

nodes. MANET is an ad hoc network for mobile or much 

simply called as mobile ad hoc network which is a continuous 

self-ordered, infrastructure-less network of mobile devices 

connected wirelessly. Mobile ad hoc networks possess a flat 

network infrastructure. It has a shared medium which is 

highly demandable for radio communication. In MANET 

architecture every computer or node means any device is a 

router as well as end host. The nodes or devices in the 

MANET architecture are in general autonomous. MANET 

has a dynamic topology architecture which highly promotes 

mobility. In the MANET architecture, every node also works 

as a router since they route packets for other nodes. 

 
Fig. 1: MANET (Mobile ad hoc network) 

II. TYPES OF MANET 

A. Vehicular ad hoc network (VANET):  

VANETs are created by applying the principles of mobile ad 

hoc networks (MANETs). It enables effective 

communication with another vehicle or helps to communicate 

with roadside equipments. 

B. Internet Based Mobile Ad hoc Networks (IMANET):  

It is a type of wireless ad hoc network that supports Internet 

protocols such as TCP/UDP and IP. The IMANET uses a 

network-layer routing protocol to link mobile nodes and 

establish routes automatically. 

C. Intelligent Vehicular Ad Hoc Networks (INVANET): 

It makes use of artificial intelligence to tackle unexpected 

situations like vehicle collision and accidents. 

D. Flying Ad Hoc Network (FANET):  

FANETs are composed of unmanned aerial vehicle, 

providing mobility and connectivity to remote areas. 

 
Fig. 2: MANET types 

III. ROUTING PROTOCOL IN MANET 

Routing protocols are set of rules which govern the path of 

message packets from source to destination in a network. 

Routing protocol in a MANET is mainly classified into three 

categories that are proactive and reactive and Hybrid. 

 
Fig. 3: Types of Routing in MANET 
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IV. AODV ROUTING PROTOCOL OVERVIEW 

AODV (Ad Hoc On-Demand Distance Vector) routing 

protocol has been used widely and is known as the reactive 

protocol in which the routes are developed only when 

required. The network nodes exchange the routing packets 

among them when the communication is required and sustain 

only the established routes [7]. This is the one that adjusts the 

DSDV (Destination sequenced distance vector) protocol for 

having dynamic link situations. When the node requires 

transferring the data packet to other node, it checks its routing 

table. If the node has fresh route then it utilizes that route for 

sending the data packets [8]. Route discovery process 

initializes only when the node doesn’t have the route or 

doesn’t have the novel route. Therefore, it transfers the RREQ 

(route request message) to its subsequent neighbours. The 

intermediate node verifies while it has the destination nodes 

or the fresh route towards the destination node. If it is 

accessible, than the intermediate send the RREP (Route reply 

message) back to the source node [9]. 

Or, it transfers the RREQ message towards the 

neighbours by utilizing the flooding method. This procedure 

is constant till the destination node is being found/ node with 

the fresh route towards the destination has been found. When 

the route discovery process is finished, source node and the 

destination node could communicate and transfer the packets 

among them. When some know identifies the failure or break, 

RERR (route error) message is transferred to another node for 

lost link notification. The ‘HELLO’ message is utilized for 

the detection and monitoring the links to the neighbours [10]. 

 
Fig. 3: AODV illustration 

V. BLACK HOLE ATTACK 

In MANET, with AODV protocol, the black hole node 

assume to have fresh enough route towards the destination 

demanded by the nodes and takes up the network traffic. 

When the source node transfers the RREQ message to some 

destination, the black node instantly responds with RREP 

message with the highest sequence number and the message 

is taken as it is impending from the destination or from the 

node with the fresh towards the destination. The source node 

then initializes by sending the data packets to the black hole 

node with the trust that the packets would reach the 

destination [12]. 

 
Fig. 4: Black hole attack 

As shown in the above figure, the destination 

sequence number be 32 bit integer being connected with each 

route and is utilized for deciding the exact route freshness. 

The node N3 would transfer that to the node. As the node N1 

with the node N2 doesn’t have the route towards the node D, 

it will again send the RREQ control message. RREQ control 

message has been send the Node N3 being expected to be 

taken by node M. Therefore, the node M produces the false 

RREP control message and transfers it to the node N3 with 

enhanced destination sequence number transferred to node S. 

Though, in AODV, as the destination sequence number is 

more, the route from the node would be taken be fresh and 

therefore, node S will start transferring the data packets to 

node N3 [13]. 

VI. SIMULATION MODEL 

This section defines the work being proposed for the 

detection and mitigation of black hole attack. AODV routing 

protocol has been used with GA optimization algorithm and 

ANN (Artificial neural network) in MANET network. The 

algorithms for the same are defined below: 

Genetic algorithm function GA () 

{ 

Initialize population; Calculate fitness function; 

While(fitness value != termination criteria) 

{ 

Selection; Crossover; Mutation; 

Calculate fitness function; 

} 

} 

end 

Artificial Neural Network Algorithm Initialize the ANN 

Net= newff (Training_data, Ggroup, Neurons) 

Where, Training_data=All data Ggroup= No. of categories 

Neurons=50 

Initialize the training parameters Epoch=1000 

Levenberg marquardt 

Performance= MSE, gradient, mutation, & validation checks 

Net= Train (Net, Training_data, Group) 

Return Net as output of ANN 

The steps followed for the simulation of the proposed work 

are defined below: 

1) Development of a simulator with 1000*1000 as height 

and width has been taken place. Firstly, n number of 
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nodes are executed in MANET for the simulation with x 

as well as y co-ordinates. 

2) The source and the destination are introduced with the 

creation of the simulator with N number of nodes with 

the usage of co-ordinates. 

3) Coverage area is initiated with each node with source and 

the destination. The coverage area for the network is 20% 

for total network area. 

4) AODV routing protocol is developed for the route 

discovery for source and the destination node. GA 

algorithm is considered for route discovery and for 

searching the best route selection with the coverage set. 

5) Fitness function has been described for GA as per 

network requirements. 

6) When the route discovery takes place, the performance 

parameters are calculated and if the performance is being 

degraded, then the classification of the attack would be 

done by using NN. 

7) According to attacker’s activity, the attacker kind is 

measured and the performance of the attacker is 

measured to have the better results. 

8) Metrics, such as, throughput, delay, energy consumption 

and BER are measured for checking the proposed work 

performance. 

VII. SIMULATION RESULTS 

The results being obtained after the simulation of the 

proposed work are defined in this section. The explanations 

of the parameters are described below: 

A. Throughput 

It is defined as the amount of packets send in the simulation 

time. It is the addition of the transmitted data from the source 

towards the destination in exact time span. The throughput 

could be measured in Kbps, Mbps, and Gbps and commonly 

defines in percentage (%).  

Throughput can be defined as: 

Throughput=     

B. Delay 

It is the time taken for the transfer of data packet in the 

network from the source to the destination. So, generally, the 

routes are utilized in the network with few probability of 

delay for enhanced performance. It can be defined 

mathematically as: 

 

 
As depicted, Dtrans= Transmission Delay (Dprop= 

Propagation Delay and Dproc= Processing Delay 

C. BER (Bit Error rate) 

It is defined as the rate at which the errors present in the 

transmission system. It might be explicitly translated in the 

string with the required number of bits. It can be defined as: 

 

D. Energy Consumption 

It is described as the energy being consumed by the network 

while transferring the packets. It can be described as: 

 

Where,  the 

amplification energy, and  is the 

propagation energy and without optimization 

 
Fig. 5: Comparison of throughput for with 

The comparison of throughput with and without 

optimization is depicted in the above figure. As shown, the 

X-axis is the number of rounds and Y- axis is for throughput. 

The blue bar defines the value of throughput with 

optimization that is with Genetic Algorithm and ANN. The 

average value of throughput with optimization is 93 and 

without optimization, it is 73. 

 
Fig. 6: Comparison of Delay for with and without 

optimization 

The comparison of delay with and without 

optimization is depicted in the above figure. As shown, the 

X-axis is the number of rounds and Y- axis is for delay. The 

blue bar defines the value of delay with optimization that is 

with Genetic Algorithm and ANN. The average value of 

delay with optimization is 13.2 and without optimization, it is 

21.78. 

Comparison of BER for with and without optimization 

The comparison of BER with and without 

optimization is depicted in the above figure. As shown, the 

X-axis is the number of rounds and Y- axis is for BER. The 

blue bar defines the value of BER with optimization that is 

with Genetic Algorithm and ANN. The average value of BER 

with optimization is 24.5 and without optimization, it is 

38.74. 
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Fig. 7: Comparison of Energy Consumption for with and 

without optimization 

The comparison of energy consumption with and 

without optimization is depicted in the above figure. As 

shown, the X-axis is the number of rounds and Y- axis is for 

energy consumption. The blue bar defines the value of energy 

consumption with optimization that is with Genetic 

Algorithm and ANN. The average value of energy 

consumption with optimization is 13 and without 

optimization, it is 19. 

VIII. CONCLUSION 

The research has analyzed and mitigated black hole attack in 

MANET. GA is being used for the reduction of delay, BER 

and for the enhancement of throughput. ANN as a classifier 

has been used. A variety of work has been done for the 

detection of black hole attack but did not utilize routing 

protocol for the betterment of the results. This research has 

used AODV routing protocol with the optimization and the 

classification algorithm. Parameters, like, throughput, BER, 

Delay and energy consumption has been utilized for the 

performance calculation. The average value of throughput 

with optimization is 93 and without optimization, it is 73. The 

average value of delay with optimization is 13.2 and without 

optimization, it is 21.78. The average value of BER with 

optimization is 24.5 and without optimization, it is 38.74. The 

average value of energy consumption with optimization is 13 

and without optimization, it is 19. It can be said that with the 

usage of GA and NN, enhanced results are obtained. 
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