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Abstract— The dark web, show us hidden information. The 

use of dark web is illegal and things of using dark web is only 

for criminal purpose, it’s a wrong hypothesis of dark web. 

Yes its true that 97% peoples use dark web in other countries 

for illegal purpose and remaining for legal purpose. It cannot 

access by traditional search engines. In this paper we will 

explain how hackers collect information by “TOR”, 

”Freenet” or “I2P”. By this sms blocking, hacking, used in 

cyber security, sales of drugs, humans and guns, zero day.  
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I. INTRODUCTION 

The dark web, the concept by which everyone gets afraid. The 

secret information hidden in the web. It is used by specially 

hackers. It cannot get information related to the data accessed 

by the traditional search engine. We can get information over 

here through id, aadhar card, address, our personal 

information, phone numbers, email id, credit card details, etc. 

some of the portion is illegal and some are legal. There are 

many websites for accessing web. It access by only through 

special softwares like ‘TOR’ or ‘I2P’. This is masked IP 

address to maintain anomynity for users and side owners. 

Dark web sites are much beautiful than any other site, but 

there are important differences. That is naming structure, 

instead of ending in .com or .co, dark web sites end in .onion. 

It also use a scrambled naming structure that creates URLs 

that are often impossible to remember. For example, a 

popular commerce site of Dream Market goes by the 

unintelligible address of “eajwlvm3z2lcca76.onion. 

Law enforcement officials gives us better at finding 

and legal procedure sites that sell illicit goods and services. 

In the summer of 2017, a team of cyber cops from three 

countries successfully shut down AlphaBay, the dark web’s 

largest source of contraband, sending shudders throughout 

the network. The anonymous nature of the Tor network 

makes it specially vulnerable to distributed denial of service 

attacks (DDoS)had been mentioned in the research[1] Patrick 

Tiquet, Director of Security & Architecture at Keeper 

Security, and the company’s resident expert on the topic. 

“This Sites are constantly changing addresses to avoid DDoS, 

which makes for a very dynamic environment”. Because of 

this, “The quality of search varies widely, and a lot of material 

is outdated.”. 

Through the internet & websites that are found 

through search engines are only make up of .03% of many 

pages available related to the dark web & deep web, the 

remaining 99.97% of internet is made up of un-index pages. 

This Deep web is consist of everything online including 

passwords, private archives and legal doc. many more. 

 
Fig. 1: Dark web[2] 

The Deep web is often confused with the Dark web 

but they both are very distinctive things. The deep web is the 

whole web that is not accessible by conventional search 

engine but dark web is a certain website within the deep web 

that is linked to criminal activity and illegal market places. 

There are many peoples who use dark web for 

irrelevant work like hacking, irrelevant transactions, etc. they 

can also hack accounts, sales of drugs, humans and guns, sms 

blocking, hacking of banking information, credit cards 

details, zero day, exploits and malicious software through 

dark web. Because of Bitcoins, dark web concept is used for 

illegal purpose. 

There are many famous dark web markets like silk 

road, business market which allows vendors and buyer to 

conduct business anonymously. 

II. METHODOLOGY 

A. Dark web tools and services that present in all public 

risk: 

There are various categories of tools or services that could 

present a risk in the form of a network breach or data 

compromise: 

1) Access, including remote access Trojans (RATs), 

keyloggers and exploits 

2) Infection or attacks, including malware, distributed 

denial of service (DDoS) and botnets 

3) Support services such as tutorials 

4) Credentials 

5) Phishing 

6) Espionage, including services, customization and 

targeting 

7) Refunds 

8) Customer data 

9) Financial data 

10) Intellectual properter/trade secrets 

11) Operational data 

12) Other emerging threats 
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B. Bitcoin Services 

Bitcoin services like tumblers are often available on Tor, and 

like Grams – offer darknet market integration.A research 

study undertaken by Jean-Loup Richet, a research fellow at 

ESSEC, and carried out with the United Nations Office on 

Drugs and Crime, showing new trends in the use of Bitcoin 

tumblers for the purpose of obtaining money illegally. 

Because of bitcoin, people are hiding their intentions and 

identity also. The approach of the Bitcoin was to use a digital 

currency exchanger service which converted Bitcoin to the 

online game currency. E.g:gold coins in World of Warcraft 

which will again converted back into money. It shows us that 

Blockchain and cryptocurrency can be used to regulate the 

dark web.  

C. Darknet Market 

Commercial darknet markets, done the transactions for illegal 

drugs and other goods which attracted significant media with 

a great popularity of Silk Road and Diabolus Market as well 

as its subsequent seizure through legal authorities. Other 

markets sell software exploits and weapons. Analyse price 

difference between dark web market and real life is used for 

studies purpose of goods. From January 2013 to March 2015 

the most popular crypto-markets gets active. 

D. Fraud Services 

There are numerous PayPal, carding forums and Bitcoin 

trading websites and fraud and counterfeiting services. 

E. Puzzles 

Puzzles like Cicada 3301 and successors will sometimes use 

hidden services to get more anonymously provide clues, often 

increasing speculation as to the identity of their creators. 

F. Terrorism 

ISIL (ISIS) includes a fake one seized in Operation Onymous 

with the increase of technology. It allows cyber terrorists to 

flourish by attacking the weaknesses of the technology. In the 

wake of the November 2015 Paris attacks[5] an actual such 

site was hacked by an Anonymous affiliated hacker group 

GhostSec and replaced with an advert for Prozac. The Rawti 

Shax Islamist group was found to be operating on the dark 

web at one time. 

G. Social Media 

Inside the dark web, there exist emerging social media 

platforms like www. Facebook and other traditional social 

media platforms have begun to make dark-web versions of 

their websites to address problems associated with the 

traditional platforms and to continue their service in all areas 

of the www.   

H. Commentary and Policing  

Most of the dark web are not harmful, some prosecutors and 

government agencies are concerned that it is a haven for 

criminal activity. Specialist news sites such as DeepDotWeb 

and All Things Vice provide news coverage and practical 

information about dark web sites and services. The Hidden 

Wiki its mirrors, forks contain some of the largest directories 

at any given time. 

Popular sources of dark web .onion links include 

Pastebin, YouTube, Twitter, Reddit and other Internet 

forums. Specialist companies with Darksum and Recorded 

Future track dark-web cybercrime taking it for law 

enforcement purposes.  

I. Hacking Groups and Services 

It include xDedic, Trojanforge, Mazafaka, hackforum, 

dark0de and the TheRealDeal darknet market. 

J. Phishing and Scams 

Phishing via cloned websites and other scam sites. 

K. Illegal Pornography 

There is regular law enforcement action against sites 

distributing child pornography through compromising the site 

by distributing malware to the users. Other content includes 

revenge porn, sexualised torture and killing of animals. 

L. Journalism 

Many individual journalists, educators, alternative news 

organizations and researchers are influential in their writing 

and speaking of the Darknet, and making its use clear to the 

general public. 

M. Other media 

Traditional media and news channels like ABC News have 

also featured articles examining the Darknet.  

III. LITERATURE REVIEWS 
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Market  9 

Drugs  15.4 

Web-based onion services  according to the 

February 2016 

Category Total % Active % 

Violence 0.3 0.6 

Arms 0.8 1.5 

Illicit Social 1.2 2.4 

Hacking 1.8 3.5 

Illicit links 2.3 4.3 

Illicit 

pornography 
2.3 4.5 

Extremism 2.7 5.1 

Illicit Other 3.8 7.3 

Illicit Finance 6.3 12 

Illicit Drugs 8.1 15.5 

Non-

illicit+Unknown 
22.6 43.2 

Illicit total 29.7 56.8 

Inactive 47.7  

Active 52.3  

IV. CONCLUSION 

The Dark Web matters for two significant reasons: ideology 

and practicality. Where encryption exists, there also exists a 

large market of users who wish to remain anonymous. 

But every internet user has to know If your data has 

leaked as part of a government or corporate hack, it's for sale 

on the Dark Web. Facebook and other traditional social media 

platforms have begun to make dark-web versions of their 

websites to address problems associated with the traditional 

platforms and to continue their service in all areas of the 

World Wide Web. 

Because it is anonymous and not discoverable by 

surface searches with the major search engines and as it not 

accesses through traditional web sites. The dark web is a 

perfect for thinking illegal activities for criminals.  When law 

enforcement comes to know that illegal transactions has been 

done they can’t find properly identified person and not able 

to arrest users. Any transaction done from the criminals 

account to our account, according to the cyber security we are 

criminal.  

By this anyone can done illegal transactions like this 

it used for criminal purpose. It also a powerful toll for 

political activism and resistance for corruption. To reduce the 

amount of web base crimes, cybercrimes, illegal activities, 

illegal selling of most countries that it is improper to just take 

the outlaw the use of onion or other dark web networks. 

Especially dark web impinge on criminals mind. We have 

concluded that peoples always gives their personal 

information easily for getting loan, lottery purpose, any 

transaction, old catalogues,  for getting suit, unknown phone 

calls ,etc. 

So be aware from giving information to hackers. 

People might know that what kind of new technology has 

been developed for any transaction purpose and should have 

to know all the rules related to the banking sector and for any 

loan concepts. For this, government should advertise or that 

particular agent from which we are taking loan has to show 

their own id to aware peoples From this silly concepts. 
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