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Abstract— In this paper, we are focusing on IoT protocols. 

We live in the age of the IoT, so every smart devices that are 

related with our daily life, which make up the interconnected 

environment that opens a world of new possibilities.  The 

Internet of Things (IoT) consists of smart devices that 

communicate with each other. It enables these devices to 

collect and exchange data. IoT has many applications in our 

life such as industry, transportation, logistics, healthcare, 

smart environment, as well as personal, social gaming robot, 

and city information. In the application layer the IoT 

protocols is used for transfer the data, namely the Constraint 

Application Protocol (CoAP) and Message Queue Telemetry 

Transport (MQTT) have dependencies to the transport layer.  

We highlight  here some IoT protocols that are; LoRa 

frequency bands, 6LoWPAN, ZigBee, Z-Wave, CoAP, 

MQTT, Bluetooth, WiFi, DDS, NFC, HTTP, MQTT-SN and 

RFID.  
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I. INTRODUCTION 

The term “Internet of Things”, it has two very important 

words, Things and Internet. The word “Internet”, it is a 

network that is used for global communication and which 

allow you to share the information across the world. Another 

word “Things”, any devices which are capable of performing 

any action, remote sensing and live monitoring of various 

types of data. A large number of connecting Devices making 

Internet of Things (IoT) are expanding continuously over the 

world. All electronic devices that are communicate with each 

other only using protocols. The idea of the Internet of Things 

(IoT) is to use the Internet Protocol (IP), mainly IPv6, to 

communicate with connected devices and services in the 

cloud. The popular IoT application, today use either the 

Internet Engineering Task Force (IETF), standardized 

Constraint Application Protocol (CoAP) or the OASIS 

specified Message Queue Telemetry Transport (MQTT) as 

the data transfer of choice. Another Examples of IoT 

application layer transfer protocols are the Hyper Text 

Transfer Protocol (HTTP), Data Distribution Service (DDS) 

and Advanced Message Queuing Protocol. Low power wide 

area technologies are, Sigfox and LoRa. 

II. STANDARDS IOT PROTOCOLS 

IoT has many standards Protocols. They are as follows;  

 

A. Lo Ra Frequency Bands:  

It is a wireless system makes use of the unlicensed 

frequencies that are available worldwide. The common 

widely used frequencies/bands are: Europe: 868 MHz, North 

America: 915MHz. It’s a long range wireless communication 

protocol that competes against other low power wide-area 

network (LPWAN) such as narrowband IoT (NB IoT) or LTE 

Cat M1. Many devices from the IoT world are scattered 

across large areas and have limited battery life/transmission 

capacity. 

 

B. 6LoWPAN:  

It is the latest version of the Internet Protocol (IPv6) and Low-

Power Wireless Personal Area Networks (LoWPAN). It 

allow for the smallest devices to transmit information 

wirelessly with limited processing ability, using an Internet 

Protocol. It is a Key IP (Internet Protocol)-based technology. 

An IoT Protocols like Bluetooth or ZigBee, 6LoWPAN is a 

Network Protocol, which defines encapsulation and header 

compression mechanisms. 
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C. Bluetooth:  

The common used wirelesses protocols of short-range is 

Bluetooth. We can quickly get Bluetooth apps that offer you 

technology for paring up with the smart devices. This 

Protocol, among the all IoT protocols is BLE or Bluetooth 

Low-Energy protocol. It will afford the range of conventional 

Bluetooth is combined with lower power consumption 

supremacy. Remember that BLE is not designed for 

transferring large files but it will go perfectly with the small 

parts of data. So this is the reason for Bluetooth leading the 

IoT of this century. The recently invented Bluetooth Core 

Specification 4.2 adds up one innovative internet protocol 

support profile. It allow Bluetooth smart sensor to get access 

on the internet straight via 6LoWPAN. 

 

D. ZigBee:  

Same as Bluetooth, there is a vast user base of ZigBee. 

Among the Internet of Things Protocols, It is designed more 

for the industrials but less for the consumers. So the industrial 

sites where data is transferred over the small rates amongst 

home or a building. It usually operates at a frequency of 

2.4GHz. In smart home networks, allowing smart devices to 

connects and exchange control commands and data with each 

other. 

 
This protocol and the ZigBee remote control are 

famous as famed IoT Security Protocols for supplying secure, 

low-power, scalable solutions along with high node counts.  

E. MQTT:  

It stands for Message Queue Telemetry Transport (MQTT), 

it is a message protocol. It developed in 1999 by Arlen Nipper 

(Arcom) and Andy Stanford-Clerk (IBM). This is commonly 

used for monitoring from a remote area in Internet of Things. 

 
The MQTT works on top of the TCP/IP protocol. This 

protocol is made of three core components or mechanisms 

that are Subscriber, Publisher, and Broker. The work of the 

Publisher is generating data and transmitting the data to the 

subscriber with the help of the broker. Ensuring the security 

is the work of the broker. It does it by checking and 

rechecking the authorization of the subscribers and the 

publishers. This protocol is used for all devices that are IoT 

based, and these are providing information-routing functions 

to the less costly, low memory power-consuming and small 

devices with the help of low and vulnerable bandwidth based 

network. 

F. CoAP:  

Constrained Application Protocol, it is an internet 

productivity and utility protocol, is developed for the 

restricted smart devices. It specifies how low-power 

compute-constrained devices can operate in the IoT. 

Designed by the Internet Engineering Task Force (ITEF), 

CoAP is specified in IETF RFC 725. It generally includes 

nodes and devices on the internet and different restrained 

networks and devices that are joined on the internet. IoT 

devices is based on the HTTP protocols can go tremendously 

with CoAP IoT Network Protocols. It uses the Protocol-UDP 
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for implementation of lightweight data. Same like the HTTP, 

it also uses the restful architecture. CoAP also used inside the 

mobiles and the other social communities that are basic 

programs. CoAP helps in getting rid of ambiguity through 

HTTP get, put up, delete and placed strategies. 

 

G. DDS:  

It is a IoT messaging protocols Data Distribution Service 

(DDS) is a standard for high-performance, expandable and 

real-time machine-to-machine (M2M) communication. The 

DDS is developed and designed by OMG Object 

Management Group. Using DDS, we can transfer data both 

in the low-footprint devices and with the cloud platforms. 

 
It includes two layers. Those are the DCPS and the 

DLRL. The Data-Centric Publish-Subscribe (DCPS) works 

by providing information to the subscribers. The Data-Local 

Reconstruction Layer (DLRL) does its works by providing an 

interface to the DCPS functionalities. 

H. WiFi:  

For IoT integration, WiFi is a favored choice according to 

many electronic designers, because of the infrastructure it 

bears. It has immediate data transfer rates along with the 

aptitude to control a huge number of data. 

 

The widespread WiFi standard 802.11, using this we 

transfer 100 of megabits in only one second. It ranges 

approximately 50 m, and along with working on internet 

protocol standards, it includes IoT Cloud infrastructure 

access. The frequencies are 2.4GHz and 5GHz bands. 

I. RFID:  

The Radio Frequency Identification (RFID), it works using 

wireless technology. Using electromagnetic fields it can 

identify objects. The short ranged RFID is around 10 cm, but 

the long-range Radio Frequency is around 200 mm. 

 
The Active Reader Active Tag (ARAT) system 

usually makes the use of the active. These activity tags awake 

with any interrogator signal. RFID IoT Connectivity 

Protocols doesn’t need any power. 

J. Z-Wave:   

 
This IoT protocols affords you the low-power Radio 

Frequency (RF) communications. In our home automation 

applications we typically used Z-Wave protocol. The 

example of low power RF are; the sensors, lamp controllers, 

etc. Low-latency also has more features of shielding from 

wireless technologies of this technology. Designers are 

concerned with the simple and rapid development process of 

IoT Protocols. For the easy setup of Z-Wave IoT Protocols 

designers are working. The Frequency of Z-Wave IoT 

Protocols is 900MHz, and the range is around 30-100m. It 

provides you cloud access and requires a bridge for it. Data 
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rates of Z-Wave protocol are 40-100kbit/s. A hub is the brain, 

of your home controlling and sending commands to the other 

connected smart devices in your home. The Wi-Fi router- it 

sends Wi-Fi signals to your laptop, cable box, amazon Echo 

and other smart devices to keep you online. The hub sends 

commands via Z-wave to other connected devices in a similar 

way. 

K. NFC:  

The NFC IoT protocols is using for safe two way 

communication linking. These Protocols are only applicable 

for the smartphones. Near Field Communication (NFC) 

allows the clients to connect the electronic devices, for using 

digital contents and doing the contactless payment 

transaction. The very important work of NFC is to increase 

the “contactless” card technology. It works within 4cm by 

allowing the devices for sharing information. 

 

L. HTTP:  

Hyper Text Transfer Protocol (HTTP), it is an IoT network 

protocol. This protocol is the foundation of data 

communication over the web. HTTP protocol is the most 

common protocol that is used for IoT connectivity devices 

when there is a lot of data to be published. The HTTP protocol 

is not preferred because of its cost, battery-life, energy 

saving, and more constraints. Additive manufacturing/3D 

printing is one of the use cases of this protocol. It allows 

computers to connect 3D printers in the network and print 

three-dimensional objects and pre-determined process 

prototypes. 

 

M. MQTT-SN:  

This protocol stands for “MQTT for sensor networks”, it uses 

UDP and not TCP for its transport. UDP is a connection less 

protocol whereas TCP is connection oriented. In the regard 

MQTT-SN usually requires a connection to the broker before 

it can send and receive messages. The objective of this 

protocol is the increasing the MQTT protocol beyond it 

reaches to the TCP/IP infrastructure for sensor and actuator 

solution.  

 

III. CONCLUSION 

 IoT making the world more agile and functional via 

M2M and other protocols like, MQTT, CoAP, HTTP, 

etc. 

 Need for common global standards to reduce complexity, 

facilitate roll-out of new smart devices and services, to 

provide economies of scale. 

 IoT needs specific tools and technology for its 

realization. 

 The two elementary components of IoT are identification 

and sensing. 

 Low weight efficient communication between sensing 

devices and interoperability between various 

communications mechanisms are very critical problems 

in Internet of Things. 

 For future, a simple topology with sensors, 6LoWPAN, 

and lrWPAN will be simulated in NS-3. 

 Generally used protocol in IoT is MQTT protocol. 

 Adapted protocols are required for constrained devices 

such as CoAP, MQTT-SN, etc. 
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